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Intelligent Transport Systems (ITS) have the potential to increase road-network capacities, reduce 

congestion and pollution, create shorter and more predictable journey times and significantly improve 

road-user safety.  However, these technologies will also have the ability to track a citizen’s every 

move, extracting information about their daily lives.  This data could range from information about 

the user’s driving style, to exactly where their vehicle was at any given time in its lifetime, right down 

to the radio station the driver listens to.  It has been argued that privacy invasions caused by ITS will 

have a damaging effect on society, creating a ‘Big Brother’ or panopticon state. 

 

For these fears to be fulfilled, it needs to be the case that future users are not only concerned about the 

privacy impacts of ITS, but that the ITS will actually cause users to change their travel behaviour.  

This research examines the results of both a survey of 993 people across four culturally diverse 

European countries (the UK, Greece, Austria and the Netherlands).  The survey primarily seeks to 

interrogate the factors influencing a future ITS user’s privacy concerns, their stated behavioural 

intention and their actual privacy behaviour.   

 

The results of this research show that privacy concerns could play a significant role in limiting the 

voluntary uptake rate of the technology.  While this may not be critical to the success of all future 

ITS, future ITS which require high penetration rates to be successful will definitely need to consider 

the privacy aspects of their system.  This research also indicates that when a future ITS user is 

required to decide whether to disclose their personal information, they will be influenced significantly 

more by their demographics and the potential risks associated with disclosing the information than the 

rewards that are on offer.  This means that ITS developers should attempt to use less sensitive data 

where possible, consider using a more trusted organisation to collect and store the required 

information and also consider the user’s perception on how secure a transfer method is. 
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1. Introduction 

1.1. Background 

 

The creation of a wide-area, real-time monitoring system for road networks has the potential to 

improve user safety, dramatically reduce costs for users, governments and businesses (The World 

Road Association 2004) and benefit the environment (CVIS 2012). Whilst these improvements will be 

received positively by some, others (Buhrman 2007, Daly 2010 and Reiman 1995) may feel that the 

potential privacy invasions of increased monitoring could create a ‘Big Brother’ state (Orwell 1949). 

 

This research seeks to establish whether the privacy concerns associated with future intelligent 

transport systems (ITS) will, in reality, limit the extent to which these technologies can be 

implemented across the whole European Union.  It will then attempt to derive some general 

methodologies which will help ensure that, where possible, the future ITS uptake rate can be 

maximised.  Considering the wide range of technologies that fall under the umbrella of ITS, this 

research seeks to achieve this by investigating which factors impact privacy decision-making in a 

range of real-world and ITS scenarios.  This will identify the factors that consistently influence 

privacy decision-making in a wide array of different scenarios.  In turn this will allow this research to 

recommend some general methodologies which can be used to reduce the privacy impact of the many 

different ITS that will be created in the future, in an attempt to ensure that privacy concerns will not 

limit their uptake.  

 

1.1.1. Intelligent Transport Systems 

 

ITS is a generic term for the integrated application of communications, control and information 

processing technologies to the transportation system.  ITS covers all modes of transport, with the 

overall purpose of ITS being to improve decision-making, often in real time, which in turn saves lives, 

time, money, energy and the environment (The World Road Association 2004).  

 

ITS systems currently in use across the globe include but are not limited to:  

 

• Active traffic management: Both loop detectors and CCTV cameras are used to gain data on 

traffic flows, which can then be processed and used to control speed limits and information 

signs to optimise the traffic flow (Highways Agency 2012).  
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• Traffic signal pre-emption: A vehicle with priority (normally an emergency vehicle but 

sometimes public transport) sends a transmission which is received and processed by the 

traffic signal.  The traffic signal then in turn processes this information and alters its normal 

cycle to ensure that the priority vehicle gains clear passage (U.S. DOT 2003). 

 

• Electronic toll collection: Automatic number plate recognition and radio transponders are used 

to identify each individual vehicle that passes a toll entry and exit point.  This information is 

then processed and the owner of the identified vehicle is automatically charged for each 

journey through the toll area (The World Road Association 2004).          

 

Information is at the core of virtually all ITS, as they are based around the collection, processing, 

integration and supply of data, hence there is the potential for privacy concerns to arise around the 

level of personal information some ITS require to operate.  The information obtained by these systems 

and the way in which it is processed will vary to a great extent with each application.   

 

In the future, it is expected that ITS systems will be able to acquire, communicate, process and utilise 

more data at a higher frequency.  This will enable more advanced ITS, such as cooperative transport 

systems, to come in to operation.  Cooperative systems will work by Vehicle-to-Vehicle (V2V) and 

Vehicle-to-Infrastructure (V2I) communications (CVIS 2012).   This new flow of information could 

open up a ‘Pandora’s Box’ of new ITS applications.  Systems could, for the first time, have the ability 

to communicate with individual vehicles, and to use the knowledge of every vehicle’s position and 

trajectory (potentially even their destination, number of people travelling, propensity to pay and the 

trip purpose) to optimise the network. This will open the way for personalised routing guidance, safety 

alerts being sent to vehicles in a certain area and speed recommendations to groups of vehicles, and 

many more location-specific and network-wide applications.  

 

Drivers will also benefit from more complete and up-to-date information about traffic hazards and 

congestion, presented directly inside the vehicle. Through new interfaces, drivers will be able to 

exchange requests and recommendations. The communications channel also has the potential to allow 

access to information and entertainment content available on the internet, and for the vehicle users to 

interact with home and office (CVIS 2012).  However, it is also feasible that the perception of such 

cooperative systems will be that the level of personal data being monitored/transferred is too large, to 

such a degree that the benefits of the cooperative system will not outweigh the public’s privacy 

concerns. 
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1.1.2. Privacy Fears 

 

In recent times, there has been a growing argument from privacy advocates, academics and the media 

that the growing privacy invasions associated with ITS will have a negative impact on society as a 

whole. Eamon Daly states in his paper, Personal Autonomy in the Travel Panopticon (Daly 2010): 

 

“The development and convergence of information and communication technologies (ICT) is creating 

a global network of surveillance capabilities which affect the traveller. These surveillance capabilities 

are reminiscent of 18th century philosopher Jeremy Bentham’s panopitcon, and as such the emerging 

global surveillance network has been referred to as the travel panopticon. I argue that the travel 

panopticon is corrosive of personal autonomy…” 

 

The panopticon is a type of prison building, designed by English philosopher and social theorist, 

Jeremy Bentham in 1785. The concept of the design allows a person to observe all prisoners, without 

the prisoners being able to tell whether they are being watched (Bentham 1995). The major effect of 

the panopticon is to induce in the prisoner a state of conscious and permanent visibility that assures 

the automatic function of power (Foucault 1979).  

 

Rieman describes in his paper, Driving to the Panopticon (Rieman 1995) that the problem with some 

ITS is that they not only ensure that people are seen, but it also makes them feel visible. He feels that 

the consequence of this is that users will alter their behaviour, and this will impact society as a whole. 

Others (Guardian 2009 and Buhrman 2007) have related the use of ITS to the creation of an Orwellian 

surveillance society.  Glancy (2004) suggests that not only does ITS allow for a ‘Big Brother’, in the 

form of an omnipresent totalitarian government, but also a whole host of ‘Little Brothers’, in the form 

of private-sector information collectors, some of whom may have little respect for individual privacy.  

 

For these fears to be fulfilled, it needs to be the case that the compulsory use of ITS will cause the 

public to change their travel behaviour.  Additionally, these fears could cause low uptake rates of non-

compulsory ITS which could prove detrimental to an ITS’s ability to operate effectively if it requires a 

high penetration rate.   
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1.1.3. Current Privacy Research Within the Transport Field 

As part of their 6th Framework Program, the European Commission launched three projects, CVIS, 

SAFESPOT and COOPERS (CVIS 2012, SAFESPOT 2013 and COOPERS 2013) to explore different 

cooperative systems that would share extensive amounts of information about a future road user’s 

whereabouts with numerous different stakeholders, in return for safety and efficiency benefits.  At the 

time of launching these projects, ‘privacy’ was flagged as a potential issue.  As a consequence, the 

European Commission funded several projects with the aim to investigate different methods for 

making the proposed communications within a cooperative system as secure as possible from a 

technological/encryption standpoint (PRECOISA 2013, Sevecom 2013, EVITA 2013, Oversee 2013 

and PRESERVE 2013), with the view that if the communications are made secure then the ‘privacy’ 

issue with the proposed cooperative systems would have been solved.  

 

What the European privacy projects neglect to investigate, however, is whether even if the 

communications within a cooperative system are made completely secure and anonymous, these 

systems would still cause future transport users to travel with less freedom.  Therefore, it is entirely 

feasible that a large amount of research effort has gone into an area that doesn’t have a major impact 

on a future ITS user’s privacy decision-making.  As a consequence, the main focus of this research 

will be to examine what the main influencing factors of privacy decision-making across a wide range 

of ITS and real world scenarios are, with the expectation that the findings will provide future ITS 

developers with a high-level overview of the key privacy factors that could limit the uptake of their 

wide and varied future ITS technologies.  

 

1.2. Aims and Objectives 

 

In order to fully investigate the issues highlighted above, the following aims and objectives have been 

set. 

 

1.2.1. Aim 

 

To identify the factors that influence privacy decision-making and understand the impact they will 

have on the successful uptake of future ITS. 
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1.2.2. Objectives 

 

Objective 1: Understand ‘privacy’ and how it will be relevant to current and future ITS. 

 

Objective 2: Compare existing, proposed and hypothetical ITS, paying particular attention to their 

benefits and the level of personal information they require. 

 

Objective 3: Identify the factors that will cause the level of personal information required by a 

future transport technology to become unacceptable. 

 

Objective 4: Understand whether views on the acceptable level of intrusion vary from person to 

person and discover what the influencing factors are. 

 

Objective 5: Draw conclusions about whether different ITS in their current, proposed and 

hypothetical forms will be deemed acceptable in ‘privacy’ terms. 

 

Objective 6: For technologies that are deemed unacceptable, improvements will be suggested. 

 

1.3. Key Contributions to Knowledge 

 

The main information that this research intends to add to existing knowledge is to clearly identify the 

factors that will influence a future ITS user’s privacy decision-making when confronted with a new 

ITS.  To do this, the research will first investigate whether the findings of previous research (primarily 

from the field of ecommerce) is transferable to the field of transportation.  Once this has been 

established, this research will then seek to present clear recommendations of ways in which future ITS 

developers can reduce the privacy impact of their future technologies. 

 

1.4. Structure of Thesis 

 

This thesis sets out to present the aims and objectives of the research.  It will discuss the background 

to the research problem before describing the results and implications.  Chapter 2 starts by reviewing 

the term ‘privacy’ before moving on to explore how it is relevant to both current and future ITS, in 

particular paying attention to the type of personal information required for these ITS to operate, and 

what benefits they offer in return.  Chapter 2 concludes by highlighting how privacy could limit the 

uptake of ITS and how this is likely to vary in different countries. 
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Chapter 3 moves on to focus on privacy decision-making.  It will do this by conducting a detailed 

review of the factors that will impact future ITS users’ privacy concerns, their stated behavioural 

intention and finally their actual behaviour when they are confronted with a privacy scenario.  It does 

this primarily by looking at research conducted within the field of ecommerce, of which the key 

findings are expected to be transferable to the field of transportation.  The chapter concludes by 

drawing out a research model from the existing literature, which will be interrogated in later chapters. 

 

Chapter 4 starts by justifying the use of a quantitative multi-country survey (UK, Greece, Austria and 

the Netherlands) to interrogate the aims and objectives set out in this chapter, along with the research 

model presented in Chapter 3. It then describes the rationale behind the questionnaire design and the 

choice of survey sample.  The final section of this chapter outlines the different distribution methods 

used in each country and discusses the resultant samples, and the possible impact of using slightly 

different distribution methods in each country.    

 

Chapter 5 looks in detail at the results of the Europe-wide survey in relation to likely levels of privacy 

concerns that will be associated with future ITS.  In particular, it segments users by their level of 

privacy concern and explores the link between their level of concern and their stated behavioural 

intention and actual behaviour. 

 

Chapter 6 focuses on future ITS users’ stated behavioural intention.  It does this by using the results of 

the European survey to first segment future users by their behavioural intention, and then to look at 

the perceptions of the privacy variables highlighted in Chapter 3.  Chapter 6 finishes by using binary 

logistic regression models to investigate a user’s privacy decision-making. 

 

Chapter 7 further examines the results of the European survey, this time in relation to the participants’ 

actual behaviour.  The main concentration of this chapter is the use binary logistic regression models 

to both predict actual behaviour and to explore the link between actual behaviour and behavioural 

intention.    

 

Chapter 8 discusses the findings of the previous chapters and ties them back to the original aims and 

objectives of this research.  In particular, it addresses the question ‘Will Privacy Barriers Limit the 

Uptake of Future ITS?’.  It does this by highlighting what factors will impact the acceptability of a 

future ITS in privacy terms, and looking at methods future ITS developers could use to minimise the 

privacy impact of their future technologies.  The final few sections of this chapter look at the 

limitations of this research and highlight potential areas for future research.  
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Chapter 9 presents the conclusions that can be made from this research.  The main conclusion 

highlighted is that privacy has the potential to be a barrier to the uptake of some future ITS.  However, 

by appropriately managing the factors influencing privacy decision-making a future ITS developer 

should be able to ensure that enough users are willing to disclose their personal information that their 

system should be viable. 
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2. Privacy and Intelligent Transport Systems 

2.1.  Introduction 

 

To fulfil part of Objectives 1 and 2, this chapter will define what is meant by the term ‘privacy’ and 

then look in detail at how the term is relevant to future ITS.  In particular, this chapter will focus on 

showing how personal information is central to not only the term ‘privacy’ but also to the operation of 

virtually all ITS, both existing and future, and as a consequence how ‘privacy’ is likely to impact 

future ITS. 

 

This chapter begins by outlining a brief history of how privacy concerns have had an impact on 

emerging technologies.  It then moves on to look at how the different stages of the information chain 

involved in an ITS can generate different types privacy fears.  This chapter will then look at how 

existing ITS have been impacted by privacy concerns.  The final section of this chapter looks at how 

future ITS are likely to vary from the existing ones, in terms of the personal information they will 

require and the high level of privacy concerns that are likely to be linked to them. 

 

2.2. What is ‘Privacy’ 

 

In order to judge the impact privacy will have on future ITS, it is essential to have a clear 

understanding of what is meant by the term ‘privacy’.  The most widely accepted definition of 

‘privacy’ is that offered by privacy guru Alan Westin in his book, Privacy and Freedom, (Westin 

1967), in which he characterises privacy as “The claim of individuals, groups, or institutions to 

determine for themselves when, how, and to what extent information about them is communicated to 

others.” 

 

However, the term ‘privacy’ is perhaps better summed up by philosopher Judith Jarvis Thompson 

(1977) who stated “Perhaps the most striking thing about the right to privacy is that nobody seems to 

have any very clear idea what it is.”  Jarvis Thompson is not alone in taking this stance (Beaney 

1966, BeVier 1995, Post 2001 and Solove 2002).  Solove (2006) suggests that the main reason behind 

the lack of clarity is that “Privacy seems to be about everything, and therefore it appears to be 

nothing.” This fact is supported by J. Thomas McCarthy (1987); “It is apparent that the word 

‘privacy’ has proven to be a powerful rhetorical battle cry in a plethora of unrelated contexts... Like 

the emotive word ’freedom,’ ‘privacy’ means so many different things to so many different people that 

it has lost any precise legal connotation that it might once have had.” 
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2.2.1. History 

 

One thing that is clear about privacy, however, is that the concept has been around since at least the 

ancient times and across numerous cultures (Privacy International 2011).  Many religious texts 

discuss the need for privacy, including the Bible (Hixson 1987 and Moore 1984) and the Qur'an (An-

Noor and Al-Hujraat).  There is also evidence of people protecting their personal privacy in classical 

Greece and ancient China (Warren and Brandeis 1890). 

 

In more modern times, the concept of privacy and its perceived importance has changed with social 

and political views and the advent of new technologies (Westin 2003).  The seminal moment for 

privacy literature was in 1890 when – largely in response to the increase in newspapers and 

photographs (made possible by new printing technologies) – future US Supreme Court Justice, Louis 

Brandeis, and lawyer, Samuel Warren, expressed a concept of privacy as an individual having “the 

right to be left alone.” (Warren and Brandeis 1890)  

 

In 1948, the ‘right to privacy’ was established within Article 12 of the Universal Declaration of 

Human Rights (UN 1948), although the term ‘right to privacy’ was not defined: 

 

“No-one shall be subjected to arbitrary interference with his privacy, family, home or 

correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the 

protection of the law against such interference or attacks.” 

 

In Europe, this was further elaborated upon in Article 8 of The Convention for the Protection of 

Human Rights and Fundamental Freedoms, first drafted in 1950 (Europe 1950). 

 

“(1) Everyone has the right for his private and family life, his home and his correspondence.  

 

(2) There shall be no interference by a public authority with the exercise of this right except such as is 

in accordance with the law and is necessary in a democratic society in the interests of national 

security, public safety or the economic well-being of the country, for the prevention of disorder or 

crime, for the protection of health or morals, or for the protection of the rights and freedoms of 

others.” 
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The next era of significant change in how people viewed privacy and their right to it was between 

1961 and 1979 (Westin 2003).  This period saw the creation of powerful information technology 

systems, which had the ability to be used for surveillance of the masses.  These technologies were 

initially widely embraced by governments and private companies alike (Westin 1967).  However, it 

was not long before these technologies were causing concerns for an individual’s right to privacy both 

in academia (Brenton 1964 and Packard 1964) and the mass media (Westin 2003).  Worldwide, these 

fears prompted many governments to start regulating the collection and handling of personal 

information (Banisar and Davis 1999). The first data protection law was created in the Land of Hesse 

in Germany in 1970. This was shortly followed by similar national laws in Sweden, the US, Germany 

and France in 1973, 1974, 1977 and 1978 respectively (Flaherty 1989).  

 

The next major step-change in technology that brought privacy issues further to the fore came in the 

1990s, with the creation and rapid uptake of the World Wide Web, wireless communications and data 

mining software.  While these technological developments have had many positive effects, they have 

also generated many concerns about an individual’s privacy.  An example of this is that while the 

newly discovered use of customer-focused marketing allowed businesses to better target the 

population, direct marketing (and especially telemarketing) rapidly grew with these new technologies, 

and consumer annoyance grew throughout the decade, leading to a significant amount of negative 

coverage of what was portrayed as privacy-intrusive business-marketing in the media (Westin 2003). 

 

In response to the growing privacy issues caused by the significant advance in technologies in the 

1990s, the European Union enacted the Data Protection Directive (EU 1995).  The Directive focused 

on establishing the following:  

 

• The right to know where the data originated 

• The right to have inaccurate data rectified  

• The right of recourse in the event of unlawful processing 

• The right to withhold permission to use data in some circumstances   

 

Another key aspect of the European data protection model was that it was enforceable through the 

legal system.  In 1997, the European Union responded directly to the privacy concerns caused by the 

technological advances in the telecommunications industry by supplementing the 1995 directive with 

the Telecommunications Privacy Directive (EU 1997). This directive aimed to protect users of digital 

television, landline telephones, mobile networks and other telecommunications systems (Privacy 

International 2011).  
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What history has shown is that after significant advancements are made to information technologies, it 

is highly likely that before long, peoples’ views on personal privacy will evolve and people will begin 

to express a higher level of concern.  In the past, these concerns have led to significant changes to 

legislation and the way in which these technologies are operated.  It is likely that the same will be true 

of future cutting-edge technologies.  ITS and, in particular, the location-based services (LBS) they 

offer have the potential to cause the next evolution in the way privacy is perceived. 

 

2.2.2. Different Levels of Legislation 

 

Although a look into the past shows a clear link between new technologies and a rise in the level of 

privacy concerns and subsequent legislation to help kerb these concerns, what this does not highlight 

is the extent to which government policies and legislation varies from country to country.  Figure 2-1 

shows the results of an assessment of surveillance across Europe conducted by a UK based charity, 

Privacy International, who defend and promote the right of privacy across the world.  The assessment 

demonstrates that even across the 27 EU member states in 2011, all of which are democracies, the 

acceptable level of privacy intrusion by country varies significantly.  

 

Overall the results show that the UK and Italy accept the highest level of state intrusion.  On the other 

hand the Greek and Cypriot states are shown to be the least intrusive.  This assessment also shows that 

there does not appear to be that much consistency over the acceptable level of intrusion across 

different aspects.  In the UK for example, the assessment shows that some significant protections and 

safeguards are in place with regards to ID cards and biometrics, but for virtually all of the other 

privacy aspects extensive surveillance was witnessed.  It is interesting to note that in the UK there was 

significant media pressure against a proposal for national ID cards (BBC 2004, Politics.co.uk 2008 

and Manchester Evening News 2010) and national polls showed a deteriorating national support for 

the idea which led to the proposals being cancelled in 2010 (Home Office 2011).  National ID cards in 

the UK is a good example of how media outrage over privacy aspects and a lack of public support can 

prevent a project from being politically feasible in a democracy.    

 

The differences in the level of intrusions in different countries and aspects highlights further that there 

appears to be no hard and fast rules for privacy.  A look at the history of privacy concerns and the 

diversity in current level of intrusion across the EU shows that there is the very real prospect of the 

privacy aspects of a future ITS being deemed acceptable in one country but being deemed 

unacceptable in another.  This research will need to focus on looking at the drivers of privacy 

concerns and investigate how many of these drivers could be present in future ITS and how they could 

alter future ITS users’ behaviour in relation to using these technologies. 
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Figure 2-1 Assessment of surveillance across Europe (Privacy International 2011) 
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2.3. What are ‘ITS’ 

 

According to the Directive 2010/40/EU of the European Parliament on the framework for the 

deployment of Intelligent Transport Systems, Intelligent Transport Systems (ITS) are systems in 

which information and communication technologies are applied in the field of road transport, 

including infrastructure, vehicles and users, and in traffic management and mobility management, as 

well as for interfaces with other modes of transport (European Union 2010).  Since the 1980s, ITS 

have been developed by both the private sector and academia and have attracted billions of dollars in 

funding for research and development (Weiland and Purser 2000 and Deakin et al. 2009).   

 

Information is at the core of virtually all ITS, as they are based around the collection, processing, 

distribution and utilisation of information, hence there is the potential for privacy concerns to arise 

around the level of personal information some ITS require to operate.  Due to their dependence on 

information, ITS can effectively be thought of as information chains.  Although the concept of using 

an information chain to manage traffic networks is not new, the advance that ITS brings is the use of 

advance technologies at each stage of the information chain to increase efficiency.  The stages of the 

information chain can be seen below (The World Road Association 2004): 

 

1. Data Acquisition  

2. Communication  

3. Data Processing  

4. Information Distribution  

5. Information Utilisation   

 

At each stage of the information chain, a wide range of ever changing technologies are used.  The 

following sections will outline each stage and describe some of the technologies that are being used at 

each stage at the time of writing this thesis.  
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2.3.1. Data acquisition 

 

The first stage in the information chain is the acquisition of the raw information the ITS will 

inform/act upon.  The types of raw information collected are as wide and varied as the systems 

themselves, ranging from information about the current road conditions to an individual vehicle’s 

current configuration. Numerous types of detectors/sensors are used by ITS to gain the required 

insights into the current transport situation.  Some provide undetailed anonymous information that has 

historically attracted very low levels of privacy concerns (Ritchie et al. 2005). Others can collect 

highly detailed information that can identify the exact movements of individual vehicles and people 

which have in some cases raised privacy concerns (Michael et al. 2006).   

 

How the amount/type of information required by an ITS might impact privacy concerns can be seen 

clearly by looking at three different detection methods used to gain information on traffic flows along 

a section of highway.  Induction loop detectors have classically been used to measure the volume and 

speed of vehicles along a stretch of highway.  An induction loop is an electromagnetic detection 

system which uses a moving magnet to induce an electrical current in a nearby wire when a vehicle 

passes over it (US DOT 2006). Figure 2-1 shows an example of an inductive loop configuration.  

Standard induction loops are not able measure travel times for longer distances or to survey the route-

choice behaviour of drivers as each vehicle is completely anonymous and multiple induction loops 

cannot identify the movements of a specific vehicle (Friedrich et al. 2008).  Due to the fact that 

virtually no identifiable information is detected by the induction loops, minimal privacy concerns 

have been raised about the technology’s use. 

 

Figure 2-2 Example of Inductive Loop Configuration (Neudorff et al. 2003) 
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A more complex method of gaining information about current traffic flows is by detecting Floating 

Car Data (FCD).  FCD uses either on-board units equipped within vehicles or, in more recent times, 

mobile phones carried within vehicles to provide regular updates about the position of a vehicle 

(Turksma 2000).  FCD is a valuable source of detailed up-to-date traffic information which can 

provide an understanding of individual travel behaviour and near real-time traffic performance data on 

any part of large networks (Fabritiis et al. 2008).  However, unlike induction loops it is possible that 

FCD could be used as a surveillance method, although companies deploying FCD systems give 

assurances that all the data is made anonymous in their systems, or kept sufficiently secure to prevent 

abuses.   

 

The consequence of this is that while most drivers value up-to-date traffic information, some are wary 

of the use of FCD, because of the potential for misuse (Rass et al. 2008).  Security issues that have not 

been an issue in the past for FCD because most projects collected their data from fleet management 

systems but now a new source of data is becoming widely available from GPS units in private 

vehicles.  Subsequently data security is proving crucial to gain acceptance from the vehicle owners.  

In particular, drivers have highlighted the fear that law enforcement will gain access to their speeds 

via calculations derived from FCD and be prosecuted for speeding (Rass et al. 2008). 

 

Figure 2-3 Photograph of CCTV Camera Used to Monitor Traffic Flow (Guardian 2011) 
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Another method which after processing allows a more detailed breakdown of traffic flow is the use of 

close circuit television (CCTV).  CCTV cameras collect images of the traffic travelling along the 

highway, which are transferred to a monitor/recording device, where they are available to be watched, 

processed and/or stored (Gill and Spriggs 2005).  As every vehicle has a unique number plate, it is 

possible to identify an individual vehicle at various points along a highway (unlike with induction 

loop sensors) (Friedrich et al. 2008). As with FCD, the level of information provided by multiple 

CCTV cameras is significantly more detailed than that provided by induction loops, and systems that 

use CCTV data can easily be used for the surveillance of individuals and their vehicles.  In fact, the 

technology is often used for that exact purpose within cities (Wood 2006).  Although CCTV systems 

are currently in use in numerous countries around the globe, they are a lot more prevalent in some 

countries like the United Kingdom than others like Austria (Norris et al. 2004).  

 

By comparing the level of privacy concerns associated with the collection of induction loop, CCTV 

and FCD data it is apparent that the type of information collected by an ITS will have a direct link to 

the level of privacy concerns associated to the technology.  The less sensitive it is the less likely it will 

be for privacy concerns to be raised over the use of the ITS.  The key point that should be taken 

forward about the data acquisition stage of an ITS is that the level of privacy concerns associated to 

future ITS are likely to be closely linked to the sensitivity of the data that is required from the user.  

As a result it is likely that a future ITS developer will need to strongly consider the privacy 

implications of requiring different types of information for their proposed ITS to operate.  

 

2.3.2. Communication 

 

Once raw data has been collected by a sensor/device, the next stage in the ITS information chain is for 

this information to be communicated to another device, normally a computer for processing. This 

information will be communicated either through a wired/stationary method or through a 

wireless/mobile communication.  Wired communications are more costly to install in financial terms, 

but generally then have low running costs.  Wireless communications on the other hand tend to have 

lower set up costs, but greater operating costs (The World Road Association 2004). Traditionally, 

stationary sensors such as induction loop detectors and CCTV cameras will utilise wired 

communications whereas mobile sensors like the ones used to detect FCD are required to use wireless 

communications.  
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From an information security perspective, wired and wireless communications will present different 

challenges.  In particular future ITS that will employ wireless sensory networks (Lewis 2004) will be 

presented with unique challenges over traditional networks.  Firstly it is likely that the sensor nodes 

will be deployed in accessible locations and secondly the sensor nodes may have resource constraints 

which could limit their ability to store, process and transmit sensed data, which may introduce 

additional challenges for privacy preservation (Perrigg et al. 2004, Li et al. 2009).   

 

The different privacy challenges faced by different communication methods could feasibly mean that 

different communication methods could generate different levels of privacy concerns amongst future 

ITS users.  The impact different information transfer methods have on the acceptability of ITS is 

something that this research will need to investigate further and is something doesn’t appear to have 

been addressed directly before in existing literature. 

 

2.3.3. Data Processing 

 

The next stage in the information chain is to process the raw data that has been collected and 

communicated.  This is often done remotely by a server/computer running bespoke software.  The 

actual methodology used by each ITS will vary greatly and is only limited by the technology 

developers imagination and ability.  Some of the techniques used for processing the raw data include 

data dictionaries, data fusion, data exchange and digital map matching (The World Road Association 

2004). 

 

Information from induction loop detectors is often sent via a wired communication to a traffic control 

system, often located close to a dynamic signalised junction.  This control system is then responsible 

for processing information from one or more induction loops and adjusting the timings of the signals 

to optimise the capacity of the junction (Papageorgiou et al. 2003). Likewise, individual FCD from 

numerous different sources can be collected and combined by a remote server to produce a detailed 

breakdown of the traffic flow along a stretch of highway which can then in turn be used by other 

applications (Schäfer et al. 2002).   
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Raw CCTV data can also be processed by a computer, either in a remote location or within the camera 

itself to recognise all of the vehicle number plates that it views, and store/transmit this number plate 

information along with a location and time stamp (Lotufo et al. 1990).  This automatic number plate 

recognition (ANPR) data can then either be stored or used for further processing.  By combining 

ANPR data from a number of different cameras it is possible to produce information about an 

individual vehicle’s movements and calculate the vehicle’s average speed between two cameras, 

which can then be used for enforcement purposes.  ANPR data can also be used for monitoring traffic 

flows and for road pricing (ANPR Tutorial 2012).   

 

The London Congestion Charge (Litman 2006) uses ANPR data obtained from various CCTV 

cameras around the outskirts of central London to cross-check vehicles entering central London with a 

database of users who have paid to enter the area.  If the identified number plate is not on this 

database, the number plate is then cross-referenced with a national database which contains the details 

of every vehicle’s registered owner in the country to provide contact details for enforcement purposes 

(Leape 2006).  By combining several different data sources, ITS such as those used for the London 

Congestion Charge are potentially creating highly sensitive information.  It is very likely that the 

privacy concerns associated with combined datasets will be significantly greater than the concerns 

associated with the individual data sources.  

 

This section shows that the privacy issues associated with data processing conducted by future ITS are 

similar to those linked to the data acquisition stage discussed earlier in the chapter.  It is likely that for 

both stages, the level of concern generated by future ITS will be linked directly to the perceived 

sensitivity of the obtained data in the case of the acquisition stage and the perceived sensitivity of the 

data created during the processing stage.   As mentioned in section 2.3.1 this is something that this 

research will need to focus particular attention on. 

 

2.3.4. Information Distribution and Utilisation 

 

Once the raw data has been processed, the ITS can then either distribute the processed information 

back to the appropriate stakeholders, utilise this information by causing some change to the 

transportation system or a combination of the two.  As with the other stages in the information chain, 

numerous methods can be used to distribute the processed information back to travellers. The most 

common reason for distributing information back to road users is to either improve their safety by 

warning them of poor conditions ahead or to reduce congestion by either influencing the speed at 

which they drive or by diverting them onto less congested routes.  Common distribution methods 

include conventional radio receivers, dynamic message signs (DMS) and the internet (The World 

Road Association 2004).  
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For years, car radios have been used to distribute up-to-date traffic information to motorists.  In the 

UK a 24 hour, 365 day a year service called Traffic Radio is broadcast by the Highways Agency 

(Highways Agency 2013).  This service aims to inform road users of current delays and road works 

by presenting information gained from a wide range of sources including the Agency’s National 

Traffic Control Centre and Transport for London’s Traffic Control Centre (Traffic Radio 2011).   

 

Another distribution method is the use of DMS, which are road signs with messages that can be 

changed in real time (Figure 2-4).  Most often, messages are controlled remotely by a traffic 

management centre and their displays are continually monitored to ensure accuracy. The messages 

can be used to warn of congestion, accidents and incidents, road work information, speed limits for a 

specific stretch of highway and general driving advice (warnings against driving when tired or drunk) 

(Dudek 2004).  

 
Figure 2-4 Photograph of Several Dynamic Message Signs (DMS) in the UK (Techspan 2013) 

 

 

The Internet is another common method for distributing processed travel information.  Many regions 

and cities have made real-time traffic flow maps, camera pictures, weather and road conditions, as 

well as static information such as traffic legislation and other relevant news, available on their 

websites (The World Road Association 2004).  An example of such a website is the Meteo France 

Travel Website (Meteo France 2013). This site displays information about the current traffic flows on 

the highway network in France.  Meteo France sources up-to-date traffic information which has been 

processed from FCD by a private company called Mediamobile, who in turn have obtained this 

information from Orange Network in France (Mediamobile 2012 and GPS Business News 2012).  

Meteo France then combine this up-to-date travel information with information about current weather 

conditions across the country and display this information on a digital map.  Figure 2-5, shows a 

screenshot of the service.  The website also allows users to get travel-time predictions under the 

current road conditions (Meteo France 2013). 
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Figure 2-5 Screenshot of Meteo France Travel Website (Meteo France 2013) 

 

 

From a privacy perspective, virtually all of the information distributed back to travellers by current 

ITS is completely anonymous and usually the result of a series of anonymous data sources being 

combined together.  However, if the personal data involved is perceived as being more sensitive, who 

the information is being distributed to could play a significant role in the level of privacy concerns 

generated.  Earlier in this chapter, it was mentioned that one of the primary fears users have of FCD is 

that it will be distributed to law enforcement agencies (Rass et al 2008).  It is probably also the case 

that future ITS user’s will want to withhold different types of information from different groups of 

data holders.  For example, a user may not mind their local garage having information about their 

driving behaviour but they not want their insurance company gaining access to the same information. 
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Although different in nature from most existing and future ITS in the sense that the most users may 

not have individually contributed their own personal information, Google Street View has caused 

controversy over the fact that it has made potentially sensitive personal information publically 

available.  Google Street View is a technology featured on Google Maps that provides panoramic 

views of many streets around the world (Google Maps 2013).  It should be noted that whilst the 

majority of users of the application have not contributed information to the data that is distributed 

publically, they have informed Google (a private company) of places of interest to themselves which 

they in turn can use for commercial gain. 

 

Privacy advocates have objected to this feature, pointing to views of people engaging in activities 

visible from public property in which they do not wish to be seen publicly (USA Today 2007). Figure 

2-6 is an example of a controversial image that has been uploaded onto the site for the world to see.  It 

has even been reported that images displayed on Google Street View have led to married couples 

getting divorced (The Sun 2009).   The concerns have led to several temporary bans of Street View in 

countries around the world including Austria (PHYS ORG 2010), Greece (BBC 2009) and Czech 

Republic (NBC News 2010) within the European Union.     

 

This controversy highlights the potential issues a future ITS developer could face if their technology 

makes a user’s personal information to the general public.  It is likely that future ITS user’s will trust 

different types of personal information with different groups of future data holders.  This research will 

have to investigate further the impact different future data holders will have on the acceptability in 

privacy terms of future ITS. 

 

Not all ITS distribute processed information back to stakeholders. Instead, they carry out actions that 

impact the way in which the transport network operates.  This data utilisation can range from the 

automation of toll booths and the altering of traffic signal cycle times to the automatic enforcement of 

traffic offences.  Section 2.1.3. has already touched upon two existing ITS that utilise processed 

information.  The first, dynamic traffic signals, utilise the processed information from one or more 

induction loops to make alterations to the signal cycle times (Papageorgiou et al. 2003).  This final act 

in the ITS information chain is automatic and provides a road user with the benefits associated with 

reducing congestion (time, cost and CO² savings).  The example that was described in some detail was 

the London Congestion Charge’s use of an ITS to automatically issue penalty notices to users who 

had not paid to enter central London.  This automatic enforcement provides Transport for London (a 

government agency) with a large cost saving over manual enforcement, enabling them to spend the 

saved money on other services that would provide benefits to travellers within London. 
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Figure 2-6 Controversial Google Street View Image (Telegraph 2013) 

 

 

Historically, the utilisation stage of the ITS information chain has not attracted large amounts of 

privacy concerns when compared to the earlier stages of the information chain.  The likely rationale 

behind this is that by this stage in the information chain, the ITS has already collected, processed and 

communicated the future ITS user’s personal information and it is now using the processed 

information to give a reward back to the ITS user.  Therefore, by this stage in the information chain it 

is likely that most of the privacy concerns would already have been created and it is even possible that 

the reward offered by the information utilisation may offset some of the concerns generated earlier in 

the information chain.   

 

In summary, this section has shown that the impact the distribution and utilisation stage of the ITS 

information chain has on the level of privacy concern is likely to depend entirely on which future data 

holders are going to gain access to a user’s personal information.  The perceived level of trust a future 

ITS user has in a future data holder is likely to vary from user to user and depend greatly on the 

characteristic of the future data holder.  This is another factor that this research will have to 

investigate further.  Unlike the other stages in the ITS information chain, the distribution and 

utilisation stages of an ITS potentially has the ability to offset the privacy impact of the earlier stages 

by offering a reward in return for the personal information provided by the future ITS user.  Again, 

this is something that will need to be investigated further. 
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2.4. The Fears 

 

You only have to look at historical proposals for road price charging to see the potential impact that 

privacy fears could have on future ITS systems (Ison and Rye 2005, Chartered Institute of Transport 

1990,1992 and Jones and Hervik 1992).  For example, in the 1980s, a proposal for electronic road 

pricing in Hong Kong was rejected by the public for amongst other reasons being an invasion of road 

users’ privacy (Borins 1988, Pretty 1988 and Hau 1990).  Advocates of road pricing systems will 

point to systems similar to the one proposed in Hong Kong that have been successfully implemented 

such as the Singapore Electronic Road Pricing (ERP) in 1998 (Tuan Seik 2000) and the London 

Congestion Charge in 2003 (Leape 2006) to suggest that the privacy concerns associated with the 

proposed Hong Kong System were unfounded.   

 

The counter argument to this – and something this research will explore in more detail – is that the 

countries in which road pricing have been successfully implemented already had a history of using 

what some could consider privacy-invading technologies such as CCTV cameras on a mass scale.  

This indicates that either the citizens of these countries have grown used to being monitored and now 

find it acceptable, or that something in their citizens’ cultural makeup makes them find monitoring 

more acceptable (Ison and Rye 2005 and PROGRESS Project 2004).  Therefore, just because a 

scheme is acceptable in privacy terms in one country does not mean that it will be acceptable in 

privacy terms in another; the difference in the reactions to very similar road pricing schemes in 

London and Hong Kong can be cited as an example of this.  

 

As some ITS technologies provide a mechanism for the real-time surveillance of an individual’s 

movements and are also capable of combining and processing this information with other personal 

data about an individual throughout their lifetime (Glancy 1995), it is a very easy to conjure up 

scenarios in which supposedly innocent ITS systems can be used to physically track individuals.  This 

in turn could lead to; the harassment of people found driving on the wrong side of town, the creation 

of advertising targeting people who use a competitor’s car park, and the totalitarian monitoring of 

drivers of commercial vehicles (Gillmor 1993).  For instance, after a relatively short period of 

tracking a vehicle, it may be possible to predict "when someone is or is not at home; where they work, 

spend leisure time, go to church, and shop; what schools their children attend; where friends and 

associates live; whether they have been to see a doctor; and whether they attend political rallies” 

(The Privacy Bulletin 1990). 
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Such scenarios become even more acute if it is probable that the use of a ITS will someday be 

mandatory for all, whether as a matter of law or of practicality (Agre 1994).  The thought of the 

mandatory use of ITS systems is linked very closely with fears stated in Chapter 1 surrounding the 

possible panopticon effect that could be created by the use of ITS (Daly 2010).  Rieman (1995) went 

as far as stating that the consequence of mandatory ITS use will be that individuals will alter their 

behaviour and travel with less freedom, and this will impact society as a whole.  He links to a future 

world as portrayed in the science-fiction film, Demolition Man, where constant enforcement of 

totalitarian laws leads to individuals becoming more childlike and exempt of freedom of expression.  

 

For these fears to be fulfilled, it needs to be the case that the use of ITS will cause citizens to change 

their travel behaviour. Conversely, for these fears to be unjust it needs to be proven that future ITS 

will not cause citizens to stop using their vehicles, or stop travelling with the same freedom that they 

currently enjoy.  An example of this is that citizens should still feel that they are able to travel to 

potentially taboo (but legal) locations, such as political meetings, casinos or abortion clinics, without 

these actions having repercussions at a later date.  At present, it is possible that a person’s 

whereabouts can be compromised by innocent means, for example, somebody walking past a place of 

worship at the time of another person entering or exiting the building. In most cases however, it is felt 

that the risk of their whereabouts being compromised and having a detrimental effect on them, is 

outweighed by the reward for travelling to these locations.  This principle will need to remain the 

same after the future ITS are implemented.  

 

An important point to note is that ITS cannot be blamed for creating a Big Brother/panopticon society, 

if it is used to uphold the laws of a country, and therefore causes citizens behaviour to change to 

obedience of the law.  The most obvious example of this would be a technology that communicates to 

a central control centre and issues speeding tickets every time vehicles were detected breaking the 

speed limit.  It is likely that such a system would cause public and media outrage (at least initially), 

but this is arguably because of perceptions of the underlying laws, not that the technology is intruding 

on individual privacy. 
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Even if the use of future ITS systems is not mandatory (either legally or practically) privacy concerns 

could still lead to a system failing if the required uptake rate of the technology is not met, for 

example, if a completely voluntary ITS such as personal satellite navigation units (which are fairly 

common place across the European Union (Axon et al. 2012)) required a certain uptake rate amongst 

road users for the technology to function efficiently.  If the technology is then heavily associated with 

privacy concerns, it could lead to not enough people buying/using the technology to meet the required 

uptake rates for the system operate effectively and the technology would then fail because of privacy 

concerns.  Although satellite navigation units do not require a certain user uptake rate to operate 

efficiently, potentially a lot of the future ITS systems that will be discussed later do.   

 

In summary, the fears about future transport technologies causing a Big Brother/panopticon state 

could be justified if a ITS system is made mandatory and a citizen’s privacy concerns prevent them 

from carrying out a lawful action that they would have carried out if the new technology had not have 

been implemented.  In addition to this, privacy concerns could impact the feasibility of non-

mandatory ITS that require high uptake rates to operate effectively.  This is especially true if the 

developers of these technologies do not consider the privacy impacts of their systems.  Both of these 

cases rely on road users acting in a privacy-preserving manner. Therefore, although it is important to 

consider a road user’s level of concern relating to a proposed ITS it is more important to consider 

their likely future actions with regards to the ITS, as the expressed fears will only come to fruition if 

citizens act on their privacy concerns.   

 

2.5. The Current Situation 

 

Although there are privacy concerns associated to some degree with all ITS, since the 1980s they have 

been used with growing frequency across the globe to solve a wide range of different problems 

(Weiland and Purser 2000).  The fact that these systems are currently used shows that, in most cases, 

the benefits offered by the ITS outweigh the privacy concerns associated with them.  Very few ITS 

systems have been deemed completely unacceptable because of privacy invasions (Hong Kong Road 

Pricing) but several proposed systems have had to be modified to alleviated privacy concerns 

expressed about the proposed ITS.  Due to privacy concerns, the Netherlands was forced to offer an 

anonymous version of their OV-chipkaart (Griffioen 2011).  The OV-chipkaart is a smart card system 

that facilitates the payment of trips on all public transport in the Netherlands. Users now have the 

choice between using an anonymous ‘pay as you go’ card which requires topping up anonymously or 

a card that is linked directly to a user’s bank account which allows them to be billed directly for any 

trips they make.  Other benefits of using the card linked to their personal details is that the card can be 

cancelled if it is lost or stolen and some users, such as students and pensioners get discounts on their 

fares which they would not receive if they used the anonymous card (OV-chipkaart 2013).  
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Even with the introduction of the ‘anonymous’ OV-chipkaart, the privacy concerns associated with 

the technology have not been completely eradicated and in February 2013 there was a debate in the 

Dutch House of Representatives where the following points were made (Privacy First 2013): 

 

• That the ‘anonymous’ OV-chipkaart was not actually anonymous because it contains a 

unique identification number in the radio frequency identification (RFID ) chip (Finkenzeller 

2010) that is embedded within the card which enables travellers to be identified and tracked 

afterwards through the linking of transactions.   

• That as long as truly anonymous cards do not exist printed travel tickets should remain 

available to travellers who want to remain anonymous.   

• That a special anonymous discount card should be introduced for children and the elderly.   

• That the current retention period for OV-chipkaart data should be reduced to an absolute 

minimum with travellers given the option to erase their travel history at any given moment 

(Privacy First 2013).  

 

As ITS systems have become more complex and have required the collection of greater volumes of 

personal information, the privacy concerns associated with the systems have increased.  It has also 

become clear that a system that is acceptable in one country is not always acceptable in the exact form 

in another; several examples of this are given later in this chapter.  Therefore, to help predict where 

future difficulties may lie, it is important to examine the privacy aspects of a range of current ITS 

systems.  

 

2.5.1. Current ITS Examples 

 

Table 2-1 highlights the benefits and personal information requirements of five diverse ITS that have 

been implemented across the European Union.  Of the five system types in Table 2-1, road-pricing 

systems have proven to be most controversial in privacy terms.  Not only was the road pricing scheme 

in Hong Kong deemed unacceptable because of concerns over privacy, but other forms of automated 

travel pricing have also proved controversial, such as automated toll booths and smart travel cards.   

 

In the United States, automated toll booths that use RFID tags have caused controversy as the data 

they stored has not only been used for its intended primary purpose (billing) but also as evidence in 

numerous legal trials including divorce hearings (MSNBC 2007).  As mentioned earlier, the OV-

chipkaart in the Netherlands has also caused controversy because with the data they store it is possible 

to identify an individual’s movements around the country/city (Prins et al. 2011).   
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The ‘Oyster’ card in London, UK which is similar to the OV-chipkaart has also been criticised for 

being an invasion of privacy (BBC 2003), especially as law enforcement regularly access Transport 

for London’s Oyster card database in search of personal information on travellers (Dunn 2012) with 

national security agencies having been reported as wanting to have access to the whole database 

(Guardian 2008).  One prominent European politican has even stated that he refused to buy an Oyster 

card fearing that it could be used to spy on him (Telegraph 2013)  

 

It is probably of no coincidence (something this research will investigate) that these automated travel 

pricing systems have caused more controversy than most other ITS that are currently in existence.  

This is because they combine at least two sensitive data sources such as a register of vehicle owners 

with information about the vehicles movements.  By doing this, these systems create a new database 

of information that could potentially be perceived as highly sensitive by some.   

 

If this information fell into the wrong hands, any number of worst case scenarios could come to 

fruition.  Several other existing ITS systems use information that identifies individual vehicles (see 

ANPR and FCD both discussed earlier) but to date the privacy concerns associated with these 

technologies have been limited because the vehicles identifications have not been combined with the 

owner information.  This indicates that the exact type of data a system requires to operate will be a 

key factor behind whether privacy will limit that system’s uptake. 

 

2.5.1. Differences in Current Regulations 

Some of the previous sections have touched on the fact that some ITS systems that have been 

acceptable in some countries have been deemed unacceptable in others (Section 2.4.).  This could be 

for a variety of different reasons, but the primary one for current ITS is that the legal doctrine 

concerning the privacy aspects of ITS varies quite significantly even across the European Union, as 

demonstrated by Figure 2-1.  A good example of these discrepancies in regulations can be seen from 

how different countries regulate the use of ANPR data. Although there are numerous benefits to the 

end user, such as improved safety (due to the police enforcement) and reduced journey times (due to 

the traffic control and electronic toll collection), not every country feels that these benefits outweigh 

the loss of their personal information (Guardian 2003).  This is demonstrated by the fact that some 

countries that use ANPR have legal requirements that limit the extent to which APNR data can be 

used, and how long the data obtained by ANPR can be kept.  
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Table 2-1 Benefits and Information Requirement for a Range of Current ITS 

ITS Type Example Information Required Data Stored / Holder Benefits 

Signal Control Dynamic Signal Control 

(Dudek 2004) 

Anonymous Loop Detector 

Information 

Anonymous Loop Data Information is Stored 

by the Signal Operator normally a Local 

Authority 

Reduced Congestion 

(Time, Cost and 

Environmental Savings) 

Collison Warnings Adaptive Cruise Control 

(Vahidi and Eskandarian 

2003) 

Radar sensor mounted to front of 

vehicle detects the proximity of the 

vehicle in front  

No information is stored or given away Improved Safety 

Automotive 

Navigation System 

Satellite Navigation Unit 

(SatNav Forensics 2013) 

Regular update of a vehicles current 

position 

No information is stored or given away  Time Saving 

Real Time Traffic 

Information 

Meteo France Travel 

Information (Meteo France 

2013)  

Anonymous FCD provided by 

Orange network users in France and 

current weather conditions 

Anonymous FCD is stored by both Orange 

and Mediamobile (GPS Business News 2012) 

Reduced Congestion 

(Time, Cost and 

Environmental Savings) 

Automated Travel 

Pricing 

London Congestion Charging 

(Winters 2004) 

Time, location and license plate 

details of vehicles entering/exiting 

congestion charge area 

Data is stored by Transport for London and 

checked with a database of users who have 

paid to enter the area.  License plates that are 

not on this register are then cross referenced 

with a register of owners so that a penalty 

notice can be issued. 

Reduced Congestion 

(Time, Cost and 

Environmental Savings) 
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In Germany, for example, on 11 March 2008, the Federal Constitutional Court of Germany ruled that 

some areas of the laws which permitted the use of ANPR violated the German citizen’s right to 

privacy (Bundesverfassungsgericht 2008).  As a consequence, it was made illegal to store any 

information which was not for any pre-determined use (such as the enforcement of speeding laws or 

the tracking of suspected criminals). The UK and the US, on the other hand, have extensive ANPR 

networks that allow the police and security services to track all car movements around the country.  

Unlike in Germany, this information can be used for any purpose including analysis for improvements 

or intelligence and for use as evidence in legal hearings (Guardian 2007).  In the UK, this information 

will be stored in the National ANPR Data Centre for two years (Independent 2005), whereas is in US, 

there is no time limit on the length of time this information can be kept, and this information can even 

be shared with third parties (New York Times 2010).  

 

The different levels of legislation with regards to ANPR is just one example that demonstrates that the 

data required by both existing and future ITS could lead to privacy concerns, which in the case of 

Germany led to the use of the ITS being limited.  It is not only the use of ANPR that varies 

significantly by country; so does the use of electronic toll booths (Bennet et al 2002) and CCTV (Gras 

2002).  There is no conclusive evidence that explains the differences in not only different countries 

regulations but also their citizen’s general perception of privacy.  Some argue that previous 

experiences shape a nation’s perception, as a consequence the UK and US are tolerant of more 

surveillance because of recent terrorist incidents (Haggerty and Gazso 2005).  It is also often reported 

that one of the main reasons for Germany’s more protective stance is the abuse of surveillance 

systems carried out by the Nazi party (Whitman 2003).   

 

It is also argued that once individuals experience being monitored by one technology they are then 

more likely to accept being monitored by other methods, hence why road pricing was deemed 

acceptable in London but not in some other countries as the residents were already used to being 

monitored by a wide scale CCTV network (Ison and Rye 2005).  On the other hand, others have 

argued that an individual’s views on privacy are linked more heavily to their cultural upbringing than 

their experiences (Bellman et al. 2004 and Millberg et al. 2000).  This is something that this research 

will explore in more detail. 
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2.6. Future ITS 

 

In the future, it is expected that ITS systems will be able to acquire, communicate, process and utilise 

more data at a higher frequency.  This will enable more advanced ITS such as cooperative transport 

systems to come in to operation.  Cooperative systems will enable rapid Vehicle to Vehicle (V2V) and 

Vehicle to Infrastructure (V2I) communications.  These new communications could range from 

vehicles giving other vehicles their exact position in real-time to significantly improve safety, to 

individual vehicles informing the infrastructure of their destination, number of people travelling, 

propensity to pay and the trip purpose to optimise the transport network (CVIS 2012).    

 

In 2006, the European Commission launched three projects as part of their 6th Framework Program 

that looked specifically at using cooperative systems to increase road safety and traffic efficiency 

(Toulminet et al. 2008). The CVIS (Cooperative Vehicle Infrastructure Systems) project aimed to 

design and test the core technologies required for cooperative systems (CVIS 2012). As Figure 2-7 

shows, the SAFESPOT project focused on using cooperative communications to significantly 

improve safety conditions for road users (SAFESPOT 2013).  The third project, COOPERS 

(COOPerative Systems for Intelligent Road Safety) investigated how road operators could utilise 

cooperative systems (COOPERS 2013). 

 

Figure 2-7 Diagram Showing How Cooperative Transport Systems Could Improve Road Safety 

(SAFESPOT 2013) 
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All three projects demonstrated that cooperative transport systems are not only achievable in 

technology terms, but that they would offer some genuine benefits, especially with regards to safety 

and efficiency improvements.  Other than a couple of questions in an end-user survey conducted as 

part of the CVIS project, these projects spent very little time considering how potential privacy 

concerns associated to these technologies could potentially limit their uptake (CVIS 2007).  The 

results of the CVIS end-user survey suggested that any privacy concerns associated with future 

cooperative transport would be outweighed by the benefits on offer.  It must be stressed, however, that 

the topic was not explored in any great detail and the survey sample comprised mainly of car 

enthusiasts. 

 

At the same time as funding the three cooperative transport research projects outlined above, the 

European Commission also funded several projects investigating methods for making the proposed 

communications within a cooperative system as secure as possible from a technological/encryption 

standpoint (PRECOISA 2013, Sevecom 2013, EVITA 2013, Oversee 2013 and PRESERVE 2013).  

Although these projects could potentially help alleviate some of the privacy fears associated with 

future ITS, none of these research projects have actually considered how willing the future ITS users 

would be to share their personal information, or which factors would influence their privacy concerns. 

They have all instead looked at what is possible technologically to make any shared data as secure and 

anonymous as possible.   

 

It could be argued, however, that the public’s perceptions of how secure these communications are 

(which could be very different to the actual level of security), how sensitive they feel the information 

they are giving away is, and how safe they feel their personal information is in other stakeholders 

hands will play a more significant role in a future ITS user’s actual behaviour. Therefore, it needs to 

be investigated whether despite the numerous benefits offered by cooperative systems, they are 

outweighed by concerns caused by the new information flows they would create.  This is something 

that this research will attempt to address. 

 

2.7. Summary 

 

This chapter has shown that although the term ‘privacy’ is hard to precisely define.  A look back at 

recent history has shown that after significant IT advances, it is likely that peoples’ views on personal 

privacy will evolve and people will begin to express a higher level of concern.  In the past, these 

concerns have led to significant changes to legislation and the way in which these technologies are 

operated, so it is definitely feasible that the same will happen with future ITS systems.   
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This chapter has also highlighted how all ITS (both existing and future) rely heavily on information to 

operate efficiently.  It is the ever-growing demand for more information about the transport network 

which has led to a rise in privacy concerns associated to ITS.  It has been shown that the different 

stages of the ITS information chain have the potential to create privacy concerns for different reasons. 

The variables that have been highlighted as being likely to impact a user’s willingness to use a future 

ITS include the type of information the ITS intends to collect, whether it will be combined with other 

information types which could increase the sensitivity of the information, how the information will be 

communicated between the various stages of the information chain and who can gain access to both 

the raw and processed information used by the ITS.   

 

In order for future ITS to be deemed unacceptable in ‘privacy’ terms, it is not a case that the public 

will have to be concerned about the technology, but that they will act in a  manner that protects their 

personal information.  This means that a user will either travel with less freedom if the use of an ITS 

is mandatory or opt not use an ITS if it is not made mandatory.  It is therefore necessary that this 

research considers future users’ likely privacy behaviour, not just their level of concern.  This is 

something that has not been heavily investigated within the transportation field. 

 

The majority of the ‘privacy’ research within the transport field to date has focused on finding 

technological methods for making data more secure and anonymous.  Although it is likely that secure 

and anonymous communications will alleviate some of the privacy concerns associated with future 

ITS, it is currently unknown whether a future ITS user’s perceptions of the privacy risks and their 

likely privacy behaviour will be altered sufficiently by these technological advances.  The dearth of 

knowledge about which factors will influence a future ITS user’s actual privacy decision-making is 

something that this research will attempt to address.  It is feasible that current attempts at making ITS 

communications secure and anonymous either fall short or potentially even overshot the mark, as it is 

possible that a future ITS user’s privacy concerns are not linked to their data being anonymous.  This 

research aims to start building up a more detailed picture of what drives users’ actual privacy 

behaviour in relation to future ITS, so that ITS developers can focus on the privacy aspects which 

have the greatest impact. 
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3. Privacy Concern, Intention and Actual Behaviour 

3.1. Introduction 

 

The previous two chapters have demonstrated how privacy concerns and ITS are closely interwoven.  

This chapter aims to take the discussion a step further and examine individuals’ privacy decision-

making, in an attempt to investigate the factors which will determine whether a variety of different 

future ITS will cause potential users to act in a privacy protecting manner. The ‘Fears’ section of 

Chapter 1 has shown that the privacy fears associated with future ITS will only come to fruition if 

people actually travel with less freedom than they do at present.  To investigate the point at which 

future ITS users will travel with less freedom, this chapter will look at three different areas; their level 

of concern, their stated behavioural intention and their actual behaviour when confronted with a 

privacy scenario.  

 

3.2. Research Areas 

 

As the term ‘privacy’ is so broad, it impacts many different academic fields, including but not limited 

to law, social science, philosophy and economics.  The most relevant research for future ITS has been 

conducted in the field of e-commerce where social and economic theories have been used to 

investigate the privacy aspects of existing and future web usage.  The majority of the research in this 

area has focused on measuring the level of privacy concern associated with the use of websites and 

investigating what influences these concerns (Fox et al. 2000, Phelps et al. 2000 and Wallis 2007).  A 

significantly smaller amount of research has investigated peoples’ actual privacy behaviour when 

using e-commerce services (Hui et al. 2007 and Spiekermann et al. 2001).  This research into actual 

behaviour has shown that there is potentially a significant disconnect between people being concerned 

about a technology and them actually acting upon this concern (Berendt et al. 2005).  It is therefore of 

the utmost importance that this research not only considers the factors influencing concern levels, but 

also the factors that will influence a person’s actual privacy behaviour. 

 

As this research is seeking to see whether privacy will limit the uptake of technologies that have not 

been created yet, it will also be important to explore the link between a person’s stated behavioural 

intention and their actual behaviour.  This will enable conclusions to be made about future ITS user’s 

likely actual behaviour by investigating their stated behavioural intention.   

 

 

 

 



Chapter 3 – Privacy 

Scott Cruickshanks                                                                                                                52 
 

This research will therefore look in detail at three distinct aspects of privacy – concern, behavioural 

intention and actual behaviour – and the links between the three aspects.  The likely connections 

between the three aspects are shown in Figure 3-1, where the arrows indicate the predictions of how 

each of the aspects will impact one another.  This research will seek to explore these areas and 

connections in significant detail.  

 

Figure 3-1 The Link Between Concerns, Intention and Behaviour 

 

 

 

 

           

3.3. Privacy Concerns 

 

The previous chapter identified that there is a clear trend of new information technologies raising the 

levels of privacy concerns amongst the public.  Since the mid1990s, several pieces of research have 

looked into the root causes of privacy concerns that new technologies appear to exacerbate.  Work 

conducted by Smith, Millberg and Burke (1996) developed the ‘Concerns for Information Privacy’ 

(CFIP) framework.  It identified and measured the primary dimensions of individuals concerns about 

information privacy practices.  The result was a 15-item instrument which is split into four distinct 

dimensions.  The instrument was developed by a process that included examinations of privacy 

literature, experience surveys, focus groups, and the use of expert judges. 

 

The four distinct areas that the CFIP instrument measures are: Collection, Errors, Unauthorised 

Secondary Use and Improper Access.  The Collection dimension revolves around the idea that 

individuals often perceive that great quantities of their personal data are being accumulated (whether 

it is true or not) and they resent this.  The Error dimension considers individuals’ fears that protections 

against deliberate and accidental errors in their stored personal data are inadequate. 

 

The Unauthorised Secondary Access dimension stems from fears that information collected from 

individuals for one purpose is being used for another, without authorisation from the data owner 

(either by the same organisation or an independent third party).  The final dimension, Improper 

Access, involves concerns that peoples’ personal data is readily available to others not properly 

authorised to view or work with this data. 

 

Demographics Concerns Intention Behaviour 
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Initial findings provided by Smith, Millberg and Burke (1996) suggest that there may be a hierarchy 

of concern regarding the various dimensions.  Their research identified Improper Access and 

Unauthorised Secondary Use as the areas of high concern, although there were differences within 

these areas, as samples ranked them at varying levels of importance. Collection and Errors were 

identified as areas of less concern.  

 

Another piece of research (Bellman et al. 2004) used the CFIP instrument to see whether privacy 

concerns were different in different countries.  The results of this survey indicated a clearer hierarchy, 

with Secondary Use being the biggest concern globally, and Improper Access being ranked just 

behind.  There is then a big jump until either Collection or Errors is ranked last (depending on the 

country sampled).   

 

The Internet Users’ Information Privacy Concerns (IUIPC) framework (Malhotra et al. 2004) took a 

different approach to addressing peoples’ privacy concerns.  As a result, they found it possible to 

characterise IUIPC in terms of three factors: Collection, Control and Awareness.  The Collection 

factor looks at individuals’ concerns about the amount of information being collected by an 

organisation (same as CFIP).  The Control factor sees whether it is important that people have control 

over their personal data and what organisations do with it.  This takes a slightly different view to 

CFIP.  The final factor, Awareness, looks at how important it is that people know what their personal 

information is used for. 

 

Malhotra, Kim and Agarwal (2004) surveyed a sample of people using their IUIPC framework, in 

combination with the CPIF framework. They discovered that users rated Awareness as the most 

important privacy factor, marginally higher than Secondary Use.  The Control factor was shown to 

have a similar importance to the Collection factor, which is in the lower tier of concerns.  A 

combination of the CFIP and IUIPC and their associated surveys have shown that privacy concerns 

associated with any scenario can be split into two tiers, with three areas of concern in each.  These 

concerns should be equally relevant to ITS.  The breakdown of the areas of concern can be seen in 

Table 3-1. 

 

In terms of future ITS, this indicates that the major causes of concern will be a user’s fear that their 

personal information will either be used in an unauthorised way by the original data holder, or that a 

third party will acquire their data.  It is also fair to say that the user will be more scared of the 

unknown (and will assume the worst), so if security devices are put into place to stop Secondary Use 

and Improper Access, the user of the ITS needs to be told about them.   
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Table 3-1 Breakdown of the Areas of People’s Privacy Concerns 

Rank Tier Concern Details 

1 1 Awareness 
The fact the user does not know what the authorised use 

of their personal data is 

2 1 Secondary Use 
The fact the user is not confident that their personal 

data will only be used for what they authorised it for 

3 1 Improper Access 
The fact that the data may be stolen/viewed by someone 

who is not authorised 

4 2 Control 
The fact that users want to be in control over who/what 

their personal data is used for 

5 2 Collection 
Fears over the fact that too much of their personal data 

is being collected 

6 2 Errors 
Fears that their personal data might contain accidental 

of deliberate errors 

 

3.3.1. Fundamentalists, Pragmatics and the Unconcerned 

 

Most of the early work studying general privacy concerns was conducted by Alan Westin, between 

1978 and 2004, in which he carried out over 30 privacy-related surveys (Westin 2003).  These surveys 

covered general privacy, consumer privacy, medical privacy, and other privacy-related areas.  This 

literature review has only considered the surveys he conducted into general privacy (as the results of 

these surveys are the most transferable to the transport) and in particular, the findings of five surveys 

identified in Table 3-2. A detailed analysis of these surveys has been carried out by Kumarguru 

(2005). 

 

Table 3-2 Details of Westin’s Surveys Considered in this Report 

Year Name of Study 

1990 Equifax Executive Summary  

1996 Equifax-Harris Consumer Privacy Survey  

2000 Privacy On & Off the Internet: What Consumers Want  

2001 Privacy On & Off the Internet: What Consumers Want  

2003 
Most People Are ‘Privacy Pragmatists’ Who, While Concerned about 

Privacy, Will Sometimes Trade it Off for Benefits  
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The common interest that these five surveys have is that they all use what Westin calls his ‘General 

Privacy Concern Index’.  This index categorises a person’s views on privacy into one of three groups:  

The Fundamentalists, The Pragmatics and The Unconcerned. 

 

Fundamentalists are generally distrustful of organisations that ask for their personal information and 

are in favour of new laws and regulatory action to spell out privacy rights and provide enforceable 

remedies.  Fundamentalists generally choose privacy controls over consumer-service benefits, when 

these compete with each other. 

 

Pragmatics weigh the benefits of various consumer opportunities and services against their privacy 

concerns.  They believe that organisations or governments should ‘earn’ the public’s trust, rather than 

assume automatically that they have it. Most importantly, they want the right to opt-out of giving 

away their personal information. 

 

The Unconcerned are generally trustful of organisations collecting their personal information and are 

ready to forego privacy claims to secure benefits. They are not in favour of the enactment of new 

privacy laws and regulations (Kumaraguru 2005). 

 

To determine which group a person falls into, Westin uses a standard framework.  The surveys each 

split the sample into Fundamentalists, Pragmatics and Unconcerned. Figure 3-2 shows how the 

sample of each survey was distributed.  

 

Several trends can be drawn from the results shown in Figure 3-2.  Firstly, the more recent surveys 

indicate that roughly 63% of populations are privacy Pragmatics, 27% are privacy Fundamentalists 

and 10% are Unconcerned.  These surveys also indicate that the general public are becoming more 

concerned about privacy, as there has been a shift, with the privacy Unconcerned turning into privacy 

Pragmatics.  The number of privacy Fundamentalist has remained constant, except for a slight 

inconsistency immediately after the September 11 terrorist attacks in 2001. 

 

It needs to be taken into consideration that all these results are for surveys that were conducted in the 

US and it is quite likely that they have a more liberal view on privacy than some other countries 

(Bellman et al. 2004).  Also, the most recent survey is ten years old, so it is possible that there have 

been further attitude shifts in the period since.   
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Figure 3-2 Privacy Index Results for Westin’s Surveys 

 

3.3.2. Influence of Demographics  

 

Other relevant surveys that have examined privacy concerns include the 2007 Community Attitudes 

Towards Privacy Study, which was conducted by Wallis Consulting Group and commissioned by the 

Office of the Privacy Commissioner, Australia (Wallis 2007).  This survey shows that peoples’ 

privacy concerns increase with age and education level.  Another study (Phelps et al. 2000), disagreed 

with the fact that peoples’ overall privacy concerns increase with education level; they suggest the 

opposite is true.  Additionally in the Wallis Consulting Group survey (Wallis 2007), it is shown that 

certain privacy concerns have their own specific demographic influences, for example, people living 

in urban areas have more trust in retailers and young people are more concerned about giving away 

their home phone numbers and address (which is against the previous evidence that young people are 

less concerned about privacy issues).   

 

A survey conducted by The Pew Internet and American Life Project into trust and privacy online (Fox 

et al. 2000) looked at how peoples’ privacy perceptions varied according to demographics and internet 

experience.  This study confirms the age bias indicated in the Wallis Consulting Group Survey.  It 

also goes on to show that in the US, ethnic minorities are likely to have increased privacy concerns, as 

are females over males, although it also identifies that privacy fears associated with internet use 

decrease significantly with user experience.  
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Studies have also been conducted into whether privacy concerns vary between nations.  Milberg, 

Smith and Burke (2000) found during their research that cultural values were associated with 

differences in privacy concerns.  The term ‘cultural value’ was taken from work conducted by 

Hofstede (1980) which explored the differences in beliefs held by citizens of different nations even 

when other differences such as economics, politics, technology and other external pressures had been 

eroded.  He found that a nation’s cultural value could be defined by four distinct dimensions; Power 

Distance, Individualism, Masculinity and Uncertainty Avoidance (Hofstede 2000)   

 

The Power Distance Index (PDI) measures the extent to which the less powerful members of 

organisations and institutions (such as a family) accept and expect that power is distributed unequally. 

This represents inequality, but defined from below, not from above. It suggests that a society’s level 

of inequality is accepted by the followers as much as by the leaders.  For example, a nation with a 

high PDI is likely to have a much larger gap between the wealthy and poor than a country with a low 

PDI score.   

 

Individualism (IND) measures the degree to which individuals in nations are integrated into groups. 

Countries with a high IND score are likely to comprise populations in which the ties between 

individuals are loose; everyone is expected to look after him/herself and his/her immediate family. 

Conversely, countries with low IND scores are likely to be nations in which people integrated into 

strong, cohesive groups, often extended families (with uncles, aunts and grandparents) which continue 

protecting them in exchange for unquestioning loyalty.  

 

Masculinity (MAS) refers to whether a particular national culture has more ‘masculine’ or ‘feminine’ 

traits.  A high MAS score will typically belong to a country in which the population are assertive, 

materialistic, and competitive.  In a country with a low MAS, score the opposite is likely to be true.  

 

The Uncertainty Avoidance Index (UAI) deals with a society’s tolerance for uncertainty and 

ambiguity. It indicates to what extent a culture programs its members to feel either uncomfortable or 

comfortable with change. Countries with a high UAI score try to minimise the possibility of 

uncertainty and change by applying strict laws and rules.  Again, the opposite can be said of a country 

with a low UAI score (Hofstede 2005). 
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Bellman, Johnson, Korbin and Lohse (2004) also found during their research that cultural values were 

associated with differences in privacy concerns. However, unlike Milberg et al. (2000) who found that 

concerns about information privacy were positively associated with Power Distance, Individualism, 

Masculinity and negatively associated with Uncertainty Avoidance they found that three of the 

Hofstede indices (Power Distance, Individualism, Masculinity) had an influence on privacy concerns 

in the opposite direction to that reported by Milberg et al. (2000). The influence of the fourth index 

(Uncertainty Avoidance) was not significant 

 

The negative association between individualism and privacy concern found in the study by Bellman et 

al. (2004) is also supported by other cross-cultural research, which has found that people from 

cultures with high individualism are comfortable with disclosing higher levels of private information 

(Lewin 1936 and Ting- Toomey 1991).   Two other examples of research that have shown this 

phenomenon are; Maynard and Taylor (1996) who found that students from Japan (IND = 46) had 

higher levels of privacy concern than students from the United States (IND = 91), and a privacy 

survey conducted by IBM (1999), which found that citizens from the United Stated were twice as 

likely to be classified as “low” in privacy concern compared to citizens from Germany (IND = 67). 

 

The variance in these results show that whilst someone’s cultural values might influence their level of 

privacy concern, other cross-country differences could also have an impact on someone’s level of 

privacy concern.  For example, it has been shown that citizens from countries with a history of having 

high government regulation of information privacy have high levels of privacy concerns and express a 

desire for even stronger regulation (Millberg et al. 2000 and Bellman et al. 2004).  

 

From these surveys conducted on general privacy, it is clear that someone who has the following 

characteristics; from a country with strong privacy regulation and low individualism, elderly, female, 

live in a rural area, is in an ethnic minority; and has little experience of using existing ITS systems are 

more likely to be a privacy fundamentalist than someone who is; from a country with low privacy 

regulation and high individualism, young, male, in an ethnic majority, live in urban areas and have 

significant of experience of using existing ITS (as long as they have not had any bad privacy 

experiences).  Previous surveys have shown a mixed response to the influence of education levels on 

privacy concerns. 
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3.4. Behavioural Intention 

 

The previous sections of this chapter have highlighted the causes and variance of peoples’ privacy 

concerns.  It has also been clarified earlier that in order for the privacy fears associated with future 

ITS to come to fruition, peoples’ actual behaviour will have to be influenced.  It is therefore important 

to examine the influences behind a person’s stated behavioural intention and their actual behaviour.  It 

is not always the case that being concerned about something will actually result in someone altering 

their actions (Berendt el al. 2004).   

 

This is an important aspect when considering whether the privacy fears associated with future ITS are 

justified, because although the users may have privacy concerns about future ITS, they could be 

ignored by the user in order to reap the benefits on offer.  In choosing whether to disclose personal 

information when confronted with a privacy scenario, the future ITS user will have to make a 

complex and often ambiguous and subconscious trade-off. The user will want to protect the security 

of their data and avoid the misuse of their information. However, the user will also want to benefit 

from sharing their personal data with peers and third parties.  The outcome of the scenario will come 

down to whether the user feels that the benefit of the reward on offer outweighs potential misuse of 

their information.  This trade-off can be seen as a form of cost-benefit analysis, which naturally would 

fall into the realm of economics (Aquisiti 2010). 

 

As this research is seeking to make judgements on the privacy aspects of technologies that are yet to 

be invented, it is necessary for it to consider users stated behavioural intention with regards to future 

ITS as well as their actual behaviour when faced with an existing privacy scenario.  The rationale 

behind this is that the future ITS user can state whether they would be willing to disclose their 

personal information to a future ITS long before it is actually developed.  It will also be possible for 

this research to explore the link between stated behavioural intention and actual behaviour for privacy 

scenarios that already exist.  This will help conclusions to be made about a future ITS user’s likely 

actual behaviour with regards to various undeveloped ITS. 

 

Very little research has explored the factors that influence peoples’ stated privacy intention.  Virtually 

all previous research, especially within the field of transportation, has explored a user’s level of 

privacy concern and the factors that impact it.  Some research within the field of e-commerce has 

explored peoples’ actual behaviour and the influencing factors (discussed later in this chapter) but this 

is not directly relevant to what this research is trying to achieve because it explores peoples’ actual 

behaviour in relation to technologies that already exist.   
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As a consequence, this research will attempt to fill some of the void that exists in the existing 

literature by finding information about the influencing factors of peoples’ stated privacy intention and 

how it could subsequently be used as a predictor of actual behaviour. 

 

3.4.1. Rational Privacy Decision-Making 

 

Since the late 1970s, economists have been interested in privacy (Posner 1978, Posner 1981 and 

Stigler 1980).  From this point, some have used the dichotomy between privacy attitudes and actual 

privacy behaviour (Berendt el al. 2004, Hann et al. 2002) to claim that individuals are acting 

rationally when it comes to privacy. Under this view, individuals may accept small rewards for giving 

away information, because they expect future damages to be even smaller (Aquisiti and Grossklags 

2005). 

 

As a rational economic agent, an individual will be expected to act according to expectancy theory, 

which holds that individuals will behave in ways that maximise positive outcomes and minimise 

negative outcomes (Van Eerde and Thierry 1996, Vroom 1964). Laufer and Wolfe (1977) were the 

first people to use this trade-off to derive a privacy calculus that would act as a predictor of whether 

individuals would find privacy scenarios acceptable or not.  This calculus perspective is evident in 

several studies of privacy concerns (Hann et al 2008, Hui et al 2007, Milne and Gordon 1993). 

According to these studies, consumers perform a cost-benefit analysis of all the variables related to a 

particular scenario, in order to make their decisions. 

 

Culnan and Bies (2003) have also argued that individuals will disclose personal information if they 

perceive that the overall benefits of disclosure are at least balanced by, if not greater than, the assessed 

risk of disclosure. They went on to create a privacy calculus model that was based around a cost-

benefit analysis. In recent years, various pieces of research have continued to create and validate 

privacy calculus models (Zhou 2011, Liu et al 2004, Dinev and Hart 2006, Culnan and Armstrong 

1999, Xu et al. 2009, Xu et al. 2010, Pee 2011).  Unfortunately, none of these are particularly relevant 

to future ITS systems, as most were focused on web-based marketing, although Xu, Parks, Chu and 

Zheng (2010) did explore the privacy calculus involved with location-based services in mobile 

phones. 
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One key factor that needs to be considered when looking at the privacy trade-off is that all of the 

judgements an individual makes depends heavily on their personal perception of the risks and 

rewards.  In particular, the risk associated with a privacy scenario will be heavily dependent on the 

individual’s perception of just how sensitive the required information is, just how much they trust the 

future data holder, and how much they trust the information transfer method. 

 

3.4.2. The Privacy Variables 

 

When exploring the privacy trade-off discussed in the previous section in the context of the way a 

future ITS could generate privacy concerns, it is important to consider the cost and reward variables 

present in every scenario. In Chapter 2 it was shown that historically, a user’s willingness to use a ITS 

will likely be impacted by their perception of; the type of information the ITS intends to collect, 

whether it will be combined with other information types which could increase the sensitivity of the 

information, how the information will be communicated between the various stages of the information 

chain and who can gain access to both the raw and processed information used by the ITS.   

 

These variables can be classified into three distinct cost variables that are present in every privacy 

scenario; the type of information that is being disclosed (data sensitivity), who the personal 

information is going to (data holder) and how the personal information is getting to the new data 

holder (transfer method).  In addition to the cost variables, if a future ITS user is going to perform a 

cost benefit trade-off, the reward on offer for disclosing the personal information will also be a key 

variable (reward). 

 

A couple of pieces of previous research have explored how the perceptions of these variables vary 

(Rose et. al 2012, Bughin 2011 and Wallis 2007).  It has been shown that there is quite a distinct 

tiering of how sensitive different types of information are. Of low sensitivity is information such as an 

individual’s gender, age, name, email address and interests.  The medium sensitivity category includes 

information about an individual’s past purchases, media usage and location.  In the high sensitivity 

category are financial data, social media posts and health information. (Rose et al. 2012 and Wallis 

2007). 

 

The perception of how secure personal information is with different data holders is also very varied 

with Wallis (2007) finding that 91% of survey participants trusted their personal information with the 

Health Sector but only 17% of the participants trusted the same information with the e-commerce 

industry.  Rose J, Rehse O and B Rӧber (2012) found that 48% of participants stated that they had 

privacy concerns relating to social networking sites compared to only 4% of participants have privacy 

concerns relating to car manufacturers. 
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None of the aforementioned pieces of research asked participants for their perception of how secure 

different transfer methods were, however in Chapter 2, it was highlighted that peoples’ perceptions of 

how secure wired and wireless communications were varied and it is expected that this trend will hold 

true to a wider range of communication methods.  No previous research has been found that looks at 

the impact the perception of different types of rewards has on a user’s willingness to disclose their 

personal information, although several pieces of research have looked at the impact of offering 

different levels of financial reward had on the amount and type of information an individual would be 

willing to disclose (Hui et al. 2007, Bughin 2011 and Rose et al. 2012).  This is discussed further in  

Section 3.5(Actual Behaviour).   

 

Work by Dwyer, Hiltz and Passerini (2007) discovered that a user’s level of trust in a social 

networking site and its different members directly impacted a user’s willingness to disclose their 

personal information on two different social networks.  The greater the level of trust the more 

information they were likely to share.  Other research has found that trust is strongly related to 

information disclosure in addition to successful online interactions (Metzger 2004 and Jarvenpaa and 

Leidner 1998). 

 

Trust is defined by Mayer, Davis and Schoorman (1995) as “the willingness of a party to be 

vulnerable to the actions of another party” and it also forms a central component of social exchange 

theory (Roloff 1981).  Social exchange theory presents a cost-benefit analysis with respect to social 

interactions.  Trust is believed to be used in the calculation as a perceived cost (Metzger 2004).  This 

ties in closely to the theory being developed in this thesis ─ that if the benefits of a future ITS 

outweigh the perceived costs, which will be centred around the data type required, the level of trust a 

user has in the future data holders and the level of trust in the transfer method ─ then the technology 

will be acceptable.  This research will not attempt to explore the influencing factors of a future ITS 

user’s perceived level of trust in the privacy variables but will instead focus on investigating how a 

user’s perceived level of trust is likely to influence their privacy decision-making. 

 

3.4.3. Irrationality 

 

Although research and progress has been made into the use of rational privacy calculus models to 

predict peoples’ actual behaviour, other researchers (Murphy 1996, Hirshleifer 1980, Aquisti 2004) 

have criticised the assumptions of rational behaviour underlying these privacy models as they fail to 

capture the complexity of human privacy decision-making. 
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Aquisti (2004) critiques the assumption of rationality in privacy decisions by suggesting that the field 

of Behavioural Economics offers proof that in numerous decision-making scenarios, humans do not 

act with complete rationality; they instead act in an irrational, but potentially predictable manner.  

Acquisti highlights three main reasons behind why human beings are not able to act as completely 

rational agents when they are faced with a privacy scenario.  Firstly, the individual will likely be 

basing their calculations on incomplete information.  Secondly, human beings have a ‘bounded 

rationality’ and finally humans are easily impacted by psychological distortions.  

 

Incomplete information will affect the estimation of costs and benefits. For instance, is it possible for 

an individual to be aware of actual probability of a privacy invasions occurring and the actual cost of 

the consequences if a privacy invasion takes place?  It can be argued that these probabilities could be 

calculated by looking at historic records which report the frequency of such events taking place.  

However, this sort of statistic is not known by the average individual.  To make matters more 

complex, the majority of privacy invasions can be invisible. Many of the costs associated with 

exchanging personal information may only be discovered several years after the exchange has taken 

place (Aquisti 2004).  

 

This leads into the bounded rationality theory, which questions whether human beings actually have 

the capacity to accurately calculate all the parameters relevant to the privacy scenario, even if they 

had complete information.  In traditional economic theory, the agent is assumed to have both 

rationality and unbounded computational-power to process information. However, human individuals 

do not possess unbounded computational-power (Simon 1982).  For most individuals, the cognitive 

costs involved in trying to find complete information and then to calculate the best strategy when 

faced with a privacy decision are too high, so it has been suggested they will just resort to simple 

heuristics (Aquisti 2007).   

 

In addition to having incomplete information and being bounded by rationality, research within the 

field of Behavioural Economics has confirmed the impact of several forms of psychological 

distortions on individual decision-making.  Some of these distortions are likely to be transferable to 

privacy decision-making.   For example, individuals have a tendency to discount ‘hyperbolically’ 

future costs or benefits (Rabin and O’Donoghue 2000, O’Donoghue and Rabin 2001). Hyperbolic 

discounting has been proven to have an effect on privacy decisions (Aquisti 2004); it was shown that 

individuals are willing to give away their personal information at a cost in return for immediate 

gratification. Related to immediate gratification is the tendency to underinsure oneself against certain 

risks (Kunreuther 1984).    
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Other biases that have been linked to privacy decision-making (Aquisti 2007) include optimism bias 

(Weinstein 1989), where the misperception that one’s risks are lower than those of other individuals 

under similar conditions, and cumulative risk bias (Slovic 2000), where, for instance, individuals do 

not fully realise the cumulative relation between the low risks of each additional data exposure 

building up to be a serious danger, especially as once released, personal information can remain 

available over long periods of time.  Aquisti (2009) also demonstrated that the endowment effect 

(Kahneman and Tversky 1979, Thaler 1980) impacts privacy decision-making, by showing that 

individuals are willing to pay far less money to protect their personal information than they would be 

willing to receive for selling their personal information.  This possibly highlights why numerous 

commercial privacy protection services have proved unsuccessful.  

 

In summary, it is therefore fair to expect individuals when faced with a privacy scenario to attempt to 

rationally trade-off the reward on offer against the potential cost of disclosing their personal 

information (which will depend on how sensitive the data type is, how secure the information will be 

in the hands of the new data holder and how secure the transfer method is).  However, the field of 

Behavioural Economics suggests that it is not possible for humans to act completely rationally, so 

their privacy decision-making process will be impacted by a lack of complete information, bounded 

rationality and psychological distortions.  

 

3.5. Actual Behaviour 

 

It has already been touched upon that some previous research has been conducted into peoples’ actual 

privacy behaviour, although the vast majority of it is focused within the field of e-commerce.  This 

research primarily focuses on observing a group of participants’ behaviour when faced with a variety 

of privacy scenarios (Speikermann et al. 2000, Hui et al. 2007 and Bughin 2007).  These pieces of 

research have shown there is a significant disconnect between a user’s level of privacy concern and 

their actual behaviour, with it being shown that virtually all individuals are more likely to disclose 

their personal information than their level of concern dictates (Berendt et al. 2004 and Bughin 2011). 

 

Others have used the observed results to create privacy calculus models (see Section 3.4) and while 

some of these resulted in models that predicted with reasonable accuracy the privacy behaviour of 

their participants, none of these pieces of research focuses on either a technology that does not already 

exist or a technology that is remotely close to most future ITS, so they are not very transferable to this 

research. 
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No research has been found that explores the link between an individuals stated privacy intention and 

their actual privacy behaviour.  However, numerous other pieces of research from within the transport 

field have looked at the link between someone’s stated behavioural intention and their actual 

behaviour (Chatterjee et al. 1983, Couture and Dooley 1981 and Hensher 2001).  Evidence from these 

pieces of research suggests that a user’s stated intention will provide a reasonable account of their 

actual choices (Wardmann 1988).   

 

In addition the theory of planned behaviour explores the link between beliefs and behaviour.  Ajzen 

(1991) found that intentions to perform behaviours of different kinds can be predicted with high 

accuracy from attitudes toward the behaviour and subjective norms. It is also found that these 

intentions, together with perceptions of behavioural control, account for considerable variance in 

actual behaviour.  It is anticipated that the more positive a person’s attitude towards a particular 

behaviour and the subjective norm, and the greater the perceived behavioural control, the more likely 

it is that a person will state their intention to perform the behaviour. Provided the person the person 

the has sufficient control over the behaviour, they would then be expected to actually carry out this 

intention when the opportunity arises (Ajzen 2002). 

 

3.6. Unknowns 

 

From the review of literature, it is apparent that not enough is known about several aspects of both 

human privacy decision-making and how well previous research – mainly from the field of 

ecommerce – transfers to the transportation field for any accurate conclusions to be made about how 

future ITS will be impacted by privacy issues. This section of the thesis will highlight the main areas 

in existing knowledge that this research will need to add to in order for the aims and objectives of this 

research to be met. 

 

The first thing that needs to be known is whether research conducted in other fields, predominantly 

the field of ecommerce, is directly transferable to the ITS sphere.  In particular it needs to be 

confirmed that the impact demographics has on privacy concerns which is fairly established in other 

fields remains true for transportation.  In addition to this, the impact of an individual’s cultural 

background needs to be explored further as the research conducted to date has produced results that 

are both inconclusive and contradictory.  Considering that most future ITS developers are looking to 

launch their systems in more than one country a better understanding of the impact different cultural 

backgrounds has on privacy behaviour is essential.  
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This research will also need to explore future ITS users’ perceptions of the four privacy variables 

(data sensitivity, trust in data holder, trust in transfer method and the reward on offer) which are 

expected to be present in a range of different existing and future ITS.  Research to date in other fields 

primarily focused on the perceptions of data sensitivity and the level of trust in different data holders. 

 

Following on from exploring the perception of the privacy variables, this research will need to form a 

better understanding of how a future ITS user’s demographic and perceptions of the four privacy 

variables impact not only the level of concern associated with a new ITS but also the user’s stated 

behavioural intention and their actual behaviour.  This is something that has only been lightly 

explored in other fields and never touched upon in the field of transportation. 

 

The final major area that this research will have to investigate is the extent to which a future ITS 

user’s privacy behaviour will be rational and based on a cost-benefit trade of instead of irrational and 

based on heuristics.  Even if it is shown that future users will act irrationally it is likely that they 

would act in a predictably irrational manner which could help conclusions to be made about the 

feasibility of future ITS in privacy terms.   

 

3.7. Research Model 

 

To ensure that all of the known unknowns highlighted in the previous section are explored, this 

section presents a model which has been drawn out from the existing literature.  This model will need 

to be interrogated for further conclusions about the impact privacy will have on future ITS to be 

made.  The research model aims to help identify the factors that will influence a future ITS user’s 

privacy decision-making.  This research will not attempt to develop a detailed understanding of ‘why’ 

these factors influence privacy decision-making.  Instead the focus of this research will be to identify 

the key drivers of a future ITS user’s privacy decision-making, as this will inform future ITS 

developers the factors that they need to address in order for their ITS to be deemed successful in 

privacy terms. 

 

As this research is trying to draw conclusions about future ITS that are yet to be implemented, it is not 

possible to witness actual privacy decision-making relating to these technologies.  It is, however, 

possible to investigate a user’s level of privacy concern and their behavioural intention with regard to 

future ITS.  It is also possible to investigate the link between a user’s demographics, level of privacy 

concern, stated behavioural intention and actual behaviour for privacy scenarios that already exist.  

This will then make it possible to draw conclusions about their likely actual behaviour in relation to a 

specific future ITS.   
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Earlier in this chapter Figure 3-1 indicated that it is likely that future ITS user’s level of privacy 

concern is likely to influence both their, stated behaviour and actual behaviour.  The theory of planned 

behaviour as discussed in Secton 3.5 suggests that intentions to perform behaviours of different kinds 

can be predicted with high accuracy from attitudes toward the behaviour and subjective norms (Ajzen 

1991).   The social contract theory touched upon in Section 3.4.2 also suggests when deciding whether 

a social interaction is acceptable or not an individual will carry out a cost-benefit analysis where trust 

is believed to be used in the calculation as a perceived cost (Roloff 1981 and Metzger 2004).    

 

Figure 3-3 shows the model that attempts to combine elements of both the theory of planned 

behaviour and social contract theory.  Some elements of the theory of planned behaviour such as the 

influence of social norms have been excluded for simplicity, as this research is only attempting to 

identify which variables influence privacy decision-making in the current snap shot of time.  Whilst, 

other elements such as the influence of behavioural attitude (privacy concern) and stated intention on 

actual concern have been considered, along with the cost- benefit analysis of the privacy variables 

proposed in social contract theory.  Figure 3-3 shows how the 12 hypotheses about how the future ITS 

user’s demographics, level of privacy concern, stated behavioural intention and actual behaviour will 

be interlinked.  This research will seek to explore each in detail.  

 

Figure 3-3 Hypothesised Relationships of the Research Model 
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3.7.1. Level of Concern 

 

Previous research has shown that a future ITS user’s level of concern is likely to be linked to their 

demographics (Kumaraguru et al. 2005, Phelps et al. 2000 and Wallis 2007).  In particular, research 

within the field of e-commerce has shown that levels of concern are likely to vary with cultural 

background, increase with age, be higher in females, be higher in ethnic minorities, vary with level of 

education, increase with household income and decrease with experience of using a technology (See 

Section 3.3.2) 

 

H1: A user’s level of privacy concern will be impacted by their demographics such as their age, 

gender and cultural background.   

 

3.7.2. Perception of the Privacy Variables 

 

Previous research suggests that a future ITS user’s perception of the privacy variables – reward, data 

sensitivity, level of trust in data holder and level of trust in transfer method – will all vary with the 

demographics of the future user (See Section 3.4.2).  It is also likely that the level of a user’s privacy 

concern will be correlated with the three privacy cost variables.  For example, logic would dictatate 

that if somebody is concerned about privacy in general then they are more likely to find their personal 

information more sensitive and have less trust in some data holders and transfer methods.  The 

relationship between general privacy concern and the perception of the privacy variables has not been 

explored previous to this research, so this research will have to attempt to fill this void in literature. 

 

H2: A user’s perception of the four privacy variables will be impacted by their demographics such as 

their  age, gender and cultural background. 

 

H3: A user’s perception of the three privacy cost variables will be linked to the user’s general level of 

privacy concern. 
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3.7.3. Behavioural Intention 

Existing literature also advises that it is likely that a future ITS user’s stated behavioural intention will 

be impacted by their demographic background.  The key demographics that influence the level of a 

person’s privacy concerns and hence may impact their actual privacy decision-making are age, gender 

and cultural background (Bellman et al. 2004, Cruickshanks and Waterson 2012, Fox et al. 2000 and 

Wallis 2007).  In addition to this, it is expected that users with a high level of privacy concern are less 

likely to state that they would find any given privacy scenario acceptable (although they will still 

disclose more than their level of concern would suggest) (Berendt et al. 2005 and Bughin 2011). 

 

H4: A user’s stated behavioural intention with regard to the action they would take when faced with a 

privacy scenario will be impacted by their demographics such as their age, gender and cultural 

background. 

 

H5: A user’s stated behavioural intention with regard to the action they would take when faced with a 

privacy scenario will be impacted by their general level of privacy concern. 

 

It has been argued that when faced with a privacy scenario, a user will act in a rational manner and 

weigh the reward on offer against the potential cost of disclosing their personal information (see 

Section 3.4).  As a consequence, it is expected that as a user’s perception of the reward on offer 

increases, so will the likelihood of them stating that they will find a privacy scenario acceptable 

(Berendt el al. 2004 and Hann et al. 2002).  

 

H6a: The perceived value of the reward on offer will have a positive impact on a user’s behavioural 

intention. 

 

On the contrary, a user will be expected to act to minimise making decisions that will have a negative 

impact (Van Eerde and Thierry 1996 and Vroom 1964). Therefore, if a user perceives a scenario to be 

high risk, they are less likely to disclose their personal information.  The risk associated with any 

scenario will be a combination of the risks associated to; the sensitivity of the information required; 

the level of trust the user has in the person/organisation the data is going to; and the level of trust the 

user has in the transfer method (Metzger 2004).  Previous surveys of privacy concerns have shown 

that each of these values vary with individual perception (Phelps et al. 2000 and Wallis 2007).  Figure 

3-4 shows how this research expects the perceptions of the four privacy variable to impact a user’s 

stated behavioural intention. 
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 Data 
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H6b: The level of sensitivity associated with a data type will negatively impact a user’s behavioural 

intention. 

 

H6c: The level of trust a user has in the new data holder will have a positive impact on the user’s 

behavioural intention. 

 

H6d: The level of trust a user has in the data transfer method will have a positive impact on the user’s 

behavioural intention.   

 

 

Figure 3-4 Hypothesised Relationships of between Privacy Variable and Behavioural Intention 

 

 

 

 

 

 

 

 

 

Unlike the historic privacy calculus models that assume complete rationality (see section 3.4), this 

hypothesised research model assumes that a user uses the perceived values for risk and reward to 

calculate the outcome of a privacy scenario.  By doing this, this model will reduce at least one of the 

flaws to using a rational model highlighted earlier; incomplete information (Aquisti 2004).  This 

model should therefore limit the impact irrationality has on predicting the outcome of a user’s privacy 

decision-making process. 

 

H7: A user’s stated behavioural intention will primarily be derived from their demographics, general 

level of primary concern and a trade-off between their perceptions of the reward on offer against the 

risk associated with a scenario. 
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3.7.4. Actual Behaviour 

Similar to stated behaviour intention, it is anticipated that a future ITS user’s actual behaviour will be 

influenced by their demographics, level of privacy concern and their perception of the privacy 

variables (Chatterjee et al 1983, Wardmann 1988 and Ajzen 1991).  Figure 3-5 shows the expected 

relationships between the perceptions of the privacy variables and a user’s actual behaviour.  

Although it is predicted that most of the variables that influence stated behavioural intention will also 

influence actual behaviour, it is possible that the degree to which each variable influences the privacy 

decision-making process in a real and hypothetical scenario could vary.  For example, the perception 

of the reward on offer could have a greater influence on the privacy decision-making process for an 

actual scenario than a hypothetical one (Berendt et al. 2004 and Bughin 2011). 

 

H8: A user’s actual behaviour will be impacted by their demographics such as their age, gender and 

cultural background. 

 

H9: A user’s actual behaviour will be impacted by their general level of privacy concern. 

H10a: The perceived value of the reward on offer will have a positive impact on a user’s behavioural 

intention. 

 

H10b: The level of sensitivity associated with a data type will negatively impact a user’s behavioural 

intention. 

 

H10c: The level of trust a user has in the new data holder will have a positive impact on the user’s 

behavioural intention. 

 

H10d: The level of trust a user has in the data transfer method will have a positive impact on the 

user’s behavioural intention.   

 

The strongest predictor of actual behaviour, however, is likely to be a user’s stated behavioural 

intention for a given privacy scenario.  It is anticipated that users who state that they would be willing 

to disclose their personal information in a privacy scenario are significantly more likely to do so than 

those who stated they would not.  However, previous research has shown that in reality all users are 

likely to disclose more personal information than they state they would (Berendt et al. 2004 and Hann 

et al. 2002).   
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Figure 3-5 Hypothesised Relationships of between Privacy Variable and Behavioural Intention 

 

 

 

 

 

 

 

 

 

 

H11: A user’s actual behaviour will be significantly impacted by their stated behavioural intention. 

 

As with stated behavioural intention, it is anticipated that by using a user’s perceptions of the privacy 

variables (instead of actual values based on historical evidence) and a user’s stated behaviour 

intention it could limit amount of irrationality that to accounted as some of the factors that cause 

bounded rationality (Simon 1982 and Aquisti 2004) have been accounted for. This should result in a 

future ITS user’s demographics, level of privacy concern, perception of the privacy variables and their 

stated behavioural intention being the primary factors which impact a future ITS user’s actual 

behaviour.  

 

H12: A user’s actual behaviour will primarily be derived from their stated behavioural intention, 

demographics, general level of primary concern and a trade-off between their perceptions of the 

reward on offer against the risk associated with a scenario. 

 

3.8. Summary 

 

This chapter has shown that four main factors are likely to impact a future ITS users actual behaviour 

when they have to decide whether to disclose their personal information to a future ITS or not.  

Firstly, a user’s demographics are likely to influence not only their actual behaviour, but also the other 

main influencing factors.  Previous evidence suggests that the elderly, females, people with a high 

income and ethnic minorities are expected to act in a more privacy-preserving manner. 
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The second factor that is expected to influence a future ITS user’s actual behaviour is their general 

level of privacy concern.  The literature review has shown that whilst not everyone will act upon their 

concerns, a concerned future ITS user will be more likely to act in a privacy-preserving manner than a 

user with a low level of privacy concern.   

 

The third and probably most critical factor that is expected to influence not only on stated behavioural 

intention but also a future ITS user’s actual behaviour is the user’s perceptions of the privacy.  It has 

been suggested that a future ITS user will act in a rational manner and attempt to weigh the reward 

gained by disclosing their personal information against the potential cost of disclosing the 

information.  A user is likely to calculate the risk associated with disclosing their personal information 

by using their perceptions of how sensitive the data being disclosed is, how safe their information is 

with the new data holder and how safe their data is while being transferred.  

 

The final key factor that is projected to be a key predictor of a future ITS user’s actual behaviour is 

their stated behavioural intention.  It is anticipated that there will be a strong link between users who 

state they will disclose their personal information and those that actually will.  The literature review 

also suggests that most users will disclose more personal information when actually faced with a 

privacy scenario than they state they will do.  Whilst numerous researches have explored the factors 

that impact a person’s level of general privacy concern, the same cannot be said for the factors that 

will influence a person’s stated behavioural intention and actual behaviour when being confronted 

with a privacy scenario.  This is especially true for the field of transportation where it is believed that 

this research is the first to consider the factors that will influence a future ITS user’s actual behaviour 

instead of just measuring their level of concern about the future technologies.  
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4. Methodology 

4.1. Introduction 

 

This chapter outlines and justifies the methodology used to achieve the aim of this research, which is 

to better understand the factors influencing privacy decision-making and the impact they will have on 

the success of future ITS.  To achieve this target, the methodology, set out to meet all of the 

objectives set out in Chapter 1.  Figure 4-1, shows a flow chart of the data collection and analysis that 

was required to meet all of the objectives. 

 

Objective 1:    Understand ‘privacy’ and how it will be relevant to current and future ITS 

  

An understanding of ‘privacy’ has been developed through a thorough literature review.  The research 

model developed in response to the literature review (see Chapter 3) suggests that before a user 

carries out any action, be it driving their car, using an internet search engine or making a phone call, 

he/she will carry out a privacy risk-reward calculation. The research model also suggests that this 

process could be impacted by inaccurate calculation of the risks and rewards, the user’s bounded 

rationality or even the fact that the user is impacted by innate biases.  

 

Objective 2: Compare existing, proposed and hypothetical ITS, paying particular attention to their 

benefits and the level of personal information they require. 

 

Chapter 2 has shown that the benefits and informational requirements of existing and proposed ITS 

are wide and varied.  It is therefore important to identify the factors that will influence future ITS 

user’s actual privacy behaviour.  

 

Objective 3: Identify the factors that will cause the level of personal information required by a 

future transport technology to become unacceptable. 

 

The research model, created after a thorough literature review, will be tested with quantitative data.  

After validation, the model should make it possible to draw conclusions about the point at which a 

privacy scenario becomes unacceptable. 

 

Objective 4: Understand whether views on the acceptable level of intrusion vary from person to 

person throughout the European Union member states and discover what the influencing factors are. 
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Figure 4-1 Flow Chart of Data Collection and Analysis 
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This objective will be achieved by ensuring that the data that will be used to interrogate the research 

model truly represents the people who live and travel throughout the European Union.  As long as this 

is the case, statistical analysis of the data set will show how people’s views vary from person to 

person and nation to nation. 

 

Objective 5: Draw conclusions about whether different ITS in their current and hypothetical forms 

will be deemed acceptable in ‘privacy’ terms. 

 

After the research model has been tested, it will be possible to apply the validated research model to 

the ITS included in Chapter 2.  This will enable conclusions to be made about whether these 

technologies are acceptable in ‘privacy’ terms. 

 

Objective 6: For technologies that are deemed unacceptable, improvements will be suggested. 

 

Once all three phases of the research methodology have been concluded, it will be possible to evaluate 

how the technologies/legislation could be improved to meet the public’s demands.  It will then be at 

this stage that it is possible to conclude whether ‘privacy’ could prevent future ITS from being 

implemented.  

 

4.2. Methods 

4.2.1. Quantitative Data 

 

To meet objectives 3-6 it is essential to test the research model created after the literature review, with 

a large unbiased data set so that the privacy factors can be analysed using statistical processes. 

Quantitative methods are best used when the expected outcome is clearly known; this is the case with 

this research, as essentially this research is applying theories proven in one field to another (Creswell 

2009). Quantitative methods can also be used to determine which factors and variables influence or 

determine an outcome, whereas qualitative methods are used in a more exploratory method when 

limited theories already exist (Creswell 2009).  Again, this highlights that quantitative methods will 

be the most suitable for testing the research model. 
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Qualitative research could also have been used to explore why future ITS user’s act in the way they 

do when faced with a privacy scenario.  However, as the focus of this research is primarily on 

identifying the factors that influence privacy decision-making instead of why they influence privacy 

decision-making, the benefits of doing this could have been limited.  This fact combined with the 

solid research model meant it felt appropriate to focus the research effort on a purely quantitative 

methodology instead of also seeking qualitative data.  

 

4.2.2. Experimental Data 

 

The most useful quantitative data for testing the research model presented in the previous chapter 

would be experimental data.  This data would be derived by witnessing participants’ actual behaviour 

when faced with a privacy scenario. Details of the participant’s demographics, their level of privacy 

concern and stated influencing factors would also be measured.  This method has been used with 

some notable success in some previously mentioned research conducted within the field of 

ecommerce (Berendt el al. 2004).    

 

Unfortunately, as this research is seeking to explore the likely privacy behaviour associated with ITS 

that are not yet fully developed, it is not possible to observe user’s privacy behaviour while using 

these technologies.  Although some ITS are already fully operational and some observations about 

how they are treated in privacy terms could be made, Chapter 2 has already highlighted that existing 

ITS could potentially not create the same high levels of privacy concerns as some in the future could, 

therefore drawing conclusions from these technologies will not enable all of the aims and objectives 

of this research to be achieved, although as mentioned earlier in the discussion on the theory of 

planned behaviour (Section 3.5), it is feasible that social norms with regards to privacy and disclosing 

personal information could also change which in turn could impact privacy decision-making 

 

4.2.3. Self-Administered Questionnaires  

 

With regards to this research and excluding experimental data, the best instrument for collecting large 

amounts of quantitative data about future ITS users’ likely privacy behaviour is by using self-

administered questionnaires.  This is because the questionnaires can be designed to probe for 

information about a future ITS user’s current level of privacy concern, their current actual privacy 

behaviour and also their stated behaviour intention with regard to various future ITS.  In addition, 

self-administered questionnaires are an efficient method to sample large numbers of individuals, 

across all socio-economic groups with a standardised method at relatively low costs (Oppenhiem 

2005).   
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It is important that the sample population is selected carefully, so that it covers as many socio-

economic groups as possible, to allow the results to be extrapolated to represent a wider population.  It 

is also important to consider whether the people who refused to respond to the questionnaire have a 

different viewpoint from those people who were willing to complete the questionnaire (Malhotra and 

Birks 2003).  The main way of limiting the potential for this bias to occur is to ensure a relatively high 

response rate (>10%), this can be achieved by ensuring that the survey is short in length, gives the 

participant an incentive for completing the questionnaire (even if it is just the feeling of helping 

someone else) and making sure the subject-matter is interesting (Dillman  2007). 

 

Another important aspect of a self-administered questionnaire is that it is designed in such a way that 

every participant’s understanding of the questions is the same.  If this is achieved, an advantage that 

self-administered questionnaires have over interview based surveys is that they are often more reliable 

than an interview-based questionnaire. In an interview-based questionnaire, the interviewer is more 

likely to influence the respondent through the tone of their voice, assisting the participant with 

guiding information and influencing the participant into giving the interviewee the answer they 

believe they want to hear.  This is especially true when asking for opinions (Von Sanden 2004). 

 

There are several possible methods for distributing self-administered questionnaires and, with the 

appropriate planning, it is possible to combine the different methods to reach a larger sample.  The 

possible methods include web-based questionnaires, postal questionnaires and hand-distributed 

questionnaires (Dillman 2007).  Web-based questionnaires have the benefit that they are relatively 

low cost to set up, and are then free to distribute to a wide sample. It is even possible for the 

participants to forward on the questionnaire to further recipients creating a large data set.   

 

However, there are several negative points associated with using a web-based questionnaire.  Firstly, 

not everyone has access to the internet so certain socio-economic groups are eliminated completely, 

and even if everyone had access to the internet, the actual response rate is historically fairly low 

(Dillman 2007).  Secondly, samples that contain only web-based results are potentially biased by the 

fact that only the views of people who are willing to transfer their personal information across the 

internet will be sampled.  This is a point that is of particular pertinence to this research as it is 

attempting to see whether people are willing to share personal information over various forms of 

technology, so limiting the sample to only people who are willing to exchange their information over 

the internet is flawed.   
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Another more targeted and unbiased method for distributing the questionnaire is by using the postal 

system.  This method allows the use of census data combined with mailing lists (such as the electoral 

register) to target specific areas that include all the relevant socio-economic groups.  The main 

downside of postal surveys is that they are relatively costly (when compared to web-based 

questionnaires) and they historically have low response rates, which leaves the sample open to bias.  

The other main method for distributing self-administered questionnaires is by hand.  The major 

benefit to this method is that it will ensure responses from targeted socio-economic groups.  The main 

downside to this method is that they are slow to complete and depending on labour costs, can be 

expensive especially if a large sample is required.  Dillman (2007) recommends that the best method 

for distributing a self-administered questionnaire is to use a combination of the different distribution 

methods.  This will ensure that the survey will sufficiently cover all of the required socio-economic 

groups, but also take advantage of the cost-efficiency of some of the less targeted methods. 

 

In summary, the major benefits of using a self-administered questionnaire to collect quantitative data 

are that they are good for collecting a large amount of information from individuals, and the 

anonymous nature of the questionnaires means that individuals may reveal more sensitive information 

than in a face-to-face interview (Nardi 2006).  The most substantial problem with self-administered 

questionnaires, however, is that it is very easy for the sample selection process to become biased due 

to a combination of the relatively low response rates some of the distribution methods have, and the 

fact that the views of the people who refuse to complete the questionnaire could be different to that of 

those who do complete the questionnaire. 

 

4.3. Phase 1 - Pilot Survey 

 

Before the quantitative questionnaire was used across a wide sample to interrogate the research 

model, it was important to trial the questionnaire first.  The crucial things to test were; that the data set 

it creates can be used to interrogate the research model appropriately; that participants were able to 

understand it and answer all of the questions in a correct and useful manner; and that everything 

possible has been done to the questionnaire design to maximise the response rate.   

 

To ensure that the pilot survey targeted a wide range of people, a website and paper version of the 

questionnaire was created (see Appendix A).  This web-based survey was identical to the paper 

version of the questionnaire, except for the fact that it also asked the participant for their location, 

nationality and the type of area in which they reside before they can move on to the privacy based 

questions.   
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The web-based survey was sent out to friends and family of the author and they were asked to forward 

on the link to the research website (www.internationalprivacysurvey.com) to their own friends and 

family in turn.  In addition, twenty paper versions of the questionnaire were handed to colleagues to 

test that the paper version of the questionnaire was also acceptable.  The pilot survey sampled 134 

participants in total and although the sample was relatively small and had a significant amount of 

selection bias, it was still possible to use the results/feedback from the survey to test the questionnaire 

before it was used on a wider European sample.   

 

The results of the pilot survey showed that the majority of the questionnaire worked well, although 

there was room for a couple of improvements.  The main improvement centred on making sure that 

every question had a purpose and that it helped to validate the research model in some way; this was 

not true for every question in the pilot questionnaire.  Another problem area that the results of the 

pilot survey identified was that people were struggling to understand and answer Section A in an 

appropriate manner. This was also supported by feedback received from people who had filled in the 

questionnaire.  Once the questionnaire had been redesigned it was sent to a further small pilot (22 

fellow students and friend) to ensure that the changes made to the survey had had the desired effect – 

which they appeared to. 

 

4.4. Questionnaire Design 

 

This section of the report looks into the general design of the final quantitative questionnaire that 

formed the major part of this research (see Appendix B).  The main aim of the questionnaire was to 

explore the known unknowns and to interrogate the research model found in the previous chapter. 

This was achieved by examining how an individual perceives the privacy variables that are taken into 

account when making privacy decisions, and seeing how this compared to the decisions that the 

participants took in numerous privacy scenarios.  The questionnaire also sought to gain information 

about the participants existing privacy habits and preferences.   

 

In addition to the questions, the questionnaire included a covering letter/home page which acted as the 

primary tool for improving the questionnaire response rates.  Several tried-and-tested methods were 

used on the covering letter/home page including; stating that by completing the questionnaire that 

they will be helping the author, giving them an honest assessment of the length of time it will take to 

complete the survey; and explaining briefly what the research is trying to achieve in an attempt to gain 

the participants interest (Dillman 2007). 
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4.4.1. Section A - Rewards, Consequences and Risks 

 

The aim of this segment of the questionnaire was to explore how an individual values the privacy 

variables identified in the literature review.  These variables are the reward on offer, the type of 

information that is being exchanged, who the information is being exchanged with and how the 

information is going to be exchanged. 

 

There are several methods for scaling the values someone attributes to a variable. These include: 

maximum difference scaling, ranking, and rating methods (Cohen 2003).  In the pilot survey, a form 

of maximum difference scaling (Cohen 2003) was used as it appeared to be the best all-round method.  

Unfortunately, the maximum difference scaling questions in the pilot survey (see Appendix A) proved 

confusing for some of the participants and as a consequence, some surveys were either left incomplete 

or filled in incorrectly.  Due to these errors, it was decided that using a rating system to determine the 

participant’s perception of the privacy variables would be the best method to use.  Due to the number 

of variables present, a ranking system would have been too difficult/time consuming for participants 

(Rankin and Grube 1980). 

 

In addition to the new question structure, Section A of the final questionnaire (see Appendix B) also 

asked questions that not only tied in directly with the scenarios in Section B, but also with the 

voluntary demographic questions found in Section D, which was not the case in the pilot 

questionnaire.  Also, included in Section A are four questions that were first used by Professor Alan 

Westin (Kumaraguru 2005) for determining whether a person was a privacy Fundamentalist, 

Pragmatist or Unconcerned.  This information was extremely useful when it came to analysis of the 

results.    

 

4.4.2. Section B – Scenarios 

 

Section B of both the pilot and the final questionnaires (Appendences A and B respectively) asked the 

participant whether they would say ‘Yes’ or ‘No’ to a range of privacy scenarios.  The main aim of 

this section was to test whether from knowing how the participant values the privacy variables (they 

were measured in Section A of the questionnaire) it is possible to predict their stated preference in a 

range of hypothetical privacy scenarios.  The privacy scenarios give the participant information about 

the reward on offer, the type of personal information they have to give away, who the information is 

going to and how it is getting there.     
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In the final questionnaire, three different types of scenario were used, each using variables that had 

been directly measured in the previous section of the questionnaire.  This was not the case for all of 

the scenarios in the pilot questionnaire, and was one of the key differences between the two 

questionnaires.  The three types of scenario were either related to potential future ITS, general life, or 

tests of real-life privacy scenarios.  Table 4-1 shows the ten scenarios that were included in the 

European survey. 

 

Whilst this research seeks to investigate how privacy decision-making will impact future ITS, only 4 

of the 10 scenarios were based around ITS.  The rationale behind this was that whilst it is important to 

explore how the participants act when faced with a privacy scenario in the transport world it is also 

important explore whether the participants would act in a similar or different way when faced with a 

privacy scenario in general life.  As a consequence, three general scenarios where included in the 

questionnaire so that comparisons between the general and ITS scenarios could be made.  It was also 

felt that to explore a future ITS user’s likely actual behaviour that three test scenarios should be 

included in the questionnaire so that the link between stated behaviour and actual behaviour could be 

investigated. 

 

A conscious decision was also made to frame the scenarios in the same way they would be framed in 

real life, even though this could introduce differences in interpretation and some ambiguity.  The 

reasoning behind this was that as this research was looking at how future ITS users are likely act 

when faced with the privacy scenario in the real world it is important that the scenarios are framed in 

the same way.  Most of the rewards offered in real life privacy scenarios are open to ambiguity and do 

not have a definitive value.  For example, having passenger airbags will improve the safety of your 

family but it is very difficult to put a figure on the percentage increase in safety and it will not make 

the vehicle completely safe.  Also when a car owner is pitched optional safety features (potentially 

such as future ITS) the selling point will be to ‘improve safety’ but it is unlikely that the safety feature 

will be promoted by stating it will improve your families safety by ‘X’ amount. 

 

Likewise it can be argued that a lot of the risks involved in the privacy scenarios will be equally 

affected by how they are framed in the real world, so it is appropriate that this research attempts to 

frame the risks in the same way they will be presented in real life.  For example, when choosing to use 

a car park that uses ANPR for ticketing purposes or not, a driver is likely to know very little about; the 

operator of the car park (other than they are a private company/local authority), what personal 

information is actually being taken from them (it is unlikely that all users of the car park will realise 

that their car number plate is being monitored and recorded), what is being done with this information 

and (in particular whether it is being given to third parties) and also the method their data is being 

transferred.   
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In addition to the privacy scenarios, Section B of the questionnaire also contained two further 

questions.  The first tested whether making the information exchange anonymous improves the 

participant’s willingness to accept a privacy scenario.  This was done by asking a duplicate scenario, 

but this time making it so that the data exchange is anonymous.  The other question asked in Section 

B relates to the privacy fears highlighted in the literature review and simply asked the participant 

whether they would change their travel behaviour if their location at all times was made public. 

 

4.4.3. Section C – Improvements 

 

Section C of the questionnaire was designed to test whether the conclusions made in the literature 

review about the causes of privacy concerns are indeed correct.  In addition, Section C has been 

designed to highlight the most desirable privacy improvements that could be implemented to a future 

transport system. 

 

It was chosen to ask the participants about which improvements they want (each improvement links 

directly to one of the six main causes identified in the literature review).  It was decided against 

asking about the causes directly, because this has already been done in several other pieces of research 

(Bellman et al. 2004, Malhotra et al. 2004 and Smith el al. 1996). 

 

4.4.4. Section D - About You and Your Choices 

Section D was primarily designed to find out as much about the participant as possible; not only their 

demographics, but also whether their stated preferences and scenario answers actually match up to 

their actions in reality.  This is measured by asking the participant whether they currently use loyalty 

cards, shop online and whether they have or would be willing to go through airport security.  These 

actions match exactly with the three test scenarios (see Table 4-1), so a direct comparison can be 

made between the participants stated preference and their actual behaviour. 

 

Several further tests of the participant’s actual privacy behaviour were also created.  Firstly, 

answering the demographic information questions was made voluntary. Although this will limit my 

knowledge of the participant, it will validate how protective someone is of certain types of 

information.  In addition, the participant was asked for further contact details in return for the chance 

to earn £20/20€ worth of gift vouchers for filling out a follow up survey.  Although there was no 

intention to conduct any follow-up survey, this was a test to see whether the participant is willing to 

give away some personal information in return for the chance to earn a reward. 
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Table 4-1 Summary of Questionnaire Scenarios and the Variables they are Testing 
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4.5. Phase 2 -European Union Survey 

 

The main method of data collection during this research was a wide sampled quantitative survey in 

order to validate the research model.  As highlighted earlier in this chapter, the most common 

quantitative method for gaining a large sample is via self-administered questionnaires as they provide 

reliable results while remaining fairly cost/time efficient.  The main area of concern with using self-

administered questionnaires is ensuring that the sample remains unbiased by covering most socio-

economic groups.  This is a particularly valid concern for this research as the literature review 

highlighted that it was likely that a future ITS user’s demographic and cultural background was likely 

to impact their privacy behaviour.  It was therefore of the utmost importance that the questionnaire 

was distributed to a full range of the cultural and social groups present within the European Union.  

Ideally a worldwide sample would have been used as it would have been more diverse than just a 

European one.  However, this research was funded by the NEARCTIS project (NEARCTIS 2012) 

which in turn received funding under the seventh Research Framework Programme of the European 

Commission (European Commission 2012) which meant the sample was limited to the European 

Union only.  This section of the report describes how the European sample was derived and then goes 

into more detail about the exact methodologies and sample demographics achieved in the four 

regional surveys. 

 

4.5.1. European Sample – Hofstede’s Cultural Dimensions 

 

To ensure that the privacy views of the full range of cultures present in the European Union are 

measured, four separate countries were surveyed.  These countries represent the four extreme national 

cultural corners of Europe.  National cultures can be described according to the analysis of Geert 

Hofstede, who breaks them into four independent and measureable dimensions.  As discussed in 

section 3.4.2, these dimensions consist of Power Distance, Individualism, Masculinity and 

Uncertainty Avoidance (Hofstede 2001).   

 

For each country in the European Union, Hofstede has measured the cultural dimensions.  To identify 

the four cultural corners in Europe that will form the countries in which the European questionnaire 

will be distributed, the four countries whose cultural dimension score covered the biggest range were 

found.  Table 4-2 shows the calculations that were carried out to find the four most cultural diverse 

countries within Europe.  For practicalities sake, only countries which had either a full or associated 

partner of the NEARCTIS research group (NEARCTIS 2012) were considered as the funding for this 

research was contingent on being conducted in conjunction with more than one of the NEARCTIS 

partner institutes.
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Table 4-2 European Country Selection – Hofstede’s Cultural Dimensions 
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Diversity* 

Austria  Greece  Sweden  UK 11 60 31 35 55 35 71 89 79 57 5 66 70 112 29 35 11 60 35 89 5 79 29 112 16251732 

Austria  Greece  Norway  UK 11 60 31 35 55 35 69 89 79 57 8 66 70 112 50 35 11 60 35 89 8 79 35 112 14465682 

Austria  Greece  Netherlands  UK 11 60 38 35 55 35 80 89 79 57 14 66 70 112 53 35 11 60 35 89 14 79 35 112 13243230 

Denmark  Greece  Portugal  UK 18 60 63 35 74 35 27 89 16 57 31 66 23 112 104 35 18 63 27 89 16 66 23 112 12415500 

Denmark  Greece  Sweden  UK 18 60 31 35 74 35 71 89 16 57 5 66 23 112 29 35 18 60 35 89 5 66 23 112 12312972 

Austria  Greece  Portugal  UK 11 60 63 35 55 35 27 89 79 57 31 66 70 112 104 35 11 63 27 89 31 79 35 112 11915904 

Denmark  Greece  Norway  UK 18 60 31 35 74 35 69 89 16 57 8 66 23 112 50 35 18 60 35 89 8 66 23 112 11707416 

Denmark  Greece  Turkey  UK 18 60 66 35 74 35 37 89 16 57 45 66 23 112 85 35 18 66 35 89 16 66 23 112 11534400 

Denmark  Greece  Italy  UK 18 60 50 35 74 35 76 89 16 57 70 66 23 112 75 35 18 60 35 89 16 70 23 112 10900008 

Denmark  Greece  Switzerland  UK 18 60 34 35 74 35 68 89 16 57 70 66 23 112 58 35 18 60 35 89 16 70 23 112 10900008 

Denmark  Greece  Ireland  UK 18 60 28 35 74 35 70 89 16 57 68 66 23 112 35 35 18 60 35 89 16 68 23 112 10496304 

Denmark  Greece  Netherlands  UK 18 60 38 35 74 35 80 89 16 57 14 66 23 112 53 35 18 60 35 89 14 66 23 112 10496304 

France  Greece  Sweden  UK 68 60 31 35 71 35 71 89 43 57 5 66 86 112 29 35 31 68 35 89 5 66 29 112 10115874 

Denmark  Greece  Spain  UK 18 60 57 35 74 35 51 89 16 57 42 66 23 112 86 35 18 60 35 89 16 66 23 112 10092600 

*The diversity score was calculated by multiplying the max country score minus the min country for each dimension by one another 
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Table 4-3 shows the cultural dimensions of the four countries that were chosen to represent the 

cultural corners of Europe; UK, Greece, Netherlands and Austria.  It is evident from the table that this 

sample comprises of at least one country that scores both high and low in every category.  This should 

aid the analysis of how culture impacts on people’s privacy decision-making. 

   

Table 4-3 Hofstede’s Cultural Dimensions for Selected Countries 

Country 

Uncertainty 

Avoidance Individualism Masculinity 

Power 

Distance 

UK 35 89 66 35 

Greece 112 35 57 60 

Netherlands 53 80 14 38 

Austria 70 55 79 11 

 

4.5.2. UK Survey 

 

The survey sample in the UK was derived by using UK 2001 census data (at the time of the sample 

being created, data from the most recent census conducted in 2011 was not available), to identify a 

region that closely resembles that typical demographic makeup of the country as a whole.  A random 

sample of the whole of that region will closely reflect that of the wider population.  The region that 

best matched the overall national average profile for education levels, distance travelled to work, 

employment status, mode of travel to work, ethnicity and social grade was found to be the 

Metropolitan District of Sefton.  This region was identified by seeing which region was within the 

closest number of standard deviations to the national average for each of demographic factors 

mentioned above.  Table 4-4 shows how this region compares to the whole of the country. 

 

In the UK, two electoral registers are created for each district; a full register (containing the names 

and addresses of all eligible voters) and an edited register containing the names and addresses of all 

those who do not specifically ‘opt-out’ of being included. While the full register remains with the 

local authority, the edited register is available to purchase by companies. Half of the surveys sent out 

were sent to people selected randomly from the edited electoral register for Sefton, but as those people 

who have opted out of being on the edited register are likely to have different privacy views from 

those who have not opted out of the register, the remainder of the questionnaires were sent to 

addresses that did not appear on the electoral register (addressed simply to the ‘homeowner’ as their 

name was unknown).  
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Table 4-4 Demographics of Sefton Compared to England and Wales 

England 
and Wales 

Metropolitan 
District of Sefton 

Education Level 

No Qualifications 29.1% 31.0% 

Levels 1-3 44.2% 45.4% 

Levels 4-5 19.8% 16.7% 

Distance Travelled to 
Work 

0-5km 49.0% 47.0% 

5-20km 33.5% 35.6% 

20km + 12.6% 12.8% 

Employment Status 
Employed 60.6% 55.7% 

Retired 13.6% 16.8% 

Mode of Travel to 
Work 

Private Vehicle 56.3% 56.7% 

Walk/Cycle 12.8% 12.4% 

Ethnicity White British 84.5% 96.7% 

Social Grade 

AB 22.0% 20.9% 

C1 29.7% 30.7% 

C2 15.1% 13.6% 

D 17.2% 16.3% 
 

2,000 paper-based questionnaires (see Appendix B) were sent out to the random sample in July 2011 

(1,000 to addresses not on the edited electoral register). Along with the questionnaire, a ‘free post’ 

return envelope was also attached.  Three weeks after the questionnaires were initially sent out, a 

reminder/thank you postcard was sent to boost the response rate.  Respondents were also given the 

option to fill in the questionnaire online instead of paper, if they preferred.  In total 196 completed 

questionnaires were received back, which gave an overall response rate of 9.8%. 100 of those 

received back were from questionnaires addressed to people on the edited electoral register, meaning 

that the remaining 96 were not on the electoral register.  

 

Table 4-5 shows how the demographic make-up of the responders to the mail survey compared to the 

demographic make-ups of Sefton and England.  It becomes apparent from this table that responses 

were received from each socio-economic group, although not in the proportion that was expected.  

The actual sample contained proportionally more people over 55, retired and with a high education 

level than in either the Sefton or England.  Although this is not ideal, no socio-economic group has 

been completely missed (and employed 20-40 year olds are notoriously bad at responding to postal 

questionnaires).   
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Table 4-5 Demographic Make-Up of the UK Mail Survey 

England Census 

Results 2001 

Sefton Census 

Results 2001 

UK Mail Survey 

Results Aug 2011 

Gender 
Male 48.7% 47.2% 50.5% 

Female 51.3% 52.8% 49.5% 

Age 

16-25 15.2% 13.2% 6.7% 

26-35 18.5% 15.2% 6.7% 

36-45 18.3% 18.5% 14.0% 

46-55 16.4% 16.6% 20.7% 

56-65 12.9% 14.3% 25.7% 

66-75 9.3% 11.4% 16.8% 

75+ 9.4% 10.9% 8.9% 

Ethnicity White British 84.5% 96.7% 90.9% 

Education Level 

None 29.1% 31.0% 13.0% 

Level 1-3 44.2% 45.4% 47.8% 

Level 4+ 26.7% 23.7% 39.1% 

Employment Status 

Employed 74.3% 69.8% 47.3% 

Student 4.8% 4.5% 4.8% 

Retired 8.9% 11.4% 30.3% 

Unemployed 2.2% 2.7% 5.3% 

Other 9.8% 11.7% 12.2% 

Marital Status 

Single 49.1% 47.1% 25.0% 

Married 36.9% 37.3% 60.6% 

Divorced 7.0% 7.0% 13.3% 

Widowed 7.0% 8.6% 1.1% 

 

 

To address this imbalance in the survey sample, a web-based survey was used to sample an extra 69 

employed 18-50 year olds.  These participants were targeted by getting a private company with a wide 

range of socio-economic levels represented within their staff to ask their employees to fill in the web-

based version of the European survey.  Whilst it was highlighted earlier that using technology to 

survey participants about whether privacy concerns would prevent them from using a future 

technology was not ideal.  It was decided that it was better to further collect the views of the 

demographic groups that were lightly covered by the paper version of the questionnaire and accept 

that some of the extreme views could potentially have been missed, in order to prevent some 

demographic groups from being under represented, which would make analysis of the demographic 

influencing factors less accurate.  A demographic breakdown of the complete UK sample of 265 

participants can be seen in Table 4-5. 
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4.5.3. Greek Survey 

 

A different strategy was used for distributing the self-administered questionnaire in Greece.  The main 

reason behind this was that postal distribution proved to be impractical, due to difficulties over 

obtaining an up-to-date, unbiased mailing list.  On top of this, the response rate of a small pilot of 

hand-posted questionnaires was very poor at 2.5%.  Therefore, it was decided that the best approach 

was to conduct a random web-based questionnaire, followed up by manually distributing a paper 

version of the questionnaire to targeted socio-economic groups that were not appropriately covered by 

the web-based questionnaire. 

 

In October 2011, the survey was first translated into Greek (see Appendix C), with particular care 

being taken to ensure that the meaning of the questions was exactly the same in both English and 

Greek before it was distributed via email to several different email lists. (Only one difference was 

noticed was that the term ‘ethnicity’ does not exist in Greek, so when participants answered questions 

about their ethnicity, they answered with their nationality which is slightly different).  These 

distribution lists included the staff and students of the Technical University of Crete, The Hellenic 

Institute of Transport and ITS-Hellas.  Participants were also asked to forward the questionnaire to 

their friends and family.  

 

The web-based questionnaire received 118 responses, mainly from students and employed males.  To 

improve this sample, a paper version was manually distributed to random members of the public in 

various locations around Chania, Crete.  In order to ensure that all social-economic groups were 

covered, no location was visited more than once, and on each occasion, slightly different groups of 

people were targeted.  To ensure that the questionnaire remained self-administered, the participants 

were not given any help or assistance with filling out the questionnaire, to ensure that this was 

consistent with all of the other surveys that have been conducted to date.  The distribution lists that the 

first emails were sent to (before they were forwarded on) would ideally have been more detatched 

from the ITS field so that any potential for the samples involvement in the field of ITS impacting the 

results could be eliminated.  Unfortunately, it proved very difficult to source a more neutral list and 

whilst there is some potential for the initial distribution list to influence the results of the survey the 

majority of the Greek sample (all of the paper responses) where likely to have no direct link to the 

field of ITS.    This ensured that fair comparisons of each countries results could be made. 
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In total, 130 paper versions of the Greek questionnaire were completed, meaning that the total Greek 

response was 248.  The demographic make-up of the Greek responses can be seen in Table 4-6.  It is 

clear from this table that virtually all of the socio-economic groups are well covered.  However, some 

of the groups are underrepresented; people aged over 66, people who earn over €60,000 and the 

unemployed.  This is not ideal, but fortunately the UK sample covered all of these areas well so 

through analysis about the impact these factors have on people’s privacy decision-making can still be 

conducted. 

 

4.5.4. Dutch Survey 

 

In February 2012, the Greek survey strategy was also used to distribute the survey in the Netherlands.  

Again, the main reason behind this was that postal distribution proved to be impractical, because of 

difficulties in obtaining an up-to-date, unbiased mailing list.  The survey was first translated into 

Dutch (see Appendix D) and both a paper and web-based version of the questionnaire was produced.   

The web-based questionnaire was then distributed through contacts at the University of Delft and a 

variety of Netherlands-based private companies. The distribution list comprised of a mix of people 

who had direct links with the transportation field and some that did not. This approach received 147 

responses, mainly from students and employed males.   

 

To improve this sample, a paper version of the questionnaire was manually distributed to random 

members of the public in various locations around Delft, The Hague and Rotterdam.  In order to 

ensure that all social-economic groups were covered, no location was visited more than once, and on 

each occasion, slightly different groups of people were targeted.  To ensure that the questionnaire 

remained self-administered, the participants were not given any help or assistance with filling out the 

questionnaire, to ensure that this was consistent with all of the other surveys that have been conducted 

to date.  

 

Unfortunately, due to extreme cold weather at the time of the survey, it proved fairly difficult to find 

people willing to participate in the survey.  Only a total of 76 completed the survey by this method, 

meaning that the total Dutch response was 223. Of the four different countries sampled, the Dutch 

sample relied most heavily on the web-based version of the survey which meant that is the most 

susceptible sample to missing the views of people who were too worried about privacy concerns 

associated to disclose information over the internet. The demographic make-up of the Dutch 

responses can be seen in Table 4-6.  It is clear from this table that virtually all of the socio-economic 

groups are covered.  However, due to the difficulties faced with the targeted paper survey, the web-

based sample which was a predominately male sample had a larger than ideal impact on the total 

Dutch sample and as a consequence, the total sample had a slight male dominance.  
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4.5.5. Austrian Survey 

 

The Austrian survey was conducted in May 2012 using a similar strategy to that used in Greece and 

the Netherlands.  The questionnaire was first translated into German, but unlike the Greek and Dutch 

questionnaires, no paper version of the questionnaire was created. Instead, only a web-based version 

was created, screenshots of which can be seen in Appendix E.  Like the Dutch and Greek surveys, the 

first step was to distribute the web-based survey via email to several contacts through Technical 

University of Graz and several Austrian companies.  This resulted in 122 responses, mainly from 

students and employed males. 

 

To collect more responses and to balance the sample, several tablet devices were used to target 

random members of the public in various locations around Graz (in a similar way that paper versions 

of the questionnaire was used in the other countries).  A tablet device was used instead of a paper 

version of the questionnaire as it was not only more efficient, but had been proven in the past to create 

better response rates, as for many of the participants it is the first time they had experienced tablet 

technologies (Rechter and Fellendorf 2012).  To ensure that the questionnaire still remained self-

administered, the participants were given a small amount of tuition on how to use the touchscreen 

devices before being left alone to complete the questionnaires unaided.  One potential issue with using 

the tablet device was that technology was being used to survey views on technology but it was felt 

that the benefits of using the tablet devices outweighed the slight potential for bias.  In total, 135 

participants completed the survey via the tablet device, resulting in a total Austrian sample size of 

257.  The demographic make-up of the Austrian responses can be seen in Table 4-6.  Like the surveys 

completed in the other countries, virtually all of the socio-economic groups are well covered.   

 

4.5.6. Sample Summary   

In total, 993 useful responses were received from the European survey.  The Greek, Dutch and 

Austrian surveys effectively all used the same distribution strategies (web-based survey followed by 

targeted in-person questionnaires).  This resulted in the samples in all three of these countries having a 

slight male bias as the initial web-based was distributed mainly through contacts in technical 

industries/universities where males significantly outnumber females.  Additionally, because a 

significant proportion of the participants were either university students or staff, these samples include 

more students and highly educated people than an average cross-section of the country as a whole but 

in every country a views were received from the full cross-section of the public.   
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Table 4-6 Demographic Make-Up of the European Survey 

UK Survey 

(N=265) 

Greek 

Survey 

(N=248) 

Dutch 

Survey 

(N=223) 

Austrian 

Survey 

(N=257) 

Sample 

Total 

(N=993) 

Gender 

Male 49.4% 53.2% 57.4% 51.4% 52.7% 

Female 49.4% 43.5% 39.9% 45.1% 44.7% 

Declined to Answer 1.1% 3.2% 2.7% 3.5% 2.6% 

Age 

16-25 10.2% 22.6% 15.7% 23.7% 18.0% 

26-35 12.8% 33.1% 23.3% 28.0% 24.2% 

36-45 18.1% 16.1% 13.9% 14.8% 15.8% 

46-55 15.5% 14.1% 15.7% 13.2% 14.6% 

56-65 18.1% 5.6% 12.1% 5.4% 10.4% 

66-75 13.6% 1.2% 10.8% 3.5% 7.3% 

75 Plus 6.0% 0.0% 2.7% 0.8% 2.4% 

Declined to Answer 5.7% 7.3% 5.8% 10.5% 7.4% 

Employment 

Student 6.4% 28.2% 17.5% 26.5% 19.5% 

Employed 49.4% 46.4% 46.6% 48.6% 47.8% 

Retired 23.0% 7.3% 17.9% 7.8% 14.0% 

Unemployed 5.7% 2.4% 3.1% 1.9% 3.3% 

Other 13.6% 12.1% 12.1% 12.1% 12.5% 

Declined to Answer 1.9% 3.6% 2.7% 3.1% 2.8% 

Household 

Income 

Less than €20,000 29.4% 47.6% 37.2% 38.1% 38.0% 

€20,000-€39,999 32.5% 23.8% 26.9% 24.5% 27.0% 

€40,000-€59,999 12.8% 8.9% 14.3% 10.9% 11.7% 

€60,000-€79,999 8.3% 2.0% 4.0% 3.9% 4.6% 

More than €80,000 4.5% 1.6% 3.1% 2.7% 3.0% 

Declined to Answer 12.5% 16.1% 14.3% 19.8% 15.7% 

Ethnicity 

Majority 86.4% 86.3% 84.3% 82.1% 84.8% 

Minority 7.5% 4.4% 10.3% 7.0% 7.3% 

Declined to Answer 6.0% 9.3% 5.4% 10.9% 8.0% 

Education Level 

None 12.1% 8.9% 12.1% 7.8% 10.2% 

Compulsory School 27.2% 3.2% 15.2% 7.4% 13.4% 

Non-Compulsory 

School 
15.1% 23.8% 18.4% 31.5% 22.3% 

Undergraduate 17.7% 34.7% 24.7% 26.1% 25.7% 

Postgraduate 24.5% 24.6% 25.1% 21.8% 24.0% 

Declined to Answer 3.4% 4.8% 4.5% 5.4% 4.5% 
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This is clear to see when compared to the UK sample which used a different sampling technique.  The 

majority of the participants in the UK survey were contacted by post, which allowed it to have a more 

even male/female split and was less dominated by students and highly educated people.  The UK 

sample did, however, under-represent 20-40 year employed people and over-represent retired and 

unemployed people.  However, the total European sample provides a representative sample of the four 

different countries, which will enable fair conclusions to be made about the impact of culture on 

privacy decision-making within the transport field. 

 

4.6. Summary 

 

The method of data collection used to collect the quantitative data required to test the research model 

and to achieve the aims and objective of this research was a self-administered questionnaire that was 

distributed in four culturally diverse European countries via a multi-modal method.  This 

questionnaire sought to investigate the participants’ perceptions of the privacy variables before testing 

how the participants would act in a variety of privacy scenarios that were created out of the privacy 

variables the participant was questioned about earlier in the questionnaire.  A total of 993 useful 

responses were received and the total European sample sufficiently covered all of the socio-economic 

groups so that the impact on future ITS users’ privacy decision-making could be accurately measured 

using the appropriate statistical methods.   
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5. Concerns 

5.1. Introduction 

 

This Chapter will start to examine the research model developed in Chapter 3 and, in particular, it will 

explore the participants’ level of privacy concern and their perceptions of the four privacy variables; 

the reward on offer, the sensitivity of the data required, the level of trust in the data holder and the 

level of trust in the transfer method.  Chapters 2 and 3 highlighted that it is likely that a future ITS 

user’s level of concern will play a role in whether they act in a privacy preserving manner or not. 

Previous research also suggests that a person’s demographics would be heavily linked to their level of 

concern (Phelps et al. 2000 and Wallis 2007).  This chapter will explore the extent to which the level 

of concern varies across the European survey sample and whether their demographic background 

influences these levels in the way that is expected; increase with age, be higher in females, be higher 

in ethnic minorities, vary from country to country, increase with education and income levels.  This 

chapter will then move on to explore how the perceptions of the four ITS privacy variables 

(highlighted in Chapters 2 and 3) vary not only with the survey participant’s demographics, but also 

with their expressed level of privacy concern.   

 

5.2. Levels of Concerns 

 

Section A of the European survey included four questions that Westin had previously used to classify 

a participant’s level of privacy concern (Kumarguru 2005).  The participants were asked to give a 

score between 0 (do not agree at all) and 10 (fully agree) for the following four statements: 

 

1. You are concerned about threats to your privacy today 

2. Organisations seek excessive amounts of information from consumers 

3. Federal governments invade citizens’ privacy 

4. You have lost control over the circulation of your personal information 

 

Figure 5-1 shows a histogram of the total privacy index score out of 40 for the complete European 

sample.  Except for a small proportion of the sample scoring either 10 or 0 for every statement, the 

histogram shows the privacy concern totals have a negatively skewed normal distribution with a mean 

score of 27 out of 40.  This result is slightly surprising as it was expected that three distinct groups 

would be clearer; the Fundamentalists, the Unconcerned and the Pragmatics.  Instead, approximately 

95% of the European survey sample has given non-extreme answers, which would suggest that they 

would fall within the pragmatic category.     
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Figure 5-1 Histogram Showing the European Samples Privacy Index Scores out of 40 

 
 
 

If the survey participants are broken into four segments according to their total privacy index 

percentile, several demographic trends become apparent.  Table 5-1 shows the demographic make-up 

of each of the four percentile segments.  According to the demographic breakdowns, the participant’s 

country had a large influence on their level of privacy concern. This can be seen clearly from Figure 

5-2, which shows the observed minus expected number of participants in each segment from each of 

the different countries.  Participants in the United Kingdom and the Netherlands appear to be more 

concerned about privacy as they have a greater than expected number of participants; the opposite is 

true for Austria and Greece.  This supports previous research that suggests a person’s cultural 

background will have a large influence on their attitude towards personal privacy.  It is unlikely that 

these differences in concern level could have been caused by differences in the distribution methods 

used in each country.  The reason behind this is that the Dutch and UK surveys had the highest and 

lowest use of a web-based distribution method yet they exhibit fairly similar concern levels which 

would not be expect in the distribution method had a direct link to the concern levels expressed. 
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A point to note is that the United Kingdom and the Netherlands have the highest scores for the 

individualism dimension; 89 and 80 respectively.  These results therefore go against the predicted 

outcome (that countries with high individualism will be less concerned about privacy (Maynard and 

Taylor 1996 and IBM 1999)) but supports the findings of work conducted Millberg, Smith and Burke 

(2000) which showed that privacy concern increased with the individualism dimension. 

 

Figure 5-2 Percentage of Observed Participants Minus Percentage of Expected Participants in each 

Privacy Concern Quartile Split by Country 

 

Table 5-1 also shows that in addition to their cultural background, a participant’s gender and income 

level seemed to be directly linked to the level of privacy concerns.  The percentage of females in each 

segment steadily increased as the level of concern increased.  The number of high-income participants 

present in each segment increased as the mean concern level of the segment also increased.  From the 

analysis of the concern segments, no clear trends can be seen for the influence of age, education level, 

whether the participant was in the ethnic minority or whether they have previously experienced an 

invasion of their privacy have on the participant’s level of concern. 
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Table 5-1 Demographic Breakdown of the Level of Privacy Concern Quartiles 

Percentile 

Age  

(Over 54) 

Gender 

(Female) 

Education 

(University 

Level) 

Wage (Under 

£/€20000) 

Wage (Over 

£/€60000) 

UK 

(Yes) 

ND 

(Yes) 

GR 

(Yes) 

AT 

(Yes) 

Minority 

(Yes) 

Privacy 

Invasion (Yes) 

0-25%       

(N = 238) 
25.1 44.1 50.0 50.7 6.5 21.0 18.9 33.6 26.5 5.9 33.5 

25-50%     

(N = 256) 
32.2 44.3 58.2 44.7 9.7 25.8 22.7 23.8 27.7 8.6 32.7 

50-75%     

(N = 238) 
26.1 47.0 50.8 42.6 9.7 24.4 23.5 26.1 26.1 6.3 30.5 

75-100%   

(N = 254) 
30.4 48.0 48.6 42.9 10.5 33.1 25.2 17.7 24.0 7.2 34.8 

 

Table 5-2 Chi Squared Test for Independence for the Influence of Demographics on Privacy Concern Levels  

Variable p Significant? 

Age 0.015 Yes 

Gender 0.196 No 

Education 0.052 Borderline 

Income 0.215 No 

Country 0.001 Yes 

Minority 0.010 Yes 

Experience 0.185 No 
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In order to identify and assess the trends across the sample, it is necessary to perform a statistical test 

which is suitable for examining categorical data, and a Chi Squared test for independence was judged 

the most appropriate method.  The test requires a large sample size to ensure validity and with close to 

1000 participants, this method is particularly appropriate (Greenwood and Nikulin 1996).  Table 5-2 

shows the results of a Chi Squared test for independence conducted on all of the demographic 

variables to determine if it identified any trends with the level of privacy concerns.   

 

A Pearson Chi Square (p) value less than 0.05 indicates the existence of a significant relationship; if it 

is larger than this there is none.  One negative aspect of the Chi Squared test is that it will only 

identify where a trend exists but it will not give any reasons as to the type of relationship or why the 

relationships exist.  Table 5-2 shows that significant trends exist between a participant’s age, country 

and whether they are in the ethnic minority and their level of privacy concern.  This is contrary to the 

earlier cluster analysis which showed that an individual’s age has no bearing on their level of concern. 

The most likely rationale behind the disconnect between the analysis of the concern segments and the 

Chi Squared test results is that the Chi Squared test considered all of the various age groups whereas 

the analysis of the concern segments only looked only at how many participants were aged 55 or over.  

This suggests that age categories need to be explored in more detail.  

 

Figure 5-3 Percentage of Observed Participants Minus Percentage of Expected Participants in each 

Privacy Concern Quartile Split by Age Category 
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Figure 5-3 shows that whilst it is clear that some age categories are more likely to fall into specific 

concern segments than others, especially for the middle concern percentiles, no clear trends regarding 

the impact of age on the level of concern emerge.  If, however, only the two extreme concern 

segments are taken into account, the results suggest that the level of concern significantly increases 

with age, which supports the findings of previous research (Fox et al. 2000, Phelps et al. 2000 and 

Wallis 2007). 

 

Another factor that needs to be considered when analysing the results is the fact that it is possible that 

the impact of the participant’s country (or another variable) is so dominant that it may disguise the 

individual impact of some of the other demographic influences such as gender, education etc.   

 

The figures within Appendix F show the impact of the different variables by country and show how 

they appear to have a different impact in each country.  For example, when split by country: gender is 

not important in the United Kingdom and Greece, but in the Netherlands women are more concerned 

than men. The opposite is true in Austria.  It is also shown that minorities are less concerned in the 

United Kingdom, but more concerned in the Netherlands and Austria.  The impact of household 

income is mixed in all the countries, except the United Kingdom where people with a low household 

income had a lower level of privacy concern.  The effect of education level is interesting as it shows 

that highly educated people have a greater than expected number of participants in the middle two 

percentiles but not the two extreme clusters which could mean that they could be considered as 

Pragmatists.  Even when split by country, no real trends emerged for the impact of age on the 

participants’ levels of concern. 

 

In order to model the impact of the demographic variables and their various two-way interactions, a 

backwards stepwise logistic regression was used to predict whether a participant was likely to be in 

the two highest concern clusters by using their demographic data and all of the two-way interactions 

between the demographics. Table 5-3 shows the output from the model.  The model had a Cox and 

Snell R2 value of 0.298 and a Nagelkerke R2 value of 0.399 which indicates that participants’ 

demographics and their two-way interactions account for between 30-40% of the variance in the 

participants’ level of concern.  The model improves the likelihood of identifying somebody who is in 

the top two privacy concern segments from 54.6% (by simply predicting that everyone is in the top 

two concern clusters) to 71.7% an improvement in accuracy of 17.1%. 
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The results of the European survey have shown that a person’s demographics will significantly impact 

their level of privacy concerns. They also suggest that a person’s age, cultural background and 

whether they are in the ethnic minority or not are particularly important.  It has also been shown that it 

is important to consider the demographic two-way interactions, for example, it was shown that the in 

the Netherlands females are more concerned about privacy than men, whereas in Austria the opposite 

was true.  However, if only the impact of gender across the whole European sample is considered then 

no trend is discovered, as the effects in each country cancel each other.  In general, however, the 

results of the European survey have supported much of the previous research that has looked into the 

influencing factors of a person’s level of privacy concern, therefore it is fair to say that the evidence 

supports the first hypothesis in the research model.   

 

H1: A user’s level of privacy concern will be impacted by their demographics such as their age, 

gender and cultural background.  – SUPPORTED 

 

Table 5-3 Variables in Binary Logistic Model of High Privacy Concern  

 

Variable Wald df Sig. 

Country 22.619 3 .000 

Education 39.683 4 .000 

Gender 40.018 1 .000 

Wage 45.559 4 .000 

Minority 19.058 1 .000 

Minority * Wage 31.201 4 .000 

Country * Minority 6.792 3 .079 

 Age * Minority 37.720 5 .000 

 Experience * Wage 8.765 4 .067 

 Gender * Experience 7.701 1 .006 

 Education * Experience 10.647 4 .031 

 Gender * Wage 53.383 4 .000 

 Education * Wage 73.040 16 .000 

 Country * Wage 23.851 12 .021 

 Age * Wage 62.894 20 .000 

 Country * Gender 9.409 3 .024 

 Age * Gender 10.211 5 .069 

 Country * Education 20.137 12 .065 

 Age * Education 55.071 20 .000 
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5.3. Perceptions of Privacy Variables 

 

Unlike other previous research, the European survey sought to gather perceptions on the four privacy 

variables that could be present in a future ITS. Part B of the European survey asked the participant to 

grade on a scale of 0 to 10 how valuable, safe, and sensitive various different rewards, data holders, 

transfer methods and information types were. 

 

5.3.1. The Reward 

 

The rewards that the participants of the survey were asked to consider were; improved safety, a cost 

saving, a time saving, an increase in their enjoyment, a reduction in their carbon emissions and an 

improvement in their social image.  Figure 5-4 shows a histogram of the mean perception of the value 

of all the rewards.  This graph shows that the participant’s mean perception of the rewards on offer is 

distributed normally around a mean score of 6.3. 

 

Figure 5-5 shows a breakdown of the perceptions of the different rewards. This shows that there is a 

clear hierarchy in the perceived value in the various rewards with improvements in safety being 

valued the most by the participants and improvements in their social image being the least valued.  It 

also shows that the variance in the responses to the rewards with the lowest median value is higher 

than those with a high median response.   

 

Figure 5-4 Reward Histogram 
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Appendix G contains histograms that show the distribution of the perceptions of each individual 

reward.  They show that for the three most valuable rewards; improved safety, a cost saving and a 

time saving the distribution is a skewed normal distribution around the score 10.  The opposite is true 

for the least valuable reward – an improvement in social image – whose distribution is a skewed 

normal distribution around the score 0.  However, the distributions for the perceived value of an 

improvement to a person’s enjoyment and a reduction in carbon emissions are not distributed 

normally but are virtual level across all of the scores.  This shows that there is no general consensus 

on how valuable these rewards are and people are just as likely to find them really valuable as they are 

to find them worthless.  This could have a significant impact on future ITS that offer either improved 

enjoyment or a reduction in carbon emission as the reward for using their systems, as some people 

will see incredible value in such a reward while others will find no value at all.  

 

Figure 5-5 Value of Different Types of Reward 
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Like the level of privacy concern, it was predicted that a participant’s demographic background would 

significantly influence their perception of the value of the rewards offered by a new ITS.  Table 5-3 

shows the demographic background of the four reward quartiles.  Table 5-4 shows the results of a Chi 

Squared test of independence on the impact someone’s demographic background has on the value 

they hold in various rewards.  The results of the Chi Squared test indicate that a person’s age, 

education level and culture background all play significant roles in shaping a person’s perception of 

the value of a reward. 

 

By looking at the breakdown of the reward percentiles, it becomes clear that for the European survey 

sample, the over 55s place more value on the rewards on offer, that the highly educated place less 

value on the rewards on offer, and that citizens of the United Kingdom and Greece find the rewards 

more valuable than citizens in Austria (there is no clear trend for citizens of the Netherlands).  It 

should also be noted that while the Chi Squared test ruled it insignificant, the demographic breakdown 

of the reward quartiles showed that females place higher value on the rewards on offer, and people 

who have previously experienced privacy invasions found the rewards less valuable than those who 

have not experienced a privacy invasion.  These results support the hypothesis that a person’s 

demographic background will influence their perception of the value of the reward a future ITS is 

offering.  

 

H2a: A user’s perception of the reward on offer will be impacted by their demographics such as their  

age, gender and cultural background. – SUPPORTED 

 

5.3.2. Data Sensitivity 

 

The types of information that the participants of the survey were asked to consider were their bank 

details, embarrassing secrets, medical record, income details, purchase history, location history, 

driving behaviour data, nationality, musical preferences and local weather conditions.  Figure 5-6 

shows a histogram of the mean perception of the sensitivity of all the data types.  This histogram 

shows that the participants mean perception of the sensitivity of the data is distributed normally 

around a mean score of 5.8. 
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Table 5-4 Demographic and Privacy Concern Breakdown of the Reward Perception Quartiles  

Percentile 

Age  

(Over 54) 

Gender 

(Female) 

Education 

(University 

Level) 

Wage (Under 

£/€20000) 

Wage (Over 

£/€60000) 

UK 

(Yes) 

ND 

(Yes) 

GR 

(Yes) 

AT 

(Yes) 

Minority 

(Yes) 

Privacy 

Invasion (Yes) 

Concern 

Cluster (75%) 

0-25%         

(N = 260) 

21.9 37.5 54.1 47.8 8.3 23.5 20.0 17.7 38.8 8.5 35.5 23.8 

25-50%       

(N = 243) 

30.3 48.5 56.5 40.0 9.7 23.9 23.9 19.3 32.9 6.2 39.4 25.9 

50-75%       

(N = 245) 

29.3 44.6 55.8 41.1 8.7 25.3 24.9 27.3 22.4 6.5 28.3 24.1 

75-100%     

(N = 238) 

32.3 53.4 41.3 51.5 9.9 32.4 21.8 37.0 8.8 7.6 28.2 29.4 

 

 

Table 5-5 Chi Squared Test for Independence for the Influence of Demographics and Privacy Concern on the Reward Perception  

Variable p Significant? 

Age <0.0001 Yes 

Gender 0.170 No 

Education 0.014 Yes 

Income .0531 No 

Country <0.0001 Yes 

Minority 0.069 No 

Experience 0.440 No 

Privacy Index <0.0001 Yes 
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Figure 5-6 Information Sensitivity Histogram 

 

 

 

Figure 5-7 shows the distribution of the values attributed to the different data types.  This shows that 

there is a clear hierarchy in the perceived sensitivity of different types of personal information that 

could be required by future ITS.  The most sensitive information includes information about 

participants’ bank details and secrets, whereas the least sensitive personal information includes 

information about the participants’ musical preferences and local weather conditions. This supports 

the findings of Rose J, Rehse O and B Rӧber (2012).  It should be noted that the two data types that 

are likely to be most sought after by future ITS – location history and driving behaviour – have a 

middle-level median value.  Figure 5-7 and the graphs in Appendix H, show that in a similar way to 

the value of enjoyment and helping the environment, the sensitivity of the participants’ location and 

driving behaviour data have a flat distribution.  This indicates that whilst some people would be very 

reluctant to disclose this information, others would have no problem at all.  The flat distribution also 

suggests that future ITS users will find it hard to calculate how sensitive this information is and that 

no general consensus has been formed, unlike for all of the other information types where the 

distributions were all normally distributed and skewed towards either 0 or 10.  
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A lack of knowledge from the participants as to how and why information about their driving 

behaviour, purchase and location histories will be used could contribute to the large variance in the 

perceptions of how sensitive this information is.  This is something that future research could explore 

further and in particular whether educating future ITS users about how their personal information will 

be used will impact the perception they have on the sensitivity of a particular data type.  

 

Figure 5-7 Sensitivity of Information Types 

 
 

Table 5-6 shows the demographic background of the four data sensitivity quartiles and Table 5-7 

shows the results of a Chi Squared test of independence for the impact demographics have on how 

sensitive the participants found their personal information to be.  The results of the Chi Squared test 

suggest that only a person’s age and culture background have a significant influence; both variables 

have already been significant in influencing the participants’ level of concern and perception of 

reward value. 
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Table 5-6 Demographic and Privacy Concern Breakdown of the Data Sensitivity Perception Quartiles  

 

 

Table 5-7 Chi Squared Test for Independence for the Influence of Demographics and Privacy Concern on the Perception of Data Sensitivity 

 

Variable p Significant? 

Age 0.006 Yes 

Gender .180 No 

Education .260 No 

Income .544 No 

Country 0.009 Yes 

Minority 0.569 No 

Experience 0.225 No 

Privacy Index <0.0001 Yes 

Percentile 

Age  

(Over 

54) 

Gender 

(Female) 

Education 

(University 

Level) 

Wage (Under 

£/€20000) 

Wage (Over 

£/€60000) 

UK 

(Yes) 

ND 

(Yes) 

GR 

(Yes) 

AT 

(Yes) 

Minority 

(Yes) 

Privacy 

Invasion (Yes) 

Concern 

Cluster (75%) 

0-25%            

(N = 246) 

34.2 43.1 51.9 43.2 11.8 39.8 22.0 17.5 20.7 7.3 22.8 28.5 

25-50%          

(N = 253) 

25.9 43.4 50.0 44.8 5.7 28.1 24.5 20.9 26.5 4.7 37.8 23.7 

50-75%          

(N = 245) 

24.8 45.5 56.8 42.6 8.5 20.8 23.3 24.5 31.4 11.0 38.6 28.6 

75-100%        

(N = 242) 

29.6 51.5 49.1 50.5 9.1 15.7 20.7 38.0 25.6 5.8 32.4 22.3 
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By looking at the breakdown of the sensitivity percentiles, it becomes clear that the over 55s find their 

personal information less sensitive than the under 55s, which is contrary to the impact age has on the 

level of privacy concern.  Participants from the United Kingdom had the lowest level of data 

sensitivity whereas the Greek and Austrian participants had a high level of data sensitivity.  Again 

there is no clear trend for citizens of the Netherlands.   

 

It should also be noted that while the Chi Squared test ruled it insignificant, the demographic 

breakdown of the sensitivity quartiles shows that females find their personal information more 

sensitive than men.  Participants who have previously experienced privacy invasions were also more 

sensitive regarding their personal information.  Both these variables have previously been proven to 

have the same effect on a person’s level of privacy concern.  It is therefore clear that a person’s 

demographic background does impact their perception of how sensitive their personal information is, 

which supports Hypothesis 2b. 

 

H2b: A user’s perception of the data sensitivity will be impacted by their demographics such as their  

age, gender and cultural background. – SUPPORTED  

 

Figure 5-8 Percentage of Observed Participants Minus Percentage of Expected Participants in each 

Sensitivity Quartile Split by Their Privacy Concern Quartile  
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The research method also expected there to be a correlation between a future ITS user’s level of 

privacy concern and their data sensitivity.  In Table 5-7, the results of the Chi Squared test of 

independence show that the link between the two is significant.  Figure 5-8 compares the observed 

minus expected number of participants for each sensitivity and concern segment.  This figure shows 

that there are fewer participants in the low sensitivity and low concern level quartiles than expected, 

whilst there are more than expected participants in the high sensitivity and low level of concern 

segments.  The opposite is also true of the high concern quartile. Figure 5-8 also shows that there are 

no clear trends for the middle concern quartiles.  As these are only single effect values, more 

underlying influences could be discovered by looking at the two-way interactions between the 

variables.  This is something that is explored in the next two chapters. 

 

It would have been expected that people who are concerned about privacy in general would also find 

their personal information sensitive.  However, the results of the European survey actually indicate 

that the opposite is true.  Unfortunately the reasoning behind this remains unclear.  In the research 

model, it was hypothesised that as level of concern increases the perception of how sensitive 

information is would also increase. This has been disproved by the results of the European survey.  

 

H3a: A user’s perception of the data sensitivity will be linked to the user’s general level of privacy 

concern. – NOT SUPPORTED 

 

5.3.3. Trust in Data Holder 

 

How safe the participants perceive their personal information to be in the hands of various data 

holders was also measured in Part B of the European survey. They were asked to consider the 

following data holders; family members, close friends, medical and legal professionals, work 

colleagues, the government, private companies, journalists, strangers and criminals.  Figure 5-9 shows 

a histogram of the mean perception of safety for all the different data holders.  This histogram shows 

that the participants mean perception of the sensitivity of the data is distributed normally around a 

mean score of 4.3. 

 

Figure 5-10 shows the mean value attributed to the different data types.  This shows that there is a 

clear hierarchy in the perceived level of trust the participants had in the different data holders.  They 

perceive their information to be the most secure with family members and close friends and least 

secure with criminals and strangers.  It is unlikely that any future ITS will actually give information to 

the data holders that are perceived as being the most secure, but some could give data to complete 

strangers and this could prove to be to the detriment of future ITS. The next two chapters will explore 

this in more detail. 
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Figure 5-9 Trust in Data Holder Histogram 

 

 

Figure 5-10 Trust in Individual Data Holders 
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Appendix I shows the distribution for the specific data holders.  Compared to the previous two 

privacy variables, the distribution of the perceptions of all of the data holders are significantly flatter.  

This indicates that the participants’ views on how secure their personal information is with different 

people are much more varied and harder for the participants to judge with any great consistency.  The 

demographic background of the four data holder quartiles are shown in Table 5-8.  Table 5-9 shows 

the results of a Chi Squared test of independence on the impact demographics have on how safe the 

participants feel their personal information will be with various data holders.  The results of the Chi 

Squared test again show that a person’s age and culture background have a significant influence on 

the privacy variable. 

 

The breakdown of the data holder percentiles (Table 5-7) show that participants from the United 

Kingdom and the Netherlands perceive their personal information to be safer in the hands of others 

than the participants from Greece and Austria.  Participants who had experienced previous invasions 

were also less trusting of the data holders having their information.  By looking at the over 55 age 

category alone, no clear trend is apparent.  It is likely that other age categories have very different 

perceptions of the data holders.  Although they are not statistically significant, the data holder 

quartiles also suggests that less educated people are more trusting, that high earners are more trusting 

and that non-minorities are less trusting.  These results present enough evidence to support Hypothesis 

2c. 

 

H2c: A user’s perception of how safe their information is with different data holders will be impacted 

by their demographics such as their  age, gender and cultural background. – SUPPORTED  

 

Unlike for the perception of data sensitivity, the results of the Chi Squared test for independence in 

Table 5-8 showed that there was no statistically significant relationship between a participant’s level 

of concern and their perception of how safe their information is with different data holders.  Figure 5-

11, however, shows that although the perceptions of the three most concerned quartiles have very 

similar perceptions of the data holders the least concerned segment have very different perceptions of 

how safe their information is with the different data holders. This quartile has a more than expected 

number participants in the low data holder trust segment, and a less than expected number of 

participants in the high level of data holder trust segment.  This is opposite to the results that would 

have been expected and could purely be showing nothing more than that some of the participants 

scored low on all of the scale questions throughout the questionnaire.  As a consequence, the results of 

the European survey do not support Hypothesis 3b. 

 

H3b: A user’s perception of how safe their information is with different data holders will be linked to 

the user’s general level of privacy concern. – NOT SUPPORTED 
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Table 5-8 Demographic and Privacy Concern Breakdown of the Data Holder Trust Quartiles  

 

Percentile 

Age  

(Over 

54) 

Gender 

(Female) 

Education 

(University 

Level) 

Wage (Under 

£/€20000) 

Wage (Over 

£/€60000) 

UK 

(Yes) 

ND 

(Yes) 

GR 

(Yes) 

AT 

(Yes) 

Minority 

(Yes) 

Privacy 

Invasion (Yes) 

Concern 

Cluster (75%) 

0-25%         

(N = 257) 
27.9 43.7 52.8 49.8 9.2 21.8 10.1 33.9 34.2 4.3 37.7 24.5 

25-50%       

(N = 237) 
29.8 46.5 56.3 42.7 9.2 24.9 17.7 30.4 27.0 7.6 36.5 24.5 

50-75%       

(N = 260) 
27.7 43.0 51.1 43.9 5.9 27.7 24.2 20.8 27.3 8.8 31.2 26.9 

75-100%     

(N = 232) 
29.0 50.7 47.8 44.0 12.5 30.6 39.7 15.1 14.7 8.2 25.8 27.2 

 

Table 5-9 Chi Squared Test for Independence for the Influence of Demographics and Privacy Concern on the level of Data Holder Trust 

 

Variable p Significant? 

Age <0.0001 Yes 

Gender 0.053 No 

Education 0.062 No 

Income 0.318 No 

Country 0.002 Yes 

Minority 0.141 No 

Experience 0.043 Yes 

Privacy Index 0.184 No 
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Figure 5-11 Percentage of Observed Participants Minus Percentage of Expected Participants in 

each Data Holder Quartile Split by Their Privacy Concern Quartile 

 

 

 

5.3.4. Trust in Transfer Method 

 

The final section of Part B of the European survey investigated how safe the participants perceive 

their personal information to be whilst being transferred by various different methods. They were 

asked to consider the following transfer methods; face-to-face in private, face-to-face in public, postal 

mail, landline telephone, mobile telephone, text message, wired email and wireless email.  Figure 5-

12 shows a histogram of the mean perception of safety for all the different transfer methods.  This 

histogram shows that the participants mean perception of the sensitivity of the data is distributed 

normally around a mean score of 4.6. 

 

Figure 5-13 shows the distribution of the perceptions of  the different data types.  Unlike for the other 

privacy variables, this does not show a clear hierarchy in the perceived level of trust. Instead, the 

results suggest that other than face-to-face meeting in private, all of the other transfer methods were 

perceived as being very equal in terms of security.  This suggests that the participants find it very 

difficult to differentiate between the actual levels of security of each transfer method so they perceive 

them all to be the same. 
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Figure 5-12 Trust in Transfer Method Histogram 

 

 

 

Figure 5-13 Trust in Individual Transfer Methods 

 

 



Chapter 5 – Concerns 

Scott Cruickshanks                                                                                                                118 
 

This point is supported further by the distributions of the individual transfer methods found in 

Appendix J.  Unlike for the other privacy variables, all of the transfer methods except face-to-face in 

private have a flat normal distribution centred on a score of roughly four out of ten. Again, this 

demonstrates that there is a lot of variance in the participants’ perceptions and it is possible that 

because of doubt over the actual relative security of each transfer method, they simply scored each 

somewhere in the middle. 

 

The Cronbach’s alpha for the perceptions of the different transfer methods was 0.847.  Cronbach’s 

alpha provides a measure of the internal consistency of a test or scale, a score between 0 and 1 is 

given.  A Cronbach’s alpha greater than 0.7 suggests that a good level of consistency exits between 

the different variables (Kline 2000).  For comparison, the Cronbach alpha of the perception of the 

reward type was 0.470, the perception of the information type 0.762 and the perception of the 

different data holders 0.729.  This shows that if a participant perceived one transfer method to be safe 

then they were likely to feel that another transfer method is also safe.  This supports the theory that 

the participants struggled to differentiate between the different transfer methods more than the other 

privacy variables. 

 

The scores of 0.762 and 0.729 for the sensitivity of data and trust in data holders respectively suggests 

that participants scored fairly consistently across all the different information and data holder types, 

but not quite to the same degree as for the different types of transfer method.  The Cronbach’s alpha 

for the perception of the different rewards, on the other hand, showed that different participants scored 

some rewards high in value and others low in value.  This may be a result of participants finding it 

easier to clearly differentiate between the different types of rewards compared to the other privacy 

variables. 

 

Table 5-10 has broken down the demographic backgrounds of the four transfer method quartiles, 

while Table 5-11 shows the results of a Chi Squared test of independence for the impact 

demographics have on how safe the participants feel it is to transfer their personal information via 

various different method.  The results of the Chi Squared test again show that a person’s age and 

cultural background have a significant influence.  They also show that both a person’s gender and 

level of income were related in a statistically significant way to their perception of how safe a transfer 

method is. 
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Table 5-10 indicates that participants from the Netherlands are more trusting of the transfer methods 

than participants from Greece and Austria, whilst the response from participants in the United 

Kingdom was very mixed.  Participants aged over 55 were shown to be less trusting of the different 

transfer methods, as were females and those on a low income.  Although the Chi Squared test reports 

they are not statistically significant, the quartile breakdown also indicates; that less educated people 

are less trusting, that minorities are less trusting and that those with experience of previous privacy 

invasions are also less trusting of the transfer methods.  These results present enough evidence to 

support Hypothesis 2d. 

 

H2d: A user’s perception of how safe a transfer method is will be impacted by their demographics 

such as their  age, gender and cultural background. – SUPPORTED 

 

The results of the Chi Squared test for independence in Table 5-11 show that there is a statistically 

significant relationship between a participant’s level of concern and their perception of how safe the 

various transfer methods are.  However, from Figure 5-14, which is only looking at single effects, it is 

not possible to see any trends between the level of a participant’s concern and their perception of the 

safety of the various transfer methods.  Even though the Chi Squared test for independence suggests 

the two variables are statistically linked, due to the randomness of Figure 5-14, the results of the 

European survey do not support Hypothesis 3c. 

 

H3c: A user’s perception of how safe a transfer method is will be linked to the user’s general level of 

privacy concern. – NOT SUPPORTED 

 

5.4. Summary 

 

The analysis of Parts A and B of the European survey have both supported and gone against some of 

the hypotheses set out in Chapter 3.  It has been shown that there is a clear link between a 

participant’s demographics and both their general level of privacy concern and also their perceptions 

of all four privacy variables, to such an extent that Hypotheses 1 and 2 can be fully supported.  To the 

contrary, the analysis of the results did not provide any evidence that supports a direct link between a 

participant’s general level of privacy concern and their perception of the privacy cost variables.  

Hypothesis 3 has therefore been disproved to such an extent that for a couple of the privacy variables, 

the results suggest the opposite of what was expected could actually be true.    
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Table 5-10 Demographic and Privacy Concern Breakdown of the Transfer Method Trust Quartiles  

 

Percentile 

Age  

(Over 

54) 

Gender 

(Female) 

Education 

(University 

Level) 

Wage (Under 

£/€20000) 

Wage (Over 

£/€60000) 

UK 

(Yes) 

ND 

(Yes) 

GR 

(Yes) 

AT 

(Yes) 

Minority 

(Yes) 

Privacy 

Invasion (Yes) 

Concern 

Cluster (75%) 

0-25%          

(N = 260) 
35.1 51.4 47.8 49.8 9.7 25.8 16.2 27.3 30.8 3.5 36.9 28.8 

25-50%       

(N = 245) 
26.8 43.3 49.1 47.5 6.0 21.6 20.0 28.6 29.8 9.4 37.1 25.7 

50-75%        

(N = 239) 
26.7 43.7 54.0 40.1 8.6 25.5 23.4 24.7 26.4 5.4 30.4 23.0 

75-100%     

(N = 242) 
25.6 44.5 57.2 43.5 12.0 31.8 34.1 19.8 16.9 10.7 26.6 25.2 

 

Table 5-11 Chi Squared Test for Independence for the Influence of Demographics and Privacy Concern on the level of Transfer Method Trust 

 

Variable p Significant? 

Age <0.0001 Yes 

Gender 0.050 Yes 

Education 0.062 No 

Income 0.019 Yes 

Country 0.033 Yes 

Minority 0.143 No 

Experience 0.413 No 

Privacy Index <0.0001 Yes 
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Figure 5-14 Percentage of Observed Participants Minus Percentage of Expected Participants in 

each Transfer Method Quartile Split by Their Privacy Concern Quartile 

 

 

 

 

Analysis of the demographic variables that impact a person’s level of concern shows that a person’s 

cultural background, their age and whether they are in the ethnic minority are the key primary 

influencers.  It was also shown, however, that there are significant two-way interactions between the 

demographics which will need to be considered when moving forward with this research.  A person’s 

cultural background and age were also found to have a statistically significant relationship with the 

perception of all of the privacy variables.   

 

From the analysis of the other demographic variables, several influences can be inferred.  The elderly 

are less trusting of the various transfer methods, but they find their personal information less sensitive 

and place greater value on the reward on offer.  Females are less trusting of the transfer methods and 

find their personal information more sensitive, but perceive greater value in the rewards and are more 

trusting of potential data holders.  It has also been shown that the highly educated are more trusting of 

the transfer methods, hold less value in the reward offered and are less trusting of potential data 

holders. 
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The impact cultural background had on both a participant’s general level of privacy concern and the 

perception of the privacy variables was very interesting.  For both, the countries sampled appear to be 

split into two pairs of roughly similar views, the United Kingdom and the Netherlands versus Austria 

and Greece.  The only cultural dimension that is similar in both pairs is their score in the 

individualism dimension, in which the United Kingdom and the Netherlands score highly and Austria 

and Greece score lowly (Hofstede 2001).   

 

It should also be noted that according to a survey conducted by Privacy International (2007) the 

countries have the following scores associated to the level of privacy protection that exists in each 

country.  The United Kingdom scored 1.4/5, the Netherlands 2.1/5, Austria 2.3/5 and Greece 3.1/5 

where a score of 5 equates to their being no invasive policies and a score of 1 means that there is 

extensive surveillance in that country.  This shows that the two countries with the highest level of 

invasive policies appear to have similar views as one another.     
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6. Behavioural Intention 

6.1. Introduction 

 

In an ideal world, a future ITS would not cause any privacy concerns, only use data that is not 

sensitive, only give this data to trusted data holders and only use trusted transfer methods.  However, 

this is not the case for all of the ITS that are currently in use around the globe and is very unlikely to 

be the case for most future ITS as well. As the conclusion to the literature review in Chapter 2 pointed 

out, it is likely that a significant amount of future ITS users will still disclose their personal 

information even if they have privacy concerns, to take advantage of a reward that is on offer.   

 

The research model created at the end of the literature review suggests that it is likely that a future ITS 

user’s demographic make-up, their level of privacy concern and their perception of the privacy 

variables will all influence their privacy decision-making.  As discussed in Chapter 4, Part C of the 

European survey asked the participants to state whether they would find ten different privacy 

scenarios acceptable or not.  All of the scenarios comprised of privacy variables that the participants 

had already been asked for their perceptions of.  Four of the scenarios were based around potential 

future ITS scenarios, three were general scenarios and three were test scenarios which are actually 

common place in everyday life already. Table 6-1 shows the individual privacy scenarios.   

 

Figure 6-1 Histogram of Number of Acceptable Scenarios 
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Table 6-1 Summary of Questionnaire Scenarios and the Variables they are Testing 
T

yp
e 

of
 

S
ce

n
ar

io
 

Question 

ITS 
During a car journey would you tell a company the road and weather conditions in your location 

via a wireless network if it would help to reduce your impact on the environment? 

ITS 
Would you tell the government by text message exactly where you plan to travel if it reduced 

your travel time? 

ITS 
During a car journey would you tell a stranger your location over a wireless network if it 

improved the safety of you and your family during the journey? 

ITS 
Would you let a private company know about your driving behaviour (speed at which you travel, 

how you travel etc) if it reduced your insurance premiums? 

Gen 
Would you tell a journalist in a private meeting your musical preferences in return for a rise in 

your social standing? 

Gen 
Would you tell a close friend your embarrassing secrets in a letter sent by postal mail if you 

thought it would bring you a lot of enjoyment? 

Gen 
Would you tell your medical conditions to a random doctor via a mobile phone if you thought it 

would improve your health? 

Test 
Would you give the details of everything that you purchase to a private company by email in 

return for a financial gain? 

Test 
Would you send your credit card details over an internet connection to a private company to book 

a room at a hotel in order to receive a discount online? 

Test 
Would you allow a security guard to search you and your luggage if it might improve your 

safety? 

 

Figures 6-1 and 6-2 show histograms of the number of total acceptable scenarios and acceptable ITS 

scenarios respectively.  The number of total acceptable scenarios is distributed normally around a 

mean of 4.8 acceptable scenarios and the number of acceptable ITS scenarios are distributed normally 

around a mean of 2.1 acceptable scenarios. Figure 6-3 shows the acceptability rate of the ten 

individual privacy scenarios.  Scenarios B, F, G and I are the ITS scenarios, D, E and J are the general 

privacy scenarios and the three remaining scenarios are the test scenarios. It is interesting to note that 

none of the scenarios have a stated acceptability rate of greater than 70% or lower than 15%, this 

shows that none of the scenarios were either universally acceptable or rejected.  This will hopefully 

enable the underlying factors influencing the variability in the acceptability rates to be discovered. 
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Figure 6-2 Histogram of Number of Acceptable ITS Scenarios 

 

 

6.2. Participant Segmentation 

 

Hierarchal cluster analysis has been used to further investigate the stated behavioural intention of the 

participants.  Complete linkage clustering was used as the method of hierarchical cluster analysis 

with the intervals measured in Squared Euclidean Distance.  This methodology was chosen as it helps 

produce compact clusters of approximately equal diameters (Everitt et al. 2001). Analysis of the 

rescaled distance cluster combine on the resultant dendogram (Appendix K) showed that it is 

appropriate to split the participants into four well defined clusters. 

 

Table 6-2 shows a breakdown of the number of acceptable scenarios for each cluster.  It becomes 

clear from this table that Clusters 1 and 2 have much higher total acceptability rates than Clusters 3 

and 4.  It is also interesting to note that Cluster 2 finds the ITS scenarios more acceptable than Cluster 

1 and likewise with Cluster 4 over Cluster 3.   
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From this analysis, Cluster 1 can be classified as being willing to trade their personal information, but 

they are not overly keen on ITS.  Cluster 2 can be classified as being willing to trade their personal 

information and being keen on what the ITS have to offer.  Cluster 3 can be classified as being 

unwilling to trade their information and not keen on the ITS scenarios.  Cluster 4 can be classified as 

being unwilling to trade their information but more keen on the ITS scenarios than Cluster 3.  As a 

consequence, going forward it will be important to compare the differences between Cluster 2 and 

Cluster 3 as they hold the participants that are most and least likely to find a future ITS scenario 

acceptable in privacy terms. 

 

Figure 6-3 Histogram of Number of Acceptable ITS Scenarios 

 

Table 6-2 Breakdown of Acceptable Scenarios for Each Cluster  

 

Cluster Mean Number of Total 

Acceptable Scenarios Out of 10 

Mean Number of Acceptable 

ITS Scenarios Out of 4 

1 5.4 2.1 

2 6.9 3.3 

3 3.3 1.2 

4 3.5 1.7 
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Figure 6-4 shows a comparison of the acceptability rates of each privacy scenarios for Clusters 2 and 

3. The first fact that becomes apparent from this figure is the high ITS (scenarios B, F, G, I) 

acceptability rates for Cluster 2, with all being above 75%, whereas, other than for scenario B, Cluster 

3 has acceptability rates for the ITS Scenarios of less than 25%; a difference of more than 50% with 

Cluster 2. 

 

Figure 6-4 Comparison of the Two Extreme Clusters: Cluster 2 and Cluster 3 

 

6.3. Influence of Demographics on Behavioural Intention 

 

The starting point to look at the influence of demographics on the participants’ stated behavioural 

intention is to compare a demographic breakdown of Cluster 2 with Cluster 3. Table 6-3 does just 

that. There are several big differences between the make-up of these two clusters.  The first is the 

cultural background of the two clusters, Cluster 3 (unwilling to trade with ITS) has significantly less 

participants in it from the United Kingdom than Cluster 2, but significantly more participants from the 

Netherlands.  Although there is some difference in the number of participants from Austria and 

Greece, the differences are nowhere near as dramatic.  Considering that the participants from the 

United Kingdom expressed similar views to the participants from the Netherlands for their stated level 

of concern and their perception of the privacy variables, this is surprising.   
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Table 6-3 Demographic and Breakdown of the Behavioural Intention Clusters  

 

Percentile 

Age 

(Over 

54) 

Gender 

(Female) 

Education 

(University 

Level) 

Wage (Under 

20,000) 

Wage (Over 

60,000) 

UK 

(Yes) 

ND 

(Yes) 

GR 

(Yes) 

AT 

(Yes) 

Minority 

(Yes) 

Privacy 

Invasion (Yes) 

Cluster 1 

(N = 244) 
26.0 47.5 57.5 46.4 8.0 31.6 24.2 23.0 21.3 8.2 35.7 

Cluster 2 

(N = 230) 
26.7 43.6 55.8 46.4 10.0 31.7 10.0 27.4 30.9 8.3 26.8 

Cluster 3 

(N = 217) 
29.0 47.6 45.5 45.6 5.7 15.7 30.4 29.0 24.9 4.1 34.4 

Cluster 4 

(N = 253) 
33.5 44.9 49.2 43.4 9.2 27.3 26.9 20.6 25.3 7.5 33.7 
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There are also big differences in the number of educated people and high income earners in the two 

clusters, with highly educated, high earners proving to be significantly more likely to disclose their 

personal information to an ITS than low educated, non-high earners (the level of low earners is similar 

in both clusters).  Table 6-2 also shows that there are more females and over 55s in Cluster 3, but 

again, the difference for these two variables is not as large as for some of the other demographic 

variables.  So in summary, a comparison of the demographic make-up of Clusters 2 and 3 suggests 

that the most likely people to state they are willing to use future ITS are young, highly educated and 

high earning males from the UK.  On the reverse side, the least likely people to state they would trade 

their personal information with a future ITS are elderly, low-educated Dutch females. 

 

Many of these outcomes were predicted in the research model.  In particular, it was predicted that 

people from the United Kingdom would be more willing to trade their personal information as they 

already live in a society where surveillance is prevalent and the citizens have a high level of 

individualism.  The reluctance of the Dutch, however, is very interesting, as the Netherlands has a 

stereotype of being a very liberal and open community which would suggest that people are willing to 

share their personal information. This is a point reflected in the Dutch sample having a high level of 

trust in both the data holder and transfer method.  During the data collection in the Netherlands, 

however, it became apparent that privacy is a big issue for people (even with regard to transport), 

especially when compared to the citizens in the UK and Greece, so it is not so much of a surprise that 

the results of the survey appear to reflect this observation. 

 

What would not have been predicted, however, is that highly educated people and high earners would 

be the most willing to trade their personal information with a future ITS.  It is the case that either the 

participants perceive the rewards on offer by these systems to be of more value than others or that 

they have had more experience of using existing ITS such as satellite navigation systems or automatic 

toll booths and therefore had less fear as a result.  Both possible factors could be caused by the 

potential fact that some of the highly educated, high earning individuals would be more familiar than 

an average person with ITS due to the nature of their current job.  This could be particularly true of 

the Greek sample because as discussed earlier (Section 4.5.3) the web-based questionnaire was initial 

sent to a distribution list that include some institutes that are research ITS.  
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To further validate these observations, Table 6-4 shows the results of a Chi Squared test of 

independence for the relationship between a participant’s demographics and the number of ITS 

scenarios they state are acceptable. These tests validate the influence a participant’s cultural and 

educational background has on the number of ITS scenarios that they state are acceptable.  Figure 6-5 

also confirms that participants from the United Kingdom are pro-ITS and those from the Netherlands 

are against it.  The results of the European survey therefore provide support for Hypothesis 4 of the 

research model. 

 

H4: A user’s stated behavioural intention with regard to the action they would take when faced with a 

privacy scenario will be impacted by their demographics such as their age, gender and cultural 

background.  – SUPPORTED 

 

Table 6-4 Chi Squared Test for Independence for the Influence of Demographics on the Number of 

Acceptable ITS Scenarios 

 

Variable p Significant? 

Age 0.222 No 

Gender 0.126 No 

Education 0.012 Yes 

Income 0.138 No 

Country 0.000 Yes 

Minority 0.567 No 

Experience 0.023 Yes 

 

6.4. Influence of Concern on Behavioural Intention 

 

By comparing the number of participants who are in the highest concern quartile and the behavioural 

intention Clusters 2 and 3 (see Table 6-5) no obvious trend is apparent, as both clusters are within 

0.5% of each other, so in order to further investigate the relationship between a future ITS user’s level 

of concern and their likely stated behavioural intention, a Chi Squared test of independence has again 

been used.  Table 6-6 shows that the result of the Chi Squared test indicate that there is no statistically 

significant relationship between the participants’ level of concern and their stated behavioural 

intention when they are faced with an ITS scenario. 
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Figure 6-5 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Stated Acceptable ITS Scenarios by Their Country 

 

 

 

Table 6-5 Concern Level and Privacy Variable Perception Breakdown of the Behavioural Intention 

 

Percentile 

Most 

Concerned 

Quartile (%) 

Highest 

Reward 

Quartile (%) 

Most 

Sensitive 

Quartile (%) 

Most Trusting 

Holder   Quartile 

(%) 

Most Trusting 

Transfer 

Quartile (%) 

Cluster 1 

(N = 244) 
28.3 23.4 21.7 25.4 23.4 

Cluster 2 

(N = 230) 
24.8 21.3 17.8 26.5 28.7 

Cluster 3 

(N = 217) 
25.3 20.7 30.0 18.4 25.3 

Cluster 4 

(N = 253) 
26.1 30.4 25.3 24.9 21.3 
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Table 6-6 Chi Squared Test for Independence for the Influence of Level of Concern and Perception of 

Privacy Variables on the Number of Acceptable ITS Scenarios 

 

Variables p Significant? 

Concern .748 No 

Reward .310 No 

Sensitivity .000 Yes 

Holder .013 Yes 

Transfer .011 Yes 

 

This lack of relationship is further supported by Figure 6-6, which shows that the number of 

acceptable scenarios for each concern cluster is very randomly distributed.  As a consequence, the 

results of the European survey presents evidence which does not support Hypothesis 5 in the research 

model. 

 

H5: A user’s stated behavioural intention with regard to the action they would take when faced with a 

privacy scenario will be impacted by their general level of privacy concern. – NOT SUPPORTED 

 

Figure 6-6 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Stated Acceptable ITS Scenarios by Their Level of Concern 
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6.5. Influence of Privacy Variables on Behavioural Intention 

 

Hypotheses 6a-d all advocate that a future ITS user’s perception of the privacy variables will 

influence their stated behavioural intention.  This section will investigate the impact of each 

individual variable, and the next section (6.5), will investigate the impact of all four privacy variables 

combined.  

 

6.5.1. Rewards 

 It is expected that a participant who perceives the reward offered in a privacy scenario to hold a high 

value will be more likely to state that they would be willing to disclose their personal information than 

a participant who places a low value on the same reward.  Table 6-5, however does not support this 

theory, because Cluster 4 contains the largest percentage of participants who also feature in the 

highest perceived reward cluster.  It was shown earlier that Cluster 4 was in fact the cluster which 

contained some of the most privacy protecting participants, which is completely contradictory to the 

stated hypothesis.  The results of the Chi Squared test in Table 6-6 and Figure 6-7 also both show that 

the results of the European survey indicate that there is no statistically significant relationship 

between the two variables.   

 

Figure 6-7 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Stated Acceptable ITS Scenarios by Reward Cluster 
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It should be noted at this point that, unfortunately, none of the scenarios in Part C of the European 

survey offered no reward in return for the participant disclosing their information.  The problem with 

this is that it is therefore not clear whether participants are as likely to disclose their personal 

information if no reward at all is offered, as if they were offered £1 million in return, which is what 

these results indicate, but seems very unlikely in the real world.  Instead, it is likely that behavioural 

factors such as prospect theory (Kahnemann and Tversky 1979) result in the value of the reward being 

not being as important as the fact that one is being offered.  In addition to the non-zero reward, the 

low Cronbach alpha score for the perceptions of the rewards suggest that using a mean of all of the 

perceptions of the rewards types in the different scenarios ─ as this research has done ─ is not ideal.  

Given these two factors, not enough evidence has been presented to either support or disprove 

Hypothesis 6a. 

 

H6a: The perceived value of the reward on offer will have a positive impact on a user’s behavioural 

intention. – UNCLEAR 

 

6.5.2. Data Sensitivity 

It was anticipated after the review of existing literature that if a participant perceived the type of 

personal information required by the privacy scenario to be sensitive, they would be less likely to state 

that they would be willing to disclose it.  Table 6-5 shows that this is indeed the case; Cluster 2 (most 

willing to disclose) only contained 17.8% of the participants who had a high sensitivity and Cluster 3 

(least willing to disclose) contained 30.0%.  The results of the Chi Squared test (Table 6-6) also report 

that the relationship between data sensitivity and behavioural intention is highly significant.  Figure 6-

8 clearly shows that as a future ITS user’s perception of how sensitive the data required increases, the 

acceptability rate of the privacy rate decreases.  These results substantially support Hypothesis 6b. 

 

H6b: The level of sensitivity associated with a data type will negatively impact a user’s behavioural 

intention. – SUPPORTED 
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Figure 6-8 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Stated Acceptable ITS Scenarios by Data Sensitivity Cluster 

 

 

 

6.5.3. Data Holder 

The third privacy variable that the European survey tested was the participants’ perceptions of how 

safe their personal information would be in the hands of various different data holders.  The research 

model states that as the level of perceived security increased so would the acceptability of the privacy 

scenario.  Table 6-5 supports this theory because it shows that Cluster 2 (most willing to disclose) 

contained 26.5% of participants that were in the top percentile with regards to how secure they felt 

their information was with various data holders, whereas Cluster 3 (least willing to disclose) only 

contained 18.4%. 

 

Again, to investigate this further a Chi Squared test was used (Table 6-6) to show that there was a 

statistically significant relationship between the perceived data holder security and the stated 

willingness to disclose personal information to an ITS.  Figure 6-9 then confirms the direction of the 

relationship to be as expected; as the perception of security increases, so does the rate of acceptability.  

The results of the European survey therefore support Hypothesis 6c. 

 

H6c: The level of trust a user has in the new data holder will have a positive impact on the user’s 

behavioural intention. – SUPPORTED  
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Figure 6-9 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Stated Acceptable ITS Scenarios by Level of Trust in Data Holder 

 

 

6.5.4. Transfer Method 

The final privacy variable is the perception of the method by which the personal information will be 

transferred from the existing to new data holder.  As with the perception of the data holder security, it 

is expected that the more secure a future ITS user feels the transfer method is, the more likely they 

will be to disclose their personal information. 

 

Table 6-4 alone does not support this theory, however, because it does not show a significant 

difference between that amount of participants in Clusters 2 and 3 who were also in the top transfer 

method security quartile.  The result of the Chi Squared test (Table 6-6) does, however, indicate that 

the two variables are significantly related.  Figure 6-10 further supports the theory as it suggests that 

participants who believed the transfer methods to be secure were more likely to find the ITS privacy 

scenarios more acceptable and vice versa.  This provides enough evidence to support the research 

model’s Hypothesis 6d. 

 

H6d: The level of trust a user has in the data transfer method will have a positive impact on the user’s 

behavioural intention. – SUPPORTED   
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Figure 6-10 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Stated Acceptable ITS Scenarios by Level of Trust in Transfer Method 

 

 

6.6. Predicting Behavioural Intention 

 

So far this chapter has not considered how a future ITS user’s level of privacy concern, demographics 

or perceptions of the privacy variables might interact with one another and influence their stated 

behavioural intention when presented with a privacy scenario.  Chapter 5 showed that two-way 

interactions had a significant impact on the ability to predict a future users level of privacy concern.  It 

is therefore likely that considering them will also help improve the ability to accurately predicted a 

future ITS user’s stated behavioural intention.   

 

Figure 6-11 shows the Pearson’s r correlation coefficients (Johnson and Wichern 1992) between each 

of the privacy variables and behavioural intention.  It shows that the cost variables were all significant 

and had the directional influences predicted in the research model.  It also shows that no correlation 

was found between the perception of the reward on offer and the participant’s behavioural intention.   
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Enter method, multiple linear regression (Efroymson 1960) was used to measure the one-way 

interactions between the four variables privacy variables and the demographic variables and the 

resultant model had an R2 value of 0.149.  This suggests that a combination of the one-way interaction 

between these variable accounts for approximately 15% of the variance in the participants stated 

privacy behaviour.  Table 6-7 shows that all of the privacy cost variables play a significant role, as 

does the participants nationality, education level, gender and level of general privacy concern.  

Nationality (being Dutch) and data sensitivity were shown to be the biggest predictors of stated 

privacy behaviour. 

   

Figure 6-11 Correlations between Privacy Variables and Behavioural Intention 

 

 

 

 

 

 

 

 

 

Table 6-7 Variables in Multiple Liner Regression Model of Acceptable Number of ITS Scenarios  

 

Variable Standardized Beta t Sig. 

Constant  8.249 .000 
Privacy Invasion -.033 -.958 .338 
Income Level .013 .378 .706 
Education Level .084 2.490 .013 
Gender -.069 -2.072 .039 
Reward .043 1.161 .246 
Data Sensitivity -.186 -5.188 .000 
Data Holder .141 3.573 .000 
Transfer Method .088 2.346 .019 
Privacy Concern -.083 -2.424 .016 
Greece -.018 -.422 .673 
Netherlands -.275 -6.861 .000 
Austria -.082 -1.935 .053 

 

 

 

 
Reward 

   

 Behavioural 
Intention 

Transfer 
Method 

Data Holder 
Data 

Sensitivity 

H6a (0.00) 

H6b (-0.204**) 
H6c (0.101*) 

H6d (0.198**) 
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As it is not practical to look at every two-way interaction and the potential impact it could have on 

stated behaviour, backwards stepwise logistic regression has been used to model the combined effect 

of using all the variables discussed so far in this chapter and their two-way interactions to predict if a 

participant would find three or more ITS scenarios acceptable or not. Unfortunately, it was not 

possible to include two-way interaction involving income level as there was too many missing values 

(to be discussed in the next chapter). 

  

By simply predicting that every participant would find three or more of the ITS scenarios acceptable, 

you would be correct 57.3% of the time.  By using the binary logistic regression model shown in 

Table 6-8, which has a Cox & Snell R2 value of 0.248 and a Nagelkerke R2 value of 0.333, you would 

be correct 71.2% of the time.  Although the R2 values suggest that roughly 70% of the variance in a 

future ITS user’s privacy decision-making is still unaccounted for, if the model was used to predict 

the stated privacy intention of every citizen within Europe, an improvement in accuracy of 13.9% will 

be very significant (circa 91 million extra correct predictions).   

 

Table 6-8 also shows how important it was to consider the two-way interactions between the 

variables.  Only the participants’ perceptions of data sensitivity and transfer method security were 

significant enough on their own to be included within the model.  It should also be noted that although 

the hypotheses relating to both a participant’s level of concern and perception of the reward have 

proved unsupported both when combined with another variable (including one another), they are 

significant predictors of stated privacy intention.  This also means that all of the variables explored in 

this chapter, demographics, level of privacy concern and perception of the privacy variable can be 

used to improve predictions of a future ITS user’s stated behavioural intention, although a lot of the 

variance in the participants decision-making is still unaccounted for.  This suggests that the 

participants are acting with at least some elements of rationality.  The improvement in the ability to 

correctly predict a future ITS user’s stated privacy intention because of the interaction between the 

stated variables is high enough to support Hypothesis H7 within the research model. 

 

H7: A user’s stated behavioural intention will primarily be derived from their demographics, general 

level of primary concern and a trade-off between their perceptions of the reward on offer against the 

risk associated with a scenario. – SUPPORTED  
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Table 6-8 Variables in Binary Logistic Model of Acceptable ITS Scenarios  

 

Variable Wald df Sig. 

Data Sensitivity 26.694 3 .000 

Transfer Method Security 18.528 3 .000 

Country * Privacy Concern 15.688 9 .074 

Country * Data Holder Security 16.620 9 .055 

Education * Reward Value 22.553 12 .032 

Education * Data Holder Security 24.982 12 .015 

Privacy Concern * Reward Value 15.647 9 .075 

Privacy Concern * Data Sensitivity 15.828 9 .071 

Privacy Concern * Transfer Method Security 29.006 9 .001 

Country * Education 27.854 12 .006 

Country * Gender 8.556 3 .036 

    

6.7. Summary 

 

The analysis of Part C of the European survey has shown support for some of the hypotheses set out 

in Chapter 3, but not others.  The cluster analysis conducted at the beginning of this chapter clearly 

added weight to the fact that a person’s stated privacy behaviour is linked to their demographic 

background.  Cluster 2, which is comprised of those users that were most willing to disclose their 

personal information to the hypothetical ITS, had a high proportion of young, British, highly 

educated, high income males and those who have not experienced a previous privacy invasion. 

 

Conversely, Cluster 3 which is comprised of those participants that stated they were the least willing 

to disclose their personal information, had a high proportion of elderly, Dutch, low educated, 

low/middle income females who have experienced a previous privacy invasion.  The demographic 

makeup of these two extreme clusters supports the findings of the vast majority of the previous 

research into the impact of demographics on people’s privacy decision-making highlighted in Chapter 

3.  The only variable that was not supported was that this research found that participants with a high 

level of education and/or high income level were more willing to disclose their personal information.  

This is the opposite to what would be expected from the majority of the historic research. 

This could be potentially caused by the fact that some of the highly educated high earners sampled 

would have had a higher than average (than the wider population) exposure to the ITS field.  Other 

than the impact of education/income level all of the other demographic research that was conducted 

predominately in the field of ecommerce appears to hold true for the transportation field.  As a 

consequence this research has supported Hypothesis 4. 
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With regards to Hypothesis 5, which stated that the level of a future ITS user’s privacy concern will 

be linked to their stated privacy intention, the results of the European survey were not able to support 

this.  Instead, this chapter has shown that the link between the participants’ level of privacy concern 

and their stated behavioural intention with regards to the ITS scenarios was random and no 

correlations existed.   

 

This chapter then moved on to explore the link between the participants’ perceptions of the four 

privacy variables and their stated behavioural intention.  The results showed that a participant’s 

perception of the three of the cost variables (data sensitivity, the data holder and the transfer method) 

were significantly correlated with their intention.  The participants who regarded their personal 

information as more sensitive, had less trust in the data holders and less trust in the transfer method 

were less likely to find the ITS scenarios acceptable.  Surprisingly, the results of the European survey 

found no correlation between the participants’ perceptions of the reward on offer and their stated 

intention.  This was contrary to the expectation that they would weigh off their perception of the 

reward on offer against their perception of the cost variables in a form of cost benefit analysis.  Whilst 

unexpected, this outcome could be explained by some theories from the field of behavioural 

economics such as prospect theory (Kahneman and Tversky 1979) and suggest that the participants’ 

decision-making was influenced by some irrationality. 

 

The final hypothesis that this chapter tested (Hypothesis 7) was whether a future ITS user’s stated 

behavioural intention would primarily be driven by a combination of their demographics, general 

level of privacy concern and their perception of the four privacy variables.  Using these variables and 

their two-way interactions in a logistic regression model, it was possible to significantly improve the 

accuracy of predicting future ITS user’s stated behavioural intention.  The model, however, did not 

account for 70% of the variance which suggests that whilst the variables used all had an influence on 

a user’s stated behavioural intention, other elements such as irrational behaviour were unaccounted 

for.                                                                           

 

 

 

 

 

 

 

 

 

 



Chapter 6 – Behavioural Intention 

Scott Cruickshanks                                                                                                                142 
 

                                                                                                                                                                                                                            



Chapter 7 –Actual Behaviour 

Scott Cruickshanks                                                                                                                143 
 

7. Actual Behaviour 

7.1. Introduction 

 

The previous two chapters have looked at the future ITS user’s likely level of privacy concerns, 

perceptions of the privacy variables and their stated behavioural intention.  While some developers 

would find it desirable for a future ITS to cause no privacy concerns, the main aim of this research is 

to investigate the point at which people will actually act in a privacy preserving manner.  Therefore, 

this chapter will explore future ITS user’s actual privacy behaviour and explore what factors pay a 

significant role in shaping this behaviour. 

 

As discussed in the methodology chapter, the best method of exploring future ITS user’s actual 

behaviour would be to actually observe their real behaviour when confronted with a real ITS privacy 

scenario.  Unfortunately, many of the ITS that are likely to be contentious have not yet been fully 

developed and existing ITS are likely to create less privacy concerns than some of the future 

technologies.  This chapter will therefore explore the participants’ actual behaviour for a range of 

different non-transport related scenarios.  The links between this actual behaviour and the 

participants’ demographics, perception of the privacy variables, general level of privacy concern and 

their stated behavioural intention will be explored.  This will then allow the results of this chapter to 

be combined with the previous two so that predictions about the likely uptake of future ITS can be 

made by knowing a future user’s stated behavioural intention, their demographics, their general level 

of privacy concern and their perception of the privacy variables.      

 

To facilitate this, Part D of the European questionnaire asked the participants how they acted in 

everyday privacy scenarios.  Prior to this, Part B of the questionnaire asked the participants their 

stated behaviour in three similar hypothetical scenarios.  Table 7-1 shows the actual and test scenarios 

found in Parts D and B of the European questionnaire respectively (see Appendix B).  Whilst the 

actual and test scenarios are not identical, the pairs of scenarios had very similar privacy variables; 

they offered similar rewards, required similar information types, gave this information to similar data 

holders and used similar transfer methods.  The reasoning behind this was that if future ITS users’ 

stated behaviour intention and perception of the privacy variables for similar but not identical ITS 

scenarios is to be used predict whether future ITS are to be acceptable.  Then it should be the case that 

the outcomes of existing real life privacy scenarios should be able to be predicted from the stated 

behaviour and perceptions of the privacy behaviour for similar but not identical scenarios. This 

chapter will also investigate the other factors that could impact the participants’ willingness to give 

away their personal information in the actual scenarios. 
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Table 7-1 Actual and Test Scenarios  

 

Scenario Type Question 

Actual Scenario 1 
Do you use store loyalty cards (Nectar Card, Tesco Clun Card, Air Miles 

Card etc.) 

Test Scenario 1 
Would you give the details of everything that you purchase to a private 

company by email in return for a financial gain? 

Actual Scenario 2 

 

Have you ever purchased anything with a credit card on the internet? 

 

Test Scenario 2 
Would you send your credit card details over an internet connection to a 

private company to book a room at a hotel in order to receive a discount? 

Actual Scenario 3 
Have you ever been through / Would you be willing to go through 

airport security? 

Test Scenario 3 
Would you allow a security guard to search you and your luggage if it 

might improve your safety? 

  

 

 

Figure 7-1 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Actual Acceptable Scenarios by Their Country 
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Table 7-2 Demographic Breakdown of the Actual Behaviour Clusters  

 

Percentile 
Age (Over 

55) 

Gender 

(Female) 

Education 

(University 

Level) 

Wage (Under 

£/€20,000) 

Wage (Over 

£/€60,000) 

UK 

(Yes) 

ND 

(Yes) 

GR 

(Yes) 

AT 

(Yes) 

Minority 

(Yes) 

Privacy Invasion 

(Yes) 

0-1 Acceptable 

Scenarios (N = 154) 
38.2 45.8 45.3 56.7 3.2 16.2 25.9 33.2 24.7 6.5 32.2 

2 Acceptable 

Scenarios (N = 366) 
27.5 48.5 46.8 51.0 10.4 26.0 25.1 25.1 23.8 6.0 31.6 

3 Acceptable 

Scenarios (N = 452) 
27.6 43.4 58.0 37.3 10.4 30.5 19.2 21.7 28.5 7.5 35.2 

 

Table 7-3 Chi Squared Test for Independence for the Influence of Demographics on the Number of Actual Acceptable Scenarios 

 

Variables p Significant? 

Age 0.004 Yes 

Gender 0.386 No 

Education <0.0001 Yes 

Income 0.001 Yes 

Country 0.005 Yes 

Minority 0.860 No 

Experience 0.680 No 

 

 



Chapter 7 –Actual Behaviour 

Scott Cruickshanks                                                                                                                146 
 

7.2. Influence of Demographics on Actual Behaviour 

 

Table 7-2 starts looking at the influence of demographics on the participants’ actual behaviour by 

comparing the demographic breakdown of participants who found 0-1, 2 and 3 of the actual behaviour 

scenarios acceptable.   There are large differences between the consistencies of the three groups.  The 

first is the cultural background of the groups. Figure 7-1 demonstrates that the British and Austrians 

were shown to be more willing to disclose their person information in the real life scenarios, while the 

Dutch and Greeks were less willing.  This is an interesting result because the impact culture has on 

actual behaviour is slightly different from the impact it had on the stated behavioural intention, where 

the Austrians in particular were shown to less willing to disclose their personal information.   

 

There are also big differences in the number of educated people and high income earners in the three 

groups, with highly educated, high earners proving to be significantly more likely to disclose their 

personal information in this regards. The result are similar to the impact of income/education level on 

stated privacy intention.  Table 7-2 also shows that over 55s were less willing to disclose their 

personal information than the under 55s.  So in summary, a highly educated, high earning young 

British person is the most likely to disclose their personal information and a low educated, low 

earning elderly Greek person the least likely. 

 

Interestingly, the participants’ gender, ethnicity and whether they had experienced any previous 

invasions appear to play no role in influencing their actual privacy behaviour.  These observations are 

further validated by the results of a Chi Squared test of independence for the relationship between a 

participant’s demographics and the number of scenarios the participants actually found acceptable. 

Table 7-3 shows these results.  These results show that the relationships between the participants’ age, 

country, education and income level were all statistically significant.  It is therefore fair to say that a 

future ITS user’s actual behaviour will be impacted by their demographics.  

 

H8: A user’s actual behaviour will be impacted by their demographics such as their age, gender and 

cultural background. – SUPPORTED  
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7.3. Influence of Concern on Actual Behaviour 

 

Figure 7-2 shows how the percentage of observed minus the percentage of expected participants for 

each concern cluster varies with the acceptable number of actual scenarios.  This figure shows that 

although there are more observed participants who found all three actual scenarios acceptable in the 0-

25% and 25-50% than the 50-75% and 75-100% clusters, there are no consistent trends across the 

other actual scenario groups.   

 

This lack of relationship is further confirmed by the results of a Chi Squared test of independence, 

which can be seen in Table 7-4.  The results of the test show that there is no statistically significant 

link between the participants’ level of privacy concern and their actual behaviour.  As a consequence, 

the results of the European survey present evidence which disproves Hypothesis 9 in the research 

model. 

 

H9: A user’s actual behaviour will be impacted by their general level of privacy concern. - NOT 

SUPPORTED 

 

Figure 7-2 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Actual Acceptable Scenarios by Their Level of Privacy Concern 
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Table 7-4 Chi Squared Test for Independence for the Influence of Demographics on the Number of 

Actual Acceptable Scenarios 

 

Variables p Significant? 

Privacy Index .790 No 

Reward .182 No 

Sensitivity .784 No 

Holder .390 No 

Transfer .000 Yes 

 

7.4. Influence of Privacy Variables on Actual Behaviour 

 

Hypotheses 10a-d all advocate that a future ITS user’s perception of the privacy variables will 

influence their actual privacy behaviour.  This section will investigate the impact of each individual 

variable.   

 

7.4.1. Rewards 

It was expected that a participant who perceived the reward offered in a privacy scenario to hold a 

high value will be more likely to be willing to disclose their personal information.  Table 7-4, 

however does not support this theory because the results of the Chi Squared test show that the results 

of the European survey indicate that there is no statistically significant relationship between the two 

variables.  Figure 7-3 further disproves Hypothesis 10a, as it shows that that the relationship between 

the perception of the reward on offer and actual behaviour is fairly random. 

 

H10a: The perceived value of the reward on offer will have a positive impact on a user’s behavioural 

intention. – NOT SUPPORTED 

 

7.4.2. Data Sensitivity 

It was anticipated after the review of existing literature that if a participant perceived the type of 

personal information required by the privacy scenario to be sensitive, then they would be less likely to 

state that they would be willing to disclose it.  Table 7-4 shows that this is not actually the case, as the 

results of the Chi Squared test report that the relationship between data sensitivity and actual 

behavioural is not statistically significant.  Figure 7-4 clearly confirms the lack of relationship 

between the perception of data sensitivity and actual behaviour, these results do not support 

Hypothesis 10b. 
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Figure 7-3 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Actual Acceptable Scenarios by Their Reward Cluster 

 

 

 

H10b: The level of sensitivity associated with a data type will negatively impact a user’s behavioural 

intention. – NOT SUPPORTED 

 

7.4.3. Data Holder 

It was also expected after the literature review that if a participant had a high level of trust in the data 

holder, then they would be more willing to disclose their personal information.  Table 7-4 shows that 

the results of the European survey suggest that this is not actually the case.  The results of the Chi 

Squared test report do not show a relationship between the two variables.  The lack of correlation 

between the two variables is clearly highlighted further in Figure 7-5.  As a consequence, the results 

of the European survey do not support Hypothesis 10c. 

 

H10c: The level of trust a user has in the new data holder will have a positive impact on the user’s 

behavioural intention. - NOT SUPPORTED 
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Figure 7-4 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Actual Acceptable Scenarios by Their Data Sensitivity Cluster 

 

 

 

 

Figure 7-5 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Actual Acceptable Scenarios by Their Data Holder Trust Cluster 
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7.4.4. Transfer Method 

Unlike the perceptions of the previous three privacy variables, the results of the European survey 

suggest that a future ITS user’s perception of how safe the transfer method is will be significantly 

correlated with the user’s actual privacy behaviour and Hypothesis H10d is supported.  This fact is 

supported not only by Figure 7-6  which shows how the most trusting participants turned out to be the 

ones that found most of the real life privacy scenarios acceptable, but also by the results of the Chi 

Squared test of independence found in Table 7-4.  This outcome is particularly interesting because the 

literature review at the beginning of this outcome showed how virtually all of the research on privacy 

within the transport field to date has been on making the method of transfer an individual’s personal 

information as secure as possible.  This indicates that this previous research has been put to good use 

and is seeking to improve an area that is directly related an individual’s actual privacy behaviour.        

 

H10d: The level of trust a user has in the data transfer method will have a positive impact on the 

user’s behavioural intention. – SUPPORTED 

 

Figure 7-6 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Actual Acceptable Scenarios by Their Transfer Method Trust Cluster 
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7.5. Influence of Behavioural Intention on Actual Behaviour 

 

Hypothesis 11 of the research model predicts that a future ITS user who states they intend to exchange 

their personal information is actual more likely to do so when the opportunity presents itself in real 

life.  To test this (see Table 7-1), the European questionnaire asked the participants how they intended 

to act when faced with a privacy scenario and then investigated their actual behaviour in those same 

scenarios.  Figure 7-7 compares the percentage of observed minus the percentage of expected 

participants for the acceptable number of test scenarios against the actual number of acceptable 

scenarios.  This figure clearly shows that a participant who found none of the test scenarios acceptable 

are the most likely to have withheld their personal information in the real life scenarios.  

    

Figure 7-7 Percentage of Observed Minus Percentage of Expected Participants for Each Number of 

Actual Acceptable Scenarios by Their Stated Number of Acceptable Scenarios 

 

A Chi Squared test for independence shows that the results of the European survey indicate that there 

is statistically significant relationship between a participant’s total number of acceptable test scenarios 

and the total number of actual scenarios they find acceptable, the p value for this test is 0.000.  Table 

7-5 looks at the acceptability rates for the individual scenarios.  From this table you see for each of the 

three scenarios the relationship between the test and actual answers are all statistically significant. In 

each scenario, it is also the case more participants are willing to disclose their information in reality 

when compared to their stated intention.   
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Table 7-5 Actual and Test Scenarios  

Scenario Type Question Acceptability Rate p Significant 

Actual Scenario 1 Loyalty Card 77% 0.004 Yes 

Test Scenario 1  33%   

Actual Scenario 2 Internet Shopping 86% 0.000 Yes 

Test Scenario 2  46%   

Actual Scenario 3 Airport Security 96% 0.000 Yes 

Test Scenario 3  17%   

  

The number of participants who stated they would not disclose their personal information but actually 

did ranged between 54-83% across the three scenarios, whereas the number of participants who stated 

that they would disclose their personal information but in reality withheld it only ranged between 4-

23% across the three scenarios. This adds weight to the argument presented in the literature review 

(Chapter 3) that people are actually more likely to disclose their personal information than their level 

of privacy concern and stated intention suggests.  This evidence also supports Hypothesis 11 in the 

research model. 

 

H11: A user’s actual behaviour will be significantly impacted by their stated behavioural intention. - 

SUPPORTED 

 

7.6. Predicting Actual Behaviour 

 

This chapter so far has not considered how a participant’s level of privacy concern, their 

demographics, their perceptions of the privacy variables and their stated behavioural intention might 

interact with one another and enable predictions to be made about a participant’s actual behaviour 

when confronted with a privacy scenario.  Figure 7-8 shows the Pearson’s r correlation coefficient 

between the four privacy variables and actual behaviour.  This shows that only one of the privacy 

variables (transfer method) was shown to have a statistically significant relationship with actual 

privacy behaviour.  Even when demographics are included, the ability to predict actual privacy 

behaviour by considering only one-way interactions appears to be limited.  An enter method, multiple 

linear regression model of all of the privacy variables, demographics and stated behaviour had a R2 

value of 0.065 therefore accounting for approximately 6.5% of the participant actual privacy 

behaviour.  Table 7-6 shows that only; gender, perception of the transfer method and the participants’ 

stated behavioural intention had a statistically significant relationship with actual behaviour, with 

stated behavioural intention being the best single predictor. 
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Figure 7-8 Correlation between Privacy Variables and Actual Behaviour 

 

 

 

 

 

 

 

 

 

Table 7-6  Variables in Multiple Linear Regression Model of Acceptable Number of Actual Scenarios  

 

Variable Standardized Beta t Sig. 

Constant  12.355 .000 
Privacy Invasion .018 .486 .627 

Income Level .043 1.181 .238 

Education Level .040 1.108 .268 

Gender -.077 -2.156 .031 

Reward -.026 -.661 .509 

Data Sensitivity -.005 -.132 .895 

Data Holder -.016 -.372 .710 

Transfer Method .103 2.541 .011 

Privacy Concern .021 .560 .575 

Stated Behaviour .161 4.209 .000 

Greece .021 .473 .637 

Netherlands -.070 -1.623 .105 

Austria .027 .592 .554 

 

 

 

 

 

 

 

 

 

 

H10c (0.013) 

 
Reward 

   

 Actual 
Behaviour 

Transfer 
Method 

Data Holder 
Data 

Sensitivity 

H10a (-0.021) 

H10b (-0.063) H10d (0.103**) 



Chapter 7 –Actual Behaviour 

Scott Cruickshanks                                                                                                                155 
 

In Chapters 5 and 6 it was shown that two-way interactions played a significant role in improving the 

ability to predict a future user’s level of privacy concern and stated behavioural intention, 

respectively. It is therefore likely that considering them will also help improve the ability to 

accurately predict a future ITS user’s actual behaviour.  Unfortunately, it is not practical to look at 

every two-way interaction and the potential impact it could have on an individual’s actual privacy 

behaviour.  Instead, backwards stepwise likelihood ratio logistic regression has been used to model 

the combined effect of using all the variables discussed so far in this chapter and their two-way 

interactions to predict if a participant would actually disclose their personal information in all three of 

the privacy scenarios set out earlier in this chapter.  As with the previous logistic regressions, it was 

not possible to include two-way interaction involving income level as there were too many missing 

values. 

 

By simply predicting that every participant would disclose their personal information in all three of 

the real life situation, you would be correct 52.3% of the time.  By using the binary logistic regression 

model shown in Table 7-7, which has a Cox & Snell R2 value of 0.345 and a Nagelkerke R2 value of 

0.460 you, would be correct 76.0% of the time.  An R2 value of 0.460 is fairly high for behavioural 

research such as this, and suggests that the model accounts for roughly 46% of the variance in a 

participant’s actual privacy behaviour.  If the model was used to predict the actual behaviour of every 

citizen within Europe, an improvement in accuracy of 23.7% will be very significant (circa 155 

million extra correct predictions).   

 

Table 7-7 shows although the hypotheses relating to a participant’s level of concern and the 

perception of three of the privacy variables proved unsupported when considered in isolation, when 

their two way interactions were considered in the logistic regression model, the participants 

demographics, their general level of privacy concern, their perception of all of the privacy variables 

and their stated behavioural intention all added to the accuracy of the model.  Although roughly half 

of the variance in the participants’ actual behaviour is still unaccounted for, it is still fair to say that 

the participants were at least to some degree attempting to act rationally and trying to weigh up the 

reward on offer against the potential costs of disclosing their personal information.  However, the fact 

that half of the variance is still unaccounted for suggests that the participants are acting with at least a 

small amount of irrationality.  However, the improvement in the ability to correctly predict a future 

ITS user’s stated privacy intention because of the interaction between the stated variable is high 

enough to support Hypothesis 12 within the research model. 

 

H12: A user’s actual behaviour will primarily be derived from their stated behavioural intention, 

demographics, general level of primary concern and a trade-off between their perceptions of the 

reward on offer against the risk associated with a scenario. – SUPPORTED   
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Table 7-7 Variables in Binary Logistic Model of Actual Privacy Scenarios  

 

Variables Wald df Sig. 

Income Level 14.629 4 .006 

Education 9.973 4 .041 

Age 14.528 5 .013 

Concern Level 11.419 3 .010 

Perception of Reward 13.664 3 .003 

Perception of Data Holder 8.310 3 .040 

Country * Level of Concern 19.413 9 .022 

Country * Perception of Reward 19.271 9 .023 

Country * Sensitivity of Data 19.713 9 .020 

Country * Perception of Data Holder 23.301 9 .006 

Country * Perception of Transfer Method 22.044 9 .009 

Education * Level of Concern 21.266 12 .047 

Education * Perception of Transfer Method 23.346 12 .025 

Level of Concern * Perception of Reward 17.272 9 .045 

Level of Concern * Sensitivity of Data 18.788 9 .027 

Country * Education 39.418 12 .000 

Country * Experience of Invasion 7.375 3 .061 

Country * Minority 6.352 3 .096 

Education * Behavioural Intention 15.434 4 .004 

Behavioural Intention * Perception of Transfer Method 10.130 3 .017 

    

7.7. Summary 

 

The analysis of the actual behaviour questions within the European questionnaire has shown support 

for some of the hypotheses set out in the research model but not others.  The results added weight to 

the theory that a person’s demographics would influence their actual privacy behaviour and supported 

Hypothesis 8.  In particular, the results showed that the British were the most willing to disclose their 

personal information and the Greeks were the least likely to do so.  It also found that younger the 

participant is, the more likely they were to disclose their information. This supports the findings of 

previous research highlight in the literature review (Fox et al. 2000 and Wallis 2007).  Contrary to 

what was expected from the literature review, however, the results of the European survey suggest 

that people with a high income and/or high level of education  are more willing to disclose their 

personal information than those with lower incomes and education levels. 
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The results of the European survey also went against some of the findings in the literature review and 

found that there was no correlation between a participant’s general level of privacy concern and their 

actual privacy behaviour.  It had been expected that those participants that expressed a high level of 

privacy concern would be more likely to withhold their personal information, but analysis of the 

results showed that the relationship between the two variables was statistically insignificant.  

Hypothesis 9 is therefore not supported.  

 

It was also discovered that three of the privacy variables (the reward on offer, how sensitive the 

information was and who the information was going to) had no direct impact on a person’s actual 

privacy behaviour, disproving Hypotheses 10a-c, although the logistic regression model did show that 

when each of these variables was combined with another variable (such as the participant’s country) 

they added to the predicting ability of the model.  Hypothesis 10d, however, was supported, because 

the results showed that the relationship between the level of trust a user had in the transfer method and 

their actual behaviour in the three privacy scenario was statistically significant.  This is a noteworthy 

result because most of the privacy-related work that has been conducted to date within the 

transportation field has been centred around making the ITS communications as secure as possible.  

The results of the European survey indicate that this work could play a crucial role in improving the 

penetration rate of future ITS. 

 

Another significant result discovered in this chapter was that there is a direct link between a 

participant’s stated behavioural intention and their actual behaviour.  Not only does this support 

Hypothesis 11, but the results also show that far more people are likely to trade their personal 

information in real life than when faced with a hypothetical scenario.  For future ITS, this means that 

likely uptake rate of a technology is probably going to be higher than a survey of stated intentions 

would suggest.  The results also showed that only a range of 4-23% of people who state they would 

disclose information would not in reality, compared to a range of 54-83% for people answering ‘no’ 

to the stated intention question changing their mind in reality. 
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The final hypothesis tested in this chapter was Hypothesis 12, which predicted that a future ITS user’s 

actual behaviour will primarily be derived from their stated behavioural intention, demographics, 

general level of primary concern and a trade-off between their perceptions of the reward on offer 

against the risk associated with a scenario.  Whilst it was not possible to test this for a future ITS, the 

indication from the three real life scenarios was that a combination of the afore mentioned variables 

would account for approximately 46% of the variance in the participants actual privacy behaviour and 

would allow predictions about the acceptability of a scenario to be made with approximately 76% 

accuracy.  Although this supports Hypothesis 12, it also adds weight to some of the theories stated in 

the literature review which suggest that future ITS user’s will not be capable of acting completely 

rationally, but would possibly act in a predictably irrational manner instead.   

 

Another interesting discovery to note are the similarities and differences in the factors that were 

shown to impact the participants stated behavioural intention with regards to the hypothetical ITS 

scenarios and their actual behaviour in the real life scenarios.  The first similarity is that in both cases 

young highly educated, high-income British people were the most likely to exchange their personal 

information.  The results of the stated intention questions showed that the Dutch stated they would 

give away the least amount of information, but in reality, the Greeks disclosed the least but the margin 

was minimal.  Both cases found that the general level of privacy concern and the perception of the 

reward on offer had no direct relationship with the participants’ privacy decision-making, but do add 

to the accuracy of the logistic regression models when combined with other variables. 

 

The three privacy cost variables were found to have a direct relationship to the participants’ stated 

behavioural intention, whilst analysis of the real scenarios showed that only the participants’ 

perception of the transfer method had a direct impact on their actual behaviour.  Another disparity 

between the participants’ stated and actual behaviour was that more variables and their two-way 

interactions were found to improve the logistic regression model for actual behaviour.  This suggests 

that factors which did not improve the regression models for a participant’s stated behaviour such as 

the participant’s age, income level and perception of the reward on offer actually play a significant 

role in helping to predict the outcome of a real life scenario.        
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8. Will Privacy be a Barrier to Future ITS? 

8.1. Introduction 

This chapter will bring together everything that has been discussed in this thesis so far and 

specifically address the question ‘Will Privacy be a Barrier to Future ITS?’.  It will do this by first 

looking at the outcomes of the research model.  The links between privacy concern, behavioural 

intention and actual behaviour will then be discussed.  The Chapter then moves on to address the 

individual factors that could impact the acceptability of a future ITS, before highlighting the gaps in 

knowledge that this research has been able to fill.  This knowledge is then used to pinpoint future ITS 

that might be deemed unacceptable in privacy terms and suggest methods for reducing their privacy 

impact.  The final sections of this chapter then looks at the limitations of this research and areas in 

which future research could help to further develop a deeper understanding of human privacy 

decision-making in regards to future ITS. 

 

8.2. Research Model Outcome 

 

Chapters 5 to 7 tested the research model developed in Chapter 3 by analysing the results of the 

European survey which sought to investigate the underlying influencing factors of a person’s 

behaviour when faced with a privacy scenario.  Table 8-1 and Figure 8-1 shows whether the results of 

the European survey supported the hypotheses made as part of the research model in Chapter 3.  The 

first thing that becomes clear by looking at the summary of the European survey results is that a user’s 

level of general concern is not directly linked with their perception of the privacy variables, their 

stated behavioural intention or most importantly their actual privacy behaviour.  Whilst this was 

unexpected it does support the consensus that although a future ITS user could be concerned about 

disclosing their personal information they might still disclose their personal information anyway. 

 

It should be noted that although there was no direct link between the level of concern and the 

participant’s actual behaviour, the inclusion of a participant’s level of concern and its interaction with 

other variables improved the level of accuracy of the Logisitic Regression model for actual behaviour 

in Chapter 7.  This means that if a user’s level of concern is known, predictions about their likely 

future behaviour will be more accurate. As well as the impact of the level of a user’s concern, not all 

of the hypotheses made in the research model about the impact of a future ITS user’s perceptions of 

the privacy variables would have on actual behaviour were supported.  A direct link was only found 

between the survey participants’ perception of how secure the transfer methods were and there actual 

behaviour.  This was surprising because all of the cost privacy variables were found to be significantly 

link with the participant’s stated behavioural intention.   
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Table 8-1 Table Showing Whether the Results of the European Survey Support the Research Model 

Hypotheses  

Hypothesis Supported Comments 

H1: A user’s level of privacy concern will be 

impacted by their demographics. 

YES Some demographics and their two-way 

interactions proved significant. 

H2: A user’s perception of the four privacy 

variables will be impacted by their 

demographics. 

YES Some demographics proved significant for all 

four privacy variables. 

H3: A user’s perception of the three privacy 

cost variables will be linked to the user’s 

general level of privacy concern. 

NO The level of concern was not significant 

connected with any of the privacy cost 

variables. 

H4: A user’s stated behavioural intention will 

be impacted by their demographics.   

YES Some demographics proved significant.  

H5: A user’s stated behavioural intention will 

be impacted by their general level of privacy 

concern. 

NO The level of concern was not significant. 

H6: A user’s stated behavioural intention will 

be impacted by their perceptions of the privacy 

variables 

MIXED The perception of the reward has no 

significance but all of the privacy cost variables 

are significant. 

H7: A user’s stated behavioural intention will 

primarily be derived from their demographics, 

general level of primary concern and a trade-off 

between their perceptions of the reward on offer 

against the risk associated with a scenario. 

YES The variables and their two-way interactions 

account for 33.3% of the variance in the 

participant’s stated behaviour intention. 

H8: A user’s actual behaviour will be impacted 

by their demographics. 

YES Some demographics proved significant. 

H9: A user’s actual behaviour will be impacted 

by their general level of privacy concern. 

NO The level of concern was not significant. 

H10: A user’s actual behaviour will be 

impacted by their perception of the privacy 

variables 

MIXED All but transfer method No 

H11: A user’s actual behaviour will be 

impacted by their stated behavioural intention. 

YES The stated behavioural intention proved very 

significant. 

H12: A user’s actual behaviour will primarily 

be derived from their stated behavioural 

intention, demographics, general level of 

primary concern and a trade-off between their 

perceptions of the reward on offer against the 

risk associated with a scenario. 

YES The variables and their two-way interactions 

account for 46.0% of the variance in the 

participant’s actual privacy behaviour. 
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Figure 8-1 Supported Research Model Relationships 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Whilst the participants’ perceived value of the reward on offer was not directly linked to either their 

stated behavioural intention or their actual privacy behaviour, the logistic regression model used in 

Chapter 7 did actually find that these variables did indeed add to the accuracy of the model.  One 

limitation of this research is that no null reward was offered in the privacy scenarios which could have 

impacted the outcomes of this research.  It is interesting to note the fact that all of the privacy cost 

variables are shown to influence a person’s stated behavioural intention.  This is especially 

noteworthy as the most useful predictor of actual behaviour was shown to be the participant’s stated 

behavioural intention. 
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What the results of the European survey also show clearly is how a future ITS user’s demographic 

background is likely to play a significant role in shaping not only their actual privacy behaviour but 

also their level of concern, perceptions of the privacy variables and their stated behavioural intention, 

all of which in turn have been shown to help predict a person’s actual behaviour.  It was shown that 

the impact of some of the demographic variables (age, gender and experience) was consistent across 

the different privacy stages; elderly females who had experience previous privacy invasions had a 

higher level of privacy concern, stated that they found their personal information more sensitive, 

found both the future data holder and transfer method less secure and were more likely to state that 

they will act in a privacy preserving manner, whereas, some demographics such as; cultural 

background, income and education levels varied across the different privacy stages. 

 

8.3. The Links between Concern, Behavioural Intention and Actual Behaviour 

 

As discussed in the previous section, the results of the European survey further highlighted the 

disconnect that was observed in previous research (Hui et al. 2007 and Berendt et al. 2004) between 

an individual’s privacy concern and the actual privacy behaviour.  The impact of this for future ITS 

developers is that they need to be less worried about users expressing a high level of privacy concern, 

but instead should focus on whether potential future users state whether they would use their future 

ITS or not. 

 

This is because the results of the European survey have shown that there was a very significant link 

between a participant’s stated behavioural intention and their actual privacy behaviour.  It was 

actually the case that the participants were more likely to disclose their personal information in real 

life than their stated behavioural intention suggested.  This again supported the findings of the 

literature review and suggests that the uptake of a future ITS in reality will be higher than a survey of 

stated intentions would suggest.  These results also show the importance of future ITS developers 

addressing the factors that impact the user’s stated behaviour as it is very unlikely that a future ITS 

user will state they will disclose their personal information and then in reality withhold it.  It is also a 

lot easier for future ITS developers to measures a group of future ITS users’ stated behaviour in 

relation to their future system than their actual behaviour.        
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8.4. What Will Impact the Acceptability of a Future ITS in Privacy Terms 

 

The results of the literature review and European survey have shown the main factors that will 

influence a future ITS user’s stated and actual behaviour are their demographics, cultural background 

and their perception of the privacy cost variables.  This section will look at each of these factors and 

discuss how they could impact the acceptability of a future ITS.  

 

8.4.1. Demographics of users 

A future ITS user’s demographics are likely to have a significant influence on their privacy decision-

making.  This research has shown that age, gender, income and education levels all have an influence 

on how willing a future ITS user will be to actually disclose their personal information.  Young highly 

educated, high earning males were shown to be the most likely to find future ITS privacy scenarios 

acceptable, whereas elderly, less educated females with a low income were shown to be the least. 

Whilst some ITS developers might be developing systems that they intend a whole population to use, 

others may be targeting more focused groups.  The implication of the demographic variance means 

that a system that was designed for, and deemed acceptable by, tech savvy young males might not be 

deemed acceptable by elderly females with little experience of using the new technologies. If this 

system is then rolled out for intended use by a whole population the voluntary uptake rate will be 

significantly lower than if the system was designed with elderly females in mind.  If the system 

required a high penetration rate to operate efficiently then this could be the difference between the 

new ITS being a success or a failure. 

 

8.4.2. Cultural background of users 

This research has shown that a future ITS user’s cultural background is likely to have a substantial 

impact on their willingness to disclose their personal information.  The standout result is that 

participants from the UK were the most willing to disclose their personal information in both the 

behavioural intention and actual behaviour scenarios.  Interestingly the United Kingdom participants 

contradicted this by also being the most concerned country of the four sampled.  This further 

highlights the severity of the disconnect that exists between a future ITS user saying that they are 

concerned about privacy and then actually withholding their information when faced with a privacy 

scenario. 
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The next observation that can be made is that the United Kingdom has the highest score out of the 

four countries in Hofstede’s individualism dimension (89)(Hofstede 2001).  The majority of the 

evidence from previous research on this topic suggests that countries with a high level of 

individualism will be more willing to share their personal information.  Whilst the results for the 

United Kingdom support these findings, the fact that the participants from the Netherlands 

(Individualism =80) were the nation least willing to disclose their personal information in the actual 

behaviour scenarios and the second least likely in the behavioural intention scenarios suggests that 

other factors may also be influencing the cultural impact on privacy. 

 

The link between the results of the European survey and the Privacy International Privacy Policy 

Index (Privacy International 2007) could also offer a clue to why different cultures act differently 

when faced with the same privacy scenario.  The Privacy International survey ranks the countries in 

the following order in terms of having the most invasive government policies; the United Kingdom, 

the Netherlands, Austria and then Greece.  These results replicate the willingness of participants from 

each country to disclose their personal information in the actual privacy scenarios, with the 

participants from the United Kingdom being the most willing and the participants from Greece the 

least.  This phenomenon is also backs up the theory promoted in the literature review that the reason 

why road pricing was deemed acceptable in London but not Hong Kong was due to the fact that 

citizens in London were already used to being monitored by a large amount of CCTV cameras. 

 

The results of the behavioural intention scenarios that focused specifically on future ITS do not 

support this trend (although the British were again the most willing to disclose their personal 

information) as the Greek sample was the second most willing group of participants.  One potential 

reason for this is that these questions related to a specific industry (transport) whereas the Privacy 

International survey was focus on a more macro level.   

 

It is likely that both a country’s cultural dimensions and its current level of state surveillance will 

influence the privacy behaviour of its citizens.  However, it could be debated that the privacy views of 

the public will influence the state’s level of invasion, especially in a democratic country.  What is 

clear though is that future ITS user’s from different cultural backgrounds could act very differently 

when faced with a privacy scenario.  Bearing this in mind, future ITS developers will need to adjust 

the privacy requirements of their proposed systems depending on which country the technology is 

being launched in.  If it is planned for a future ITS system to be implemented across the whole of the 

European Union then the developers would be wise to focus on the privacy demands of the Dutch and 

Greek public and not the British.      
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8.4.3. Sensitivity of the data required 

It has been shown that the sensitivity of the data required by a future ITS greatly influenced the 

participants’ stated behavioural intention with regard to future ITS.  Surprisingly though data 

sensitivity was not shown to have a direct influence on the acceptability of the actual privacy 

scenarios used in the European survey.  The participants’ perception of how sensitive different types 

of information could be split into three distinct tiers.  Highly sensitive data included embarrassing 

secrets, financial data and medical records.  The least sensitive tier included local weather conditions, 

musical preferences and the participants’ nationality.  The most critical data types for future ITS, 

driving behaviour and location history, were both in the middle tier.  This tier was different from the 

other two because the participants had very mixed views on the sensitivity of the data with some 

finding these data types highly sensitive, while others found it not sensitive at all.   

 

The different impact data sensitivity had on behavioural intention and actual behaviour shows that the 

participants were influenced by different factors when they were faced with a real and hypothetical 

privacy scenario.  Considering that the participants were more likely to disclose their personal 

information in the actual scenarios, this could mean that in reality they cared less about how sensitive 

the information they were giving away was than their stated behaviour would suggest.  However, a 

future ITS developer should still attempt to use the least sensitive data wherever possible to reduce the 

number of individual who will state they will not use their ITS, (even though in reality the results of 

this research suggest that data sensitivity may not be critical).  

 

8.4.4. Level of trust in the new data holder 

As with data sensitivity, the results of this research have shown that the perceptions of how safe a 

participant’s personal information is in hands of various different data holders can be split into three 

distinct tiers.  The unsecure category includes strangers, journalists and criminals.  The middle 

category includes work colleagues, the government and private companies.  The most secure data 

holders were perceived to be family, friends and medical and legal professionals.  Again, most future 

ITS would use data holders who fall into the middle category as they will be operated either by 

governments or private companies.   
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Again, in a similar manner to data sensitivity, the level of trust in the data holder was shown to have a 

large influence on stated behaviour but to have no direct influence on the actual behaviour scenarios 

in the European survey.  This further highlights that participants must use a different thought process 

when faced with real and hypothetical scenarios.  Although it may not prove to be critical in reality, 

ITS developers may want to consider getting a legal professional, or someone who will face real and 

substantial consequences if any abuses occur, to look after the personal information, especially if a 

high penetration rate is required. 

 

8.4.5. Level of trust in transfer method 

Unlike for data sensitivity and the level of trust in the data holder, there were not any distinct tiers in 

the perceived safety of different transfer methods.  Instead, all of the different transfer methods apart 

from a private face to face meeting were perceived to be roughly as secure as one another.  This is 

particularly interesting because virtually all of the research that has been conducted into privacy 

within the transportation field has gone into making the transfer method as technologically secure as 

possible. Yet the participants found it very difficult to differentiate between the level of security 

provide by a message sent by physical mail and a message sent over a wired internet connection. 

 

Another difference between the perception of the transfer method and the perceptions of data 

sensitivity and the future data holder is that it was shown to influence both behavioural intention and 

actual behaviour.  For ITS developers this insight could be crucial as this is that only factor that was 

shown to directly impact actual behaviour that they have control over.  This is also the area in which 

the most privacy research effort has gone into and so long as this is successfully portrayed to future 

ITS users’, using secure transfer methods should have a positive impact on improving the penetration 

rate of future ITS. 

 

 

8.5. Reducing privacy impact 

 

From looking at the main influencers of privacy decision-making highlighted in the previous section, 

a future ITS developer can address several key aspects of a future ITS that could improve a future 

user’s willingness to disclose their personal information.  Other than targeting users from specific 

demographic and cultural backgrounds who would be more likely to disclose their personal 

information (young British males), the main way a future ITS developer can influence the user’s 

willingness is by addressing the privacy cost variables. 
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This research has shown that the cost variable with the greatest effect on a user’s actual behaviour will 

be their perception of how secure the transfer method is.  You only having to look at the financial 

industry and e-banking in particular, to see that people are willing to transfer even the most sensitive 

of information (financial data) to fairly untrusted data holders (private company) because they 

perceive the method of transfer to be secure.  The key to ensuring that the transfer method is 

perceived as being secure is to not only make the communication as technologically secure as 

possible, but to also make future users aware of just how secure the transfer methods are.  Essentially, 

it does not matter how secure a transfer method actually is if future users are not told about it because 

they will presume the worst (Malhotra et al. 2004). 

 

One method that could potentially help future ITS users understand exactly how secure the transfer 

method is, is to get an independent body to test how secure your system is and to compare it not only 

to other ITS but also more common privacy scenarios.  Whilst some privacy audits do exist (Warren 

and Charlesworth 2012) these are aimed more at ensuring that current regulations are being met than 

informing the end user in a clear, concise and quick manner.  Some research though has looked at 

using ‘privacy nutrition labels’ to highlight key information to users (Kelley et al. 2010).  New cars 

already get a Euro NCAP safety rating to help inform drivers just how safe different types of vehicles 

are (Euro NCAP 2013). It is therefore feasible that a similar rating system could be used to rate how 

secure your personal information is with future ITS.      

 

Whilst the results of the European survey did not show that a user’s perception of the data sensitivity 

and how much they trusted the new data holder had direct impact on the participants’ actual 

behaviour,  they did show that they had a significant impact on a participant’s stated behavioural 

intention with regards to future ITS.  A participant’s stated behavioural intention was then shown to 

be strongly linked with their actual behaviour.  Therefore if a future ITS developer alters these two 

cost variables, it is likely that they will also alter the willingness of future users to disclose their 

personal information.   

 

As a consequence, where possible future ITS developers, in addition to improving future users’ 

perception of the transfer method, should also use the least sensitive data possible and the most trusted 

data holder.  In order to use the least sensitive data possible future ITS developers may be forced to 

downgrade the reward they are offering as a result.  However, the results of this research and research 

within the field of behavioural economics (Kahneman and Tversky 1979) suggest that when faced 

with an actual decision, the perception of the cost variables will outweigh the reward.   
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8.6. New Knowledge 

 

The first new thing that this research learnt was that most of the demographic influences that had been 

discovered in previous research in other fields appear to have the same effect in the transportation 

field, except for the influence of education level and income level.  A participants willingness to 

disclose information to future ITS was shown to increase as these two variables increase, which is the 

opposite of what was expected. One possible explanation for this is that educated high earners 

sampled have had more exposure to existing ITS, so due to their previous positive experiences they 

are less concerned about future ITS. 

 

It has also been shown by this research that a future ITS user’s cultural background will have a 

dramatic effect on their privacy behaviour in relation to future transport technologies.  Citizens from 

the Netherlands were shown to be the most privacy preserving and citizens from the United Kingdom 

the most willing to disclose their personal information of the four culturally diverse countries that 

were sampled.  This research also showed that a future user’s stated level of privacy concern will have 

little impact on their actual willingness to use a future ITS. 

 

In addition, the results found that there was a difference between stated and actual behaviour.  It was 

shown that in real life users were potentially more impacted by irrationality and heuristics, as they 

were more willing to give away more information than their stated behavioural intention would 

suggest.  Potentially the most significant new finding from this research was that the most powerful 

tool ITS developers have for improving the willingness of future ITS users to disclose their personal 

information is by reducing the perception of the three privacy cost variables.  The perception of the 

transfer method was shown to be particularly crucial.  In direct contrast, it was shown that improving 

the reward on offer in a scenario would potentially have little impact on the overall acceptability of 

the technology.   

 

In summary, the two key strides forward that this research are; firstly identifying the most likely 

demographic groups to reject future ITS due to privacy fears (elderly, less educated, low earning 

Dutch women) and; secondly, highlighting that the key variables that future ITS developers can alter 

to reduce the privacy impact of their technologies are the future ITS users’ perceptions of the  privacy 

cost variables (the type of data used, which data holders the information is given to and most 

influentially the method used to transfer the information).  
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8.7. Limitations 

 

Whilst this has research has taken strides forward in terms of improving the knowledge of how 

privacy will impact future ITS, there are still some limitations to this research.  The most substantial 

limitation of this research is that it has only looked at the ‘what’ and not the ‘why’ with regards to the 

factors that will influence future ITS users’ privacy decision-making.  In particular this research failed 

to look in any detail at ‘why’ the survey participants’ level of trust varied not only with their 

demographics but also different data holders and transfer methods.   In a similar way, the impact 

social norms and other heuristics had on the participant’s perception of the privacy variables and their 

stated and actual privacy behaviour was not explored. 

 

Although knowing the ‘why’ would add significantly to existing knowledge, this research prioritised 

identifying ‘what’ variables influenced privacy decision-making over developing a detailed 

understanding of ‘why’ these variables influenced privacy decision-making.  To develop a detailed 

understanding of ‘why’, every variable that was shown to influence privacy decision-making would 

have been too large a scope for this particular piece of research but it would definitely have added to 

existing knowledge at the disposal of future ITS developers. 

 

In addition to concentrating on the ‘what’ there were potentially also some limitations with the 

methodology used.  It was argued in Chapter 4 that as this research model had been derived from 

existing literature that quantitative data would prove the most useful for interrogating the research 

model.  This is likely to be an accurate judgement but if this research had also conducted some 

qualitative research it would have added not only to the understanding of ‘why’ the factors identified 

influenced privacy decision-making but would also have verified that the research had covered all of 

the potential influencing factors.  Some qualitative data could also have helped future ITS developers 

identify exactly what they would need to do to reduce data sensitivity and increase trust in the data 

holder and transfer method. 

 

Another potential limitation of the methodology used in this research was that it was not possible to 

use exactly the same questionnaire distribution method in each country.  This was caused by a 

combination of not gaining access to appropriate mailing lists in all of the countries except the UK 

and weather conditions during the Dutch survey.  Even with differences in the questionnaire, 

distribution methods the differences in the demographic distributions of each countries sample was 

small due to the multi-modal distribution and the targeting on demographic groups to balance out each 

countries sample.   
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Although it limited the differences in demographic groups sampled in each country, the use of the 

multi-modal distribution did mean that in some of the countries a high proportion of the participants 

expressing their views did so through the use of technology.  As discussed in the Methodology 

Chapter (Chapter 4) it was not ideal to have participants expressing views on whether privacy 

concerns would prevent them from using future technologies through technology.  However, it was 

also decided that it was better to get a sample population that represented the demographics of the 

wider country and potential miss some of the views of people too concerned about privacy to use 

technology than to have large demographic groups missing.  

 

With regards to the questionnaire that was distributed, in hindsight, there were potentially a couple of 

limitations to its design.  Firstly, none of the scenarios offered ‘no reward’ in return for the participant 

disclosing their personal information.  In the initial design phase it was thought that the differences in 

the value of the rewards offered in the various would cover a wide enough range to see the impact the 

reward offered in a privacy scenario had on privacy decision-making.  However, this was not the case 

and no link was found between the reward being offered and a participant’s likeliness to find a 

scenario acceptable.  Without having a scenario offering ‘no reward’ this research was unable assess 

if there was a difference in the acceptability rate of a scenario offering ‘no reward’ and one offering a 

reward.  Theories from the field of behavioural economics such as prospect theory (Kahnemann and 

Tversky 1979) suggest that whilst any reward is better than no reward, the increase in the impact of 

the reward value diminishes as the value of the reward increases, so it may be the case that as long as 

a future ITS offers some form of reward the actual value of that reward will not have a significant 

impact on the acceptability of the technology.  Unfortunately from this research it is not possible to 

draw any conclusions on this. 

 

The second change that would be made to the questionnaire design in hindsight is that the three 

general scenarios would be replaced with three further ITS scenarios.  The three test scenarios could 

then be used to not only explore then link between stated and actual behaviour but also to compare the 

participants stated behaviour in scenarios relating to transport and general life.  By having seven 

instead of four ITS related scenarios it would have been possible to explore whether different strands 

of ITS would be more likely to be acceptable to future ITS users than others.  For example it would 

have been interesting to see whether ITS used for automated travel pricing generated more concerns 

than systems that are focused on creating real time traffic information, as the real life examples 

explored in Chapter 2 would suggest.  Instead, the four ITS scenarios used remained more high level 

and generic in an attempt to ensure that a wide range of different privacy variables that could be used 

in real future ITS were investigated. 
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The final limitation of this research was that it could have explored further whether future ITS users 

would be likely to express any irrational yet predictable behaviour with regards to the future 

technologies.  The binary logistic regression model used to predict the participants’ actual behaviour 

(Table 7-7) showed that the variables explored in the research model only accounted for 

approximately 46% of the variance in answers.  Although for research of this nature this is a fairly 

high value, it still means that just over half of the variance in a participants’ privacy decision-making 

is still unaccounted for.  The literature review in Chapter 3 suggested that it was very unlikely that 

future ITS users would act in an entirely rational and hence completely predictable nature due to 

nature of humans having bounded rationality (Aquisti 2004 and Simon 1982).  This is something that 

this research could have potentially explored further by either conducting some physical experiments 

to see whether any trends of irrational privacy behaviour became apparent or by attempting to directly 

apply heuristics proven in the field of behavioural economics to the field of privacy within the context 

future ITS.     

 

8.8. Recommendations for further work 

 

Whilst this research has taken strides forward in helping identify the most critical aspects of privacy 

decision-making in relation to future ITS, there are still areas that future research could address.  The 

scope for future research revolves around observing actual behaviour and testing the possible 

improvements.  This research was unable to witness the participants’ actual behaviour in relation to 

future ITS, therefore it is likely that new knowledge would be gained from observing actual 

behaviour.  At the very least, it would test that outcomes of this research, with respect to participants 

being more willing to disclose their personal information in real life than their stated behaviour and 

privacy concerns suggest.   

 

In general, more research can look into the “why” aspects of the influencing factors of privacy 

decision-making and how they relate to ITS.  This is something that this research has not attempted to 

address and whilst the factors that influence trust and human decision-making have been explored 

within the transport field they have not been explored in any depth in relation to privacy.  By 

observing participants’ actual behaviour, it would also be easier to accurately examine the influence 

of irrational decision-making.  It will also be possible to test the extent to which acceptability rates 

can be improved in real life by altering the privacy variables, which is something that this research 

suggests could be crucial.   
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In particular, it would be interesting to investigate how a privacy version of the Euro NCAP rating 

could be used to increase a user’s perception of the transfer method and in turn improve their 

willingness to disclose personal information.  One final factor that this research failed to investigate 

that would add to existing knowledge, is the impact of offering no reward in return for a user’s 

personal information.  This research found that user’s did not find the type of reward offered critical 

when faced with a privacy scenario but it did not test the impact of not offering a reward.   

 

8.9. Will privacy be a barrier? 

 

In answer to the question ‘Will Privacy Barriers Limit the Uptake of Future Intelligent Transport 

Systems?’, this research suggests that every future ITS will have some users who refuse to disclose 

their personal information.  This means that the compulsory implementation of these systems will 

ensure that some members of public will travel with less freedom than they did before the ITS was 

implemented, which as Cruickshanks and Waterson (2011) highlight, means that the privacy fears 

highlighted at the very beginning of this thesis have a chance of coming to fruition, so making the use 

of an ITS system compulsory for everyone should be avoided where ever possible. 

 

With regards to non-compulsory systems, the answer is not so simple and will rely heavily on the 

uptake rate required for the future ITS to be successful in practical and economic terms.  The chance 

of privacy being a barrier to future ITS will increase significantly with the uptake rate required for the 

system to operate.  For example, if a hypothetical traffic management system needs at least 90% of 

road users to be disclosing their location at all times for its algorithms to function correctly, then it is 

likely that privacy will be a barrier to its successful launch.  On the other hand if a hypothetical safety 

system only requires 5% of total road users to provide their local weather conditions periodically this 

research suggests that privacy will not act as a barrier to its successful uptake. 

 

With the appropriate consideration during the design stage of a future ITS, a developer should be able 

to significantly reduce the privacy impact of a system.  Whether the penetration rates for a non-

compulsory system will be high enough for the ITS to be sustainable will depend primarily on the 

demographics of the target audience and their perception of how secure the method for transferring 

their personal information is.  Secondary factors are likely to include how sensitive the required data 

is and the level of trust the future users’ have in the new data holder.  The reward offered by the 

system is likely to have little impact on whether users will find the technology acceptable or not.
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9. Conclusions 

9.1. Introduction 

 

The main conclusion from this research is that privacy has the potential to be a barrier to the uptake of 

some future ITS.  However, by appropriately managing the privacy cost variables present in a future 

ITS (the transfer method, the type of data required and who the information is going to) a future ITS 

developer should be able to ensure that enough users are willing to disclose their personal information 

that the system would be viable.  It is also fair to say that this research managed to meet the aim and 

objectives set at the outset of the research project. 

  

9.2. Aim 

 

The overall aim of this research was to better understand the factors influencing privacy decision-

making and the impact they will have on the success of future ITS.  From the combined results of the 

literature review and the European survey this has definitely been achieved.  In particular, this 

research found that the major factors influencing privacy decision-making are the demographic and 

cultural background of the user, combined with the cost privacy variables present in a particular ITS. 

  

9.3. Objectives 

 

Objective 1:    Understand ‘Privacy’ and human privacy decision-making 

 

This research found that the term ‘privacy’ is complex and very hard to define.  As a consequence, 

this work concentrated less on defining privacy and more on investigating the factors that would 

influence actual privacy decision-making.  The key factors that influenced privacy decision-making 

were found to be the demographic and cultural background of the ITS user, combined with the cost 

privacy variables. 

 

Objective 2: Compare existing, proposed and hypothetical ITS paying particular attention to their 

benefits and the level of personal information they require. 

 

It was discovered that the benefits offered and the type of information required by existing and future 

ITS varied significantly.  This is clearly shown in Table 2-1 and Section 2.6.  For future ITS systems, 

the range of benefits offered by a new system will only be limited by the developer’s imagination, 

ability and the type of information they are able to obtain about current transport conditions. 
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Objective 3: Understand the factors that will cause the level of personal information required by a 

future transport technology to become unacceptable. 

 

This research found that regardless of a future ITS user’s demographic and cultural background and 

the reward on offer, if they perceive the transfer method as unsecure, the data required as sensitivity 

and the new data holder as untrustworthy, then the future system will be deemed unacceptable.   

 

Objective 4: Understand whether views on the acceptable level of intrusion vary from person to 

person throughout the European Union member states, and discover what the influencing factors are. 

 

It was discovered that the acceptable level of intrusion will vary significantly from person to person 

throughout the European Union.  In particular it was shown that young, British, highly educated, high 

earning males are the most likely to disclose their personal information to a future ITS, whereas, 

elderly, Dutch, uneducated, low earning females would be the most likely group of users to find a 

future transport technology unacceptable. 

 

Objective 5: Draw conclusions about whether different ITS in their current, proposed and 

hypothetical forms will be deemed acceptable in ‘Privacy’ terms. 

 

It was shown that when faced with an actual privacy scenario, future ITS users will be more willing to 

disclose their personal information than both their level of concern and stated behavioural intention 

would suggest.  As a consequence, it is likely that only systems that require sensitive data, are giving 

it to untrusted data holders and not using secure transfer methods will be deemed unacceptable.   

 

Objective 6: For technologies that are deemed unacceptable, improvements will be suggested. 

 

In order for all ITS to improve their uptake/penetration rates, this research has made the following key 

recommendation.  That ITS developers concentrate on improving the perception of how secure the 

transfer method is.  To achieve this, developers should not underestimate the importance of a good 

publicity campaign.  Acceptability rates will also be increased if the least sensitive information that 

will allow the system to operate is used and if this information is then only given to trusted data 

holders only.   
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Appendix B – English Version of European Survey 
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Appendix C – Greek Version of European Survey 
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Appendix D – Dutch Version of European Survey 
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Appendix E – Austrian Version of European Survey 
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Appendix F – Level of Concern Split by Country and Other Demographics 

Observed Minus Expected Number of Females by Concern Cluster and Country

 
 
 
Observed Minus Expected Number of People in the Ethnic Minority by Concern Cluster and Country 
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Observed Minus Expected Number of People with Household Income Under £/€20000 by Concern 
Cluster and Country 
  

 
 
Observed Minus Expected Number of University Educated Participants by Concern Cluster and Country 
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Observed Minus Expected Number of Participants Aged Over 55 by Concern Cluster and Country  
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Appendix G – Perception of Individual Rewards 
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Appendix H – Sensitivity of Individual Data Types  
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Appendix I – Trust in Individual Data Holders 
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Appendix J – Trust in Individual Transfer Methods 
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Appendix K – Dendogram of Number of Acceptable ITS Scenarios 

 
 


