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Intelligent Transport Systems (ITS) have the poaétdi increase road-network capacities, reduce
congestion and pollution, create shorter and mogdigtable journey times and significantly improve
road-user safety. However, these technologiesalgth have the ability to track a citizen’s every
move, extracting information about their daily BveThis data could range from information about
the user’s driving style, to exactly where theihieée was at any given time in its lifetime, righdwn

to the radio station the driver listens to. It bagn argued that privacy invasions caused by IilIS w

have a damaging effect on society, creating a Bigther’ or panopticon state.

For these fears to be fulfilled, it needs to bedase that future users are not only concernedt éheu
privacy impacts of ITS, but that the ITS will adlyaause users to change their travel behaviour.
This research examines the results of both a swi893 people across four culturally diverse
European countries (the UK, Greece, Austria and\igitherlands). The survey primarily seeks to
interrogate the factors influencing a future IT®nsprivacy concerns, their stated behavioural

intention and their actual privacy behaviour.

The results of this research show that privacy eoreccould play a significant role in limiting the
voluntary uptake rate of the technology. Whilestimiay not be critical to the success of all future
ITS, future ITS which require high penetration satie be successful will definitely need to consider
the privacy aspects of their system. This resealsanindicates that when a future ITS user is
required to decide whether to disclose their peaabkimfiormation, they will be influenced significaynt
more by their demographics and the potential réssociated with disclosing the information than the
rewards that are on offer. This means that IT®pers should attempt to use less sensitive data
where possible, consider using a more trusted @aton to collect and store the required

information and also consider the user’s perceptiphow secure a transfer method is.
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Chapter 1 - Introduction

1. Introduction

1.1.Background

The creation of a wide-area, real-time monitoriggtam for road networks has the potential to
improve user safety, dramatically reduce costsigars, governments and businesses (The World
Road Association 2004) and benefit the environnf@WiS 2012). Whilst these improvements will be
received positively by some, others (Buhrman 2@ty 2010 and Reiman 1995) may feel that the

potential privacy invasions of increased monitoriogld create a ‘Big Brother’ state (Orwell 1949).

This research seeks to establish whether the grisaacerns associated with future intelligent
transport systems (ITS) will, in reality, limit tlextent to which these technologies can be
implemented across the whole European Union. llttkén attempt to derive some general
methodologies which will help ensure that, wherssilae, the future ITS uptake rate can be
maximised. Considering the wide range of techrielothat fall under the umbrella of ITS, this
research seeks to achieve this by investigatinghwtaictors impact privacy decision-making in a
range of real-world and ITS scenarios. This vd#ritify the factors that consistently influence
privacy decision-making in a wide array of differenenarios. In turn this will allow this reseatoh
recommend some general methodologies which casdx:to reduce the privacy impact of the many
different ITS that will be created in the future,an attempt to ensure that privacy concerns will n

limit their uptake.

1.1.1Intelligent Transport Systems

ITS is a generic term for the integrated applicatitb communications, control and information
processing technologies to the transportation systdS covers all modes of transport, with the
overall purpose of ITS being to improve decisiorking, often in real time, which in turn saves lives

time, money, energy and the environment (The WRddd Association 2004).
ITS systems currently in use across the globe dtechut are not limited to:
Active traffic management: Both loop detectors @&V cameras are used to gain data on

traffic flows, which can then be processed and tig@ntrol speed limits and information

signs to optimise the traffic flow (Highways Agen2912).
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Traffic signal pre-emption: A vehicle with priorifjpormally an emergency vehicle but
sometimes public transport) sends a transmissiochwh received and processed by the
traffic signal. The traffic signal then in turngeesses this information and alters its normal

cycle to ensure that the priority vehicle gainsacligassage (U.S. DOT 2003).

Electronic toll collection: Automatic number platcognition and radio transponders are used
to identify each individual vehicle that passeslbentry and exit point. This information is
then processed and the owner of the identifiedclelis automatically charged for each
journey through the toll area (The World Road Asatian 2004).

Information is at the core of virtually all ITS, #sey are based around the collection, processing,
integration and supply of data, hence there iptiential for privacy concerns to arise around the
level of personal information some ITS require pe@te. The information obtained by these systems

and the way in which it is processed will vary tgraat extent with each application.

In the future, it is expected that ITS systems halable to acquire, communicate, process andeutili
more data at a higher frequency. This will enabtee advanced ITS, such as cooperative transport
systems, to come in to operatioGooperative systems will work by Vehicle-to-Vehi¢\€V) and
Vehicle-to-Infrastructure (V21) communications (G3/2012). This new flow of information could
open up a ‘Pandora’s Box’ of new ITS applicatioi@ystems could, for the first time, have the apilit
to communicate with individual vehicles, and to tls=knowledge of every vehicle’s position and
trajectory (potentially even their destination, raenof people travelling, propensity to pay and the
trip purpose) to optimise the network. This willeopthe way for personalised routing guidance, gafet
alerts being sent to vehicles in a certain areaspedd recommendations to groups of vehicles, and

many more location-specific and network-wide amgilmns.

Drivers will also benefit from more complete andtopdate information about traffic hazards and
congestion, presented directly inside the vehitheough new interfaces, drivers will be able to
exchange requests and recommendations. The cometion& channel also has the potential to allow
access to information and entertainment conteritadl@ on the internet, and for the vehicle users t
interact with home and office (CVIS 2012). Howeveis also feasible that the perception of such
cooperative systems will be that the level of peasaata being monitored/transferred is too large,
such a degree that the benefits of the coopersyistem will not outweigh the public’s privacy

concerns.
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1.1.2Privacy Fears

In recent times, there has been a growing argufmamt privacy advocates, academics and the media
that the growing privacy invasions associated With will have a negative impact on society as a

whole. Eamon Daly states in his papgeersonal Autonomy in the Travel Panopti¢@aly 2010):

“The development and convergence of information @mmunication technologies (ICT) is creating
a global network of surveillance capabilities whiffiect the traveller. These surveillance capaibtit
are reminiscent of 8century philosopher Jeremy Bentham'’s panopitcad, a@s such the emerging
global surveillance network has been referred tehastravel panopticon. | argue that the travel

panopticon is corrosive of personal autononiy...

The panopticon is a type of prison building, desitjby English philosopher and social theorist,
Jeremy Bentham in 1785. The concept of the dedigwsa person to observe all prisoners, without
the prisoners being able to tell whether they aiadwatched (Bentham 1995). The major effect of
the panopticon is to induce in the prisoner a sthtmnscious and permanent visibility that assures

the automatic function of power (Foucault 1979).

Rieman describes in his papPrjving to the PanopticofRieman 1995) that the problem with some
ITS is that they not only ensure that people aemskut it also makes them feel visible. He feladd t
the consequence of this is that users will alteirthehaviour, and this will impact society as aoileh
Others (Guardian 2009 and Buhrman 2007) have tetageuse of ITS to the creation of an Orwellian
surveillance society. Glancy (2004) suggestsribabnly does ITS allow for a ‘Big Brother’, in the
form of an omnipresent totalitarian government,ddgb a whole host of ‘Little Brothers’, in the for

of private-sector information collectors, some dfom may have little respect for individual privacy.

For these fears to be fulfilled, it needs to bedhse that the compulsory use of ITS will cause the
public to change their travel behaviour. Additityahese fears could cause low uptake rates of no
compulsory ITS which could prove detrimental to&8's ability to operate effectively if it requires

high penetration rate.
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1.1.3Current Privacy Research Within the Transport Field

As part of their 8 Framework Program, the European Commission lauhttivee projects, CVIS,
SAFESPOT and COOPERS (CVIS 2012, SAFESPOT 201T&WPERS 2013) to explore different
cooperative systems that would share extensive at®af information about a future road user’s
whereabouts with numerous different stakeholdarsgturn for safety and efficiency benefits. Ad¢th
time of launching these projects, ‘privacy’ wagfied as a potential issue. As a consequence, the
European Commission funded several projects wihatm to investigate different methods for
making the proposed communications within a codperaystem as secure as possible from a
technological/encryption standpoint (PRECOISA 2(88&yecom 2013, EVITA 2013, Oversee 2013
and PRESERVE 2013), with the view that if the cominations are made secure then the ‘privacy’

issue with the proposed cooperative systems waaNeé been solved.

What the European privacy projects neglect to itigate, however, is whether even if the
communications within a cooperative system are ncadepletely secure and anonymous, these
systems would still cause future transport usetsatcel with less freedom. Therefore, it is ergire
feasible that a large amount of research efforgome into an area that doesn’'t have a major impact
on a future ITS user’s privacy decision-making. @8Asonsequence, the main focus of this research
will be to examine what the main influencing fastof privacy decision-making across a wide range
of ITS and real world scenarios are, with the etqutean that the findings will provide future ITS
developers with a high-level overview of the keiwacy factors that could limit the uptake of their

wide and varied future ITS technologies.

1.2. Aims and Objectives

In order to fully investigate the issues highlightbove, the following aims and objectives havenbee

set.

1.2.1Aim

To identify the factors that influence privacy dgon-making and understand the impact they will

have on the successful uptake of future ITS.
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1.2.20bjectives

Objective 1:  Understand ‘privacy’ and how it wik lbelevant to current and future ITS.

Objective 2:  Compare existing, proposed and hypiohld TS, paying particular attention to their

benefits and the level of personal information thexyuire.

Objective 3:  Identify the factors that will cause tevel of personal information required by a

future transport technology to become unacceptable.

Objective 4:  Understand whether views on the aet#gtievel of intrusion vary from person to

person and discover what the influencing factoes ar

Objective 5:  Draw conclusions about whether diffield’S in their current, proposed and

hypothetical forms will be deemed acceptable iivamy’ terms.

Objective 6:  For technologies that are deemed wmable, improvements will be suggested.

1.3.Key Contributions to Knowledge

The main information that this research intendada to existing knowledge is to clearly identifg th
factors that will influence a future ITS user'syaty decision-making when confronted with a new
ITS. To do this, the research will first investigavhether the findings of previous research (prilyna
from the field of ecommerce) is transferable tofihkel of transportation. Once this has been
established, this research will then seek to ptedear recommendations of ways in which future ITS

developers can reduce the privacy impact of thetiré technologies.

1.4. Structure of Thesis

This thesis sets out to present the aims and dbpsodf the research. It will discuss the backgobu
to the research problem before describing thetseand implications. Chapter 2 starts by reviewing
the term ‘privacy’ before moving on to explore hitvg relevant to both current and future ITS, in
particular paying attention to the type of persansdrmation required for these ITS to operate, and
what benefits they offer in return. Chapter 2 dodes by highlighting how privacy could limit the

uptake of ITS and how this is likely to vary infdifent countries.
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Chapter 3 moves on to focus on privacy decisioningaklt will do this by conducting a detailed
review of the factors that will impact future ITSaxs’ privacy concerns, their stated behavioural
intention and finally their actual behaviour whéey are confronted with a privacy scenario. ltdoe
this primarily by looking at research conductedhivitthe field of ecommerce, of which the key
findings are expected to be transferable to tHd &&transportation. The chapter concludes by

drawing out a research model from the existingditgre, which will be interrogated in later chapter

Chapter 4 starts by justifying the use of a quatiié multi-country survey (UK, Greece, Austria and
the Netherlands) to interrogate the aims and dlbgset out in this chapter, along with the redear
model presented in Chapter 3. It then describesati@nale behind the questionnaire design and the
choice of survey sample. The final section of tapter outlines the different distribution metsod
used in each country and discusses the resultaniies, and the possible impact of using slightly

different distribution methods in each country.

Chapter 5 looks in detail at the results of thedparwide survey in relation to likely levels of yaty
concerns that will be associated with future IT$ particular, it segments users by their level of
privacy concern and explores the link between tlegl of concern and their stated behavioural

intention and actual behaviour.

Chapter 6 focuses on future ITS users’ stated hehal intention. It does this by using the resuit
the European survey to first segment future usgthdir behavioural intention, and then to look at
the perceptions of the privacy variables highlighte Chapter 3. Chapter 6 finishes by using binary

logistic regression models to investigate a ugaitgacy decision-making.

Chapter 7 further examines the results of the Erapsurvey, this time in relation to the particigan
actual behaviour. The main concentration of thiapter is the use binary logistic regression models
to both predict actual behaviour and to explorditilebetween actual behaviour and behavioural

intention.

Chapter 8 discusses the findings of the previoaptens and ties them back to the original aims and
objectives of this research. In particular, it @ddes the question ‘Will Privacy Barriers Limigth
Uptake of Future ITS?’. It does this by highligigiwhat factors will impact the acceptability of a
future ITS in privacy terms, and looking at methéutsire ITS developers could use to minimise the
privacy impact of their future technologies. Theaf few sections of this chapter look at the

limitations of this research and highlight potehtigeas for future research.
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Chapter 9 presents the conclusions that can be fradehis research. The main conclusion
highlighted is that privacy has the potential taallgarrier to the uptake of some future ITS. Haavev
by appropriately managing the factors influenciniggcy decision-making a future ITS developer
should be able to ensure that enough users afagnitl disclose their personal information thatithe

system should be viable.
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2. Privacy and Intelligent Transport Systems

2.1. Introduction

To fulfil part of Objectives 1 and 2, this chaptgll define what is meant by the term ‘privacy’ and
then look in detail at how the term is relevantutire ITS. In particular, this chapter will focas
showing how personal information is central to oty the term ‘privacy’ but also to the operatidn o
virtually all ITS, both existing and future, andasonsequence how ‘privacy’ is likely to impact
future ITS.

This chapter begins by outlining a brief historyhofv privacy concerns have had an impact on
emerging technologies. It then moves on to lodkaoat the different stages of the information chain
involved in an ITS can generate different typesamy fears. This chapter will then look at how
existing ITS have been impacted by privacy concefifee final section of this chapter looks at how
future ITS are likely to vary from the existing anén terms of the personal information they will

require and the high level of privacy concerns Hratlikely to be linked to them.

2.2.What is ‘Privacy’

In order to judge the impact privacy will have aruire ITS, it is essential to have a clear
understanding of what is meant by the term ‘privadyhe most widely accepted definition of
‘privacy’ is that offered by privacy guru Alan Wasin his bookPrivacy and Freedom(\Westin
1967), in which he characterises privacy Hse claim of individuals, groups, or institutiohs
determine for themselves when, how, and to whanhektformation about them is communicated to

others.”

However, the term ‘privacy’ is perhaps better sumimp by philosopher Judith Jarvis Thompson
(1977) who statetPerhaps the most striking thing about the rightpidvacy is that nobody seems to
have any very clear idea what it isJarvis Thompson is not alone in taking this stafBeaney

1966, BeVier 1995, Post 2001 and Solove 2002)0v@0{2006) suggests that the main reason behind
the lack of clarity is thatPrivacy seems to be about everything, and theeefioappears to be

nothing.” This fact is supported by J. Thomas McCarthy (198%}s apparent that the word

‘privacy’ has proven to be a powerful rhetoricalttta cry in a plethora of unrelated contexts...d.ik

the emotive word 'freedom,’ ‘privacy’ means so mdifierent things to so many different people that

it has lost any precise legal connotation that iginh once have had.”
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2.2.1History

One thing that is clear about privacy, howeveth# the concept has been around since at least the
ancient times and across numerous cultures (Privaeynational 2011). Many religious texts
discuss the need for privacy, including the Bilbléxéon 1987 and Moore 1984) and the Qur'an (An-
Noor and Al-Hujraat). There is also evidence ajgle protecting their personal privacy in classical

Greece and ancient China (Warren and Brandeis 1890)

In more modern times, the concept of privacy asgérceived importance has changed with social
and political views and the advent of new techni@e@Westin 2003). The seminal moment for
privacy literature was in 1890 when — largely ingense to the increase in newspapers and
photographs (made possible by new printing teclgiet) — future US Supreme Court Justice, Louis
Brandeis, and lawyer, Samuel Warren, expressed@epb of privacy as an individual havingpé

right to be left aloné.(Warren and Brandeis 1890)

In 1948, the ‘right to privacy’ was establishedhmt Article 12 of the Universal Declaration of
Human Rights (UN 1948), although the term ‘righptovacy’ was not defined:

“No-one shall be subjected to arbitrary interferenwith his privacy, family, home or
correspondence, nor to attacks upon his honourrapdtation. Everyone has the right to the

protection of the law against such interferencatiacks.”

In Europe, this was further elaborated upon inotB of The Convention for the Protection of
Human Rights and Fundamental Freedoms, first draftd 950 (Europe 1950).

“(1) Everyone has the right for his private and figniife, his home and his correspondence.

(2) There shall be no interference by a public atitly with the exercise of this right except sushisa
in accordance with the law and is necessary inmatgatic society in the interests of national
security, public safety or the economic well-badfithe country, for the prevention of disorder or
crime, for the protection of health or morals, or the protection of the rights and freedoms of

others.”
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The next era of significant change in how peopéawd privacy and their right to it was between
1961 and 1979 (Westin 2003). This period saw thation of powerful information technology
systems, which had the ability to be used for dliaree of the masses. These technologies were
initially widely embraced by governments and privabmpanies alike (Westin 1967). However, it
was not long before these technologies were cawusingerns for an individual’s right to privacy both
in academia (Brenton 1964 and Packard 1964) anchéiss media (Westin 2003). Worldwide, these
fears prompted many governments to start regulétiegollection and handling of personal
information (Banisar and Davis 1999). The firstadptotection law was created in the Land of Hesse
in Germany in 1970. This was shortly followed bygar national laws in Sweden, the US, Germany
and France in 1973, 1974, 1977 and 1978 respegiiFherty 1989).

The next major step-change in technology that dibpgvacy issues further to the fore came in the
1990s, with the creation and rapid uptake of theliMd/ide Web, wireless communications and data
mining software. While these technological devatepts have had many positive effects, they have
also generated many concerns about an individpeliacy. An example of this is that while the
newly discovered use of customer-focused marketilogved businesses to better target the
population, direct marketing (and especially teldmtng) rapidly grew with these new technologies,
and consumer annoyance grew throughout the deleadting to a significant amount of negative

coverage of what was portrayed as privacy-intrubiveness-marketing in the media (Westin 2003).

In response to the growing privacy issues causdtidgignificant advance in technologies in the
1990s, the European Union enacted the Data Pratelirective (EU 1995). The Directive focused

on establishing the following:

The right to know where the data originated
The right to have inaccurate data rectified
The right of recourse in the event of unlawful mesing

The right to withhold permission to use data in saincumstances

Another key aspect of the European data protectiodel was that it was enforceable through the
legal system. In 1997, the European Union respabditectly to the privacy concerns caused by the
technological advances in the telecommunicatiodastry by supplementing the 1995 directive with
the Telecommunications Privacy Directive (EU 1998is directive aimed to protect users of digital
television, landline telephones, mobile networkgd ather telecommunications systems (Privacy

International 2011).
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What history has shown is that after significantaattements are made to information technologies, it
is highly likely that before long, peoples’ views personal privacy will evolve and people will begi

to express a higher level of concern. In the ghste concerns have led to significant changes to
legislation and the way in which these technologiesoperated. It is likely that the same willtinge

of future cutting-edge technologies. ITS and,antipular, the location-based services (LBS) they

offer have the potential to cause the next evatuiicthe way privacy is perceived.

2.2.2Different Levels of Legislation

Although a look into the past shows a clear lintgen new technologies and a rise in the level of
privacy concerns and subsequent legislation to kexlp these concerns, what this does not highlight
is the extent to which government policies anddiegiion varies from country to country. Figure 2-1
shows the results of an assessment of surveillacross Europe conducted by a UK based charity,
Privacy International, who defend and promote iletrof privacy across the world. The assessment
demonstrates that even across the 27 EU membes &a2011, all of which are democracies, the

acceptable level of privacy intrusion by countryiea significantly.

Overall the results show that the UK and Italy attke highest level of state intrusion. On tHeeot
hand the Greek and Cypriot states are shown tbebkeast intrusive. This assessment also shows tha
there does not appear to be that much consistemytive acceptable level of intrusion across
different aspects. In the UK for example, the sssent shows that some significant protections and
safeguards are in place with regards to ID cardssémmetrics, but for virtually all of the other

privacy aspects extensive surveillance was witresftds interesting to note that in the UK theras
significant media pressure against a proposaldtional ID cards (BBC 2004, Politics.co.uk 2008

and Manchester Evening News 2010) and nationas gblbwed a deteriorating national support for
the idea which led to the proposals being cancéfi@d10 (Home Office 2011). National ID cards in
the UK is a good example of how media outrage pvisacy aspects and a lack of public support can

prevent a project from being politically feasilbhea democracy.

The differences in the level of intrusions in diffet countries and aspects highlights further tierte
appears to be no hard and fast rules for privdciook at the history of privacy concerns and the
diversity in current level of intrusion across téld shows that there is the very real prospect®f th
privacy aspects of a future ITS being deemed aabéptn one country but being deemed
unacceptable in another. This research will nedddus on looking at the drivers of privacy
concerns and investigate how many of these drv@ukl be present in future ITS and how they could

alter future ITS users’ behaviour in relation tangsthese technologies.
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Figure 2-1 Assessment of surveillance across Eurofferivacy International 2011)
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2.3.What are ‘ITS’

According to the Directive 2010/40/EU of the Eurapdarliament on the framework for the
deployment of Intelligent Transport Systems, Ingelht Transport Systems (ITS) are systems in
which information and communication technologies applied in the field of road transport,
including infrastructure, vehicles and users, analdffic management and mobility management, as
well as for interfaces with other modes of transBuropean Union 2010). Since the 1980s, ITS
have been developed by both the private sectoreademia and have attracted billions of dollars in
funding for research and development (Weiland amdd® 2000 and Deakin et al. 2009).

Information is at the core of virtually all ITS, ey are based around the collection, processing,
distribution and utilisation of information, hentteere is the potential for privacy concerns toearis
around the level of personal information some I&§uire to operate. Due to their dependence on
information, ITS can effectively be thought of aformation chains. Although the concept of using
an information chain to manage traffic networkaas new, the advance that ITS brings is the use of
advance technologies at each stage of the infoomatiain to increase efficiency. The stages of the

information chain can be seen below (The World Réssbciation 2004):

Data Acquisition
Communication
Data Processing

Information Distribution

o~ 0N PE

Information Utilisation

At each stage of the information chain, a wide eaofyever changing technologies are used. The
following sections will outline each stage and dissome of the technologies that are being used a

each stage at the time of writing this thesis.
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2.3.1Data acquisition

The first stage in the information chain is thewastjon of the raw information the ITS will

inform/act upon. The types of raw information eotied are as wide and varied as the systems
themselves, ranging from information about the entrroad conditions to an individual vehicle’s
current configuration. Numerous types of detecsenrssors are used by ITS to gain the required
insights into the current transport situation. $grovide undetailed anonymous information that has
historically attracted very low levels of privacgrcerns (Ritchie et al. 2005). Others can collect
highly detailed information that can identify theaet movements of individual vehicles and people

which have in some cases raised privacy concerich@dl et al. 2006).

How the amount/type of information required by @& Imight impact privacy concerns can be seen
clearly by looking at three different detection heds used to gain information on traffic flows ajon

a section of highway. Induction loop detectorsehelassically been used to measure the volume and
speed of vehicles along a stretch of highway. mduction loop is an electromagnetic detection
system which uses a moving magnet to induce atrielacurrent in a nearby wire when a vehicle
passes over it (US DOT 2006). Figure 2-1 showsxamele of an inductive loop configuration.
Standard induction loops are not able measurelttiaves for longer distances or to survey the route
choice behaviour of drivers as each vehicle is detaly anonymous and multiple induction loops
cannot identify the movements of a specific veh{€leedrich et al. 2008). Due to the fact that
virtually no identifiable information is detecteg the induction loops, minimal privacy concerns

have been raised about the technology’s use.

Figure 2-2 Example of Inductive Loop Configuration(Neudorff et al. 2003)
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A more complex method of gaining information aboutrent traffic flows is by detecting Floating

Car Data (FCD). FCD uses either on-board unitsppeal within vehicles or, in more recent times,
mobile phones carried within vehicles to providgular updates about the position of a vehicle
(Turksma 2000). FCD is a valuable source of dedailp-to-date traffic information which can
provide an understanding of individual travel bébawand near real-time traffic performance data on
any part of large networks (Fabritiis et al. 200Bjowever, unlike induction loops it is possiblath
FCD could be used as a surveillance method, althoagpanies deploying FCD systems give
assurances that all the data is made anonymobsiimsystems, or kept sufficiently secure to préven
abuses.

The consequence of this is that while most drivatae up-to-date traffic information, some are wary
of the use of FCD, because of the potential fousegRass et al. 2008). Security issues that haive
been an issue in the past for FCD because mosigsajollected their data from fleet management
systems but now a new source of data is becomidglyavailable from GPS units in private
vehicles. Subsequently data security is provingiat to gain acceptance from the vehicle owners.
In particular, drivers have highlighted the feaatttaw enforcement will gain access to their speeds

via calculations derived from FCD and be prosectaedpeeding (Rass et al. 2008).

Figure 2-3 Photograph of CCTV Camera Used to Monito Traffic Flow (Guardian 2011)
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Another method which after processing allows a nuatailed breakdown of traffic flow is the use of
close circuit television (CCTV). CCTV cameras eotlimages of the traffic travelling along the
highway, which are transferred to a monitor/reaogdievice, where they are available to be watched,
processed and/or stored (Gill and Spriggs 20@85)every vehicle has a unique number plate, it is
possible to identify an individual vehicle at vargopoints along a highway (unlike with induction
loop sensors) (Friedrich et al. 2008). As with F@i& level of information provided by multiple
CCTV cameras is significantly more detailed thaat ffrovided by induction loops, and systems that
use CCTYV data can easily be used for the survedlar individuals and their vehicles. In fact, the
technology is often used for that exact purposaiwitities (Wood 2006). Although CCTV systems
are currently in use in numerous countries arobiecjtobe, they are a lot more prevalent in some
countries like the United Kingdom than others leéstria (Norris et al. 2004).

By comparing the level of privacy concerns assedatith the collection of induction loop, CCTV
and FCD data it is apparent that the type of infdram collected by an ITS will have a direct limk t
the level of privacy concerns associated to thiertelbgy. The less sensitive it is the less likelyill
be for privacy concerns to be raised over the tileedTS. The key point that should be taken
forward about the data acquisition stage of anisltBat the level of privacy concerns associated to
future ITS are likely to be closely linked to thrensitivity of the data that is required from thewus

As a result it is likely that a future ITS developégll need to strongly consider the privacy

implications of requiring different types of infoation for their proposed ITS to operate.

2.3.2Communication

Once raw data has been collected by a sensor/dévecaext stage in the ITS information chain is fo
this information to be communicated to another cevinormally a computer for processing. This
information will be communicated either through isea/stationary method or through a
wireless/mobile communication. Wired communicagiane more costly to install in financial terms,
but generally then have low running costs. Wirelsgmmunications on the other hand tend to have
lower set up costs, but greater operating costs {Vbrld Road Association 2004). Traditionally,
stationary sensors such as induction loop deteatwd<CCTV cameras will utilise wired
communications whereas mobile sensors like the osed to detect FCD are required to use wireless

communications.
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From an information security perspective, wired aieless communications will present different
challenges. In particular future ITS that will dmpwireless sensory networks (Lewis 2004) will be
presented with unique challenges over traditioealvorks. Firstly it is likely that the sensor nede

will be deployed in accessible locations and selyotid sensor nodes may have resource constraints
which could limit their ability to store, processcatransmit sensed data, which may introduce

additional challenges for privacy preservation (iggret al. 2004, Li et al. 2009).

The different privacy challenges faced by differeotnmunication methods could feasibly mean that
different communication methods could generateetktft levels of privacy concerns amongst future
ITS users. The impact different information tramshethods have on the acceptability of ITS is

something that this research will need to investigarther and is something doesn’t appear to have

been addressed directly before in existing litesatu

2.3.3Data Processing

The next stage in the information chain is to pssabe raw data that has been collected and
communicated. This is often done remotely by aesétomputer running bespoke software. The
actual methodology used by each ITS will vary dyeand is only limited by the technology
developers imagination and ability. Some of tlehtégues used for processing the raw data include
data dictionaries, data fusion, data exchange @ildnap matching (The World Road Association
2004).

Information from induction loop detectors is oftsmnt via a wired communication to a traffic control
system, often located close to a dynamic signalisection. This control system is then responsible
for processing information from one or more indoctioops and adjusting the timings of the signals
to optimise the capacity of the junction (Papageargt al. 2003). Likewise, individual FCD from
numerous different sources can be collected andcmd by a remote server to produce a detailed
breakdown of the traffic flow along a stretch affinivay which can then in turn be used by other

applications $chafer et al. 2002
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Raw CCTYV data can also be processed by a comitteey in a remote location or within the camera
itself to recognise all of the vehicle number pdateat it views, and store/transmit this numbetepla
information along with a location and time stampt{ifo et al. 1990). This automatic number plate
recognition (ANPR) data can then either be storagsed for further processing. By combining
ANPR data from a number of different cameras ftdssible to produce information about an
individual vehicle’s movements and calculate theicle’s average speed between two cameras,
which can then be used for enforcement purpos®?RAdata can also be used for monitoring traffic
flows and for road pricing (ANPR Tutorial 2012).

The London Congestion Charge (Litman 2006) usesRN&a obtained from various CCTV
cameras around the outskirts of central Londomdeszcheck vehicles entering central London with a
database of users who have paid to enter the Hrtwe identified number plate is not on this
database, the number plate is then cross-referevite@d national database which contains the detalil
of every vehicle’s registered owner in the coumtrprovide contact details for enforcement purposes
(Leape 2006). By combining several different datarces, ITS such as those used for the London
Congestion Charge are potentially creating higklysgtive information. It is very likely that the
privacy concerns associated with combined datagitise significantly greater than the concerns

associated with the individual data sources.

This section shows that the privacy issues assatigith data processing conducted by future ITS are
similar to those linked to the data acquisitiorgstdiscussed earlier in the chapter. It is likbbt for
both stages, the level of concern generated bydufis will be linked directly to the perceived
sensitivity of the obtained data in the case ofatguisition stage and the perceived sensitivithef
data created during the processing stage. Asiomeakin section 2.3.1 this is something that this

research will need to focus particular attention on

2.3.4Information Distribution and Utilisation

Once the raw data has been processed, the IT®earither distribute the processed information
back to the appropriate stakeholders, utiliseittft@mation by causing some change to the
transportation system or a combination of the twes.with the other stages in the information chain,
numerous methods can be used to distribute thegsed information back to travellers. The most
common reason for distributing information backdad users is to either improve their safety by
warning them of poor conditions ahead or to redumgyestion by either influencing the speed at
which they drive or by diverting them onto less gested routes. Common distribution methods
include conventional radio receivers, dynamic mgssigns (DMS) and the internet (The World
Road Association 2004).
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For years, car radios have been used to distripte-date traffic information to motorists. Ireth
UK a 24 hour, 365 day a year service called Trd&fidio is broadcast by the Highways Agency
(Highways Agency 2013). This service aims to infooad users of current delays and road works
by presenting information gained from a wide raafjsources including the Agency’s National
Traffic Control Centre and Transport for Londonigffic Control Centre (Traffic Radio 2011).

Another distribution method is the use of DMS, whare road signs with messages that can be
changed in real time (Figure 2-4). Most often, sages are controlled remotely by a traffic
management centre and their displays are continoadhitored to ensure accuracy. The messages
can be used to warn of congestion, accidents amdients, road work information, speed limits for a
specific stretch of highway and general drivingiad\warnings against driving when tired or drunk)
(Dudek 2004).

Figure 2-4 Photograph of Several Dynamic Messagedsis (DMS) in the UK (Techspan 2013)
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The Internet is another common method for distiffmuprocessed travel information. Many regions
and cities have made real-time traffic flow mag@nera pictures, weather and road conditions, as
well as static information such as traffic legislatand other relevant news, available on their
websites (The World Road Association 2004). Amepda of such a website is the Meteo France
Travel Website (Meteo France 2013). This site digplinformation about the current traffic flows on
the highway network in France. Meteo France sauupeto-date traffic information which has been
processed from FCD by a private company called &radbile, who in turn have obtained this
information from Orange Network in France (Median®R2012 and GPS Business News 2012).
Meteo France then combine this up-to-date tradetimation with information about current weather
conditions across the country and display thisrméttion on a digital map. Figure 2-5, shows a
screenshot of the service. The website also aliesess to get travel-time predictions under the
current road conditions (Meteo France 2013).
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Figure 2-5 Screenshot of Meteo France Travel Websit(Meteo France 2013)
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From a privacy perspective, virtually all of théarmation distributed back to travellers by current
ITS is completely anonymous and usually the resudt series of anonymous data sources being
combined together. However, if the personal datalved is perceived as being more sensitive, who
the information is being distributed to could plagignificant role in the level of privacy concerns
generated. Earlier in this chapter, it was memtibthat one of the primary fears users have of ECD
that it will be distributed to law enforcement ages (Rass et al 2008). It is probably also tteeca
that future ITS user’s will want to withhold diffemt types of information from different groups of
data holders. For example, a user may not mind ltteal garage having information about their
driving behaviour but they not want their insuragoenpany gaining access to the same information.
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Although different in nature from most existing dature ITS in the sense that the most users may
not have individually contributed their own persbinformation, Google Street View has caused
controversy over the fact that it has made potiysansitive personal information publically
available. Google Street View is a technologydead on Google Maps that provides panoramic
views of many streets around the world (Google M2(i3). It should be noted that whilst the
majority of users of the application have not cimired information to the data that is distributed
publically, they have informed Google (a privatenpany) of places of interest to themselves which

they in turn can use for commercial gain.

Privacy advocates have objected to this featuriafipg to views of people engaging in activities
visible from public property in which they do noisiv to be seen publicly (USA Today 2007). Figure
2-6 is an example of a controversial image thatdess uploaded onto the site for the world to dee.
has even been reported that images displayed ogl&8treet View have led to married couples
getting divorced (The Sun 2009). The concerng Ihed to several temporary bans of Street View in
countries around the world including Austria (PHY8G 2010), Greece (BBC 2009) and Czech
Republic (NBC News 2010) within the European Union.

This controversy highlights the potential issudstare ITS developer could face if their technology
makes a user’s personal information to the gemenalic. It is likely that future ITS user’s wilfust
different types of personal information with diféet groups of future data holders. This reseaiith w
have to investigate further the impact differentifa data holders will have on the acceptability in

privacy terms of future ITS.

Not all ITS distribute processed information baglstakeholders. Instead, they carry out actioris tha
impact the way in which the transport network ofega This data utilisation can range from the
automation of toll booths and the altering of ii@ffignal cycle times to the automatic enforcenmént
traffic offences. Section 2.1.3. has already tedchpon two existing ITS that utilise processed
information. The first, dynamic traffic signaldjlise the processed information from one or more
induction loops to make alterations to the sigiyalectimes (Papageorgiou et al. 2003). This fawl

in the ITS information chain is automatic and pd®& a road user with the benefits associated with
reducing congestion (time, cost and CO2 savingife example that was described in some detail was
the London Congestion Charge’s use of an ITS toraatically issue penalty notices to users who
had not paid to enter central London. This autaatforcement provides Transport for London (a
government agency) with a large cost saving overuabenforcement, enabling them to spend the

saved money on other services that would providefits to travellers within London.
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Figure 2-6 Controversial Google Street View ImageTelegraph 2013)

]

Historically, the utilisation stage of the ITS infioation chain has not attracted large amounts of
privacy concerns when compared to the earlier stafjthe information chain. The likely rationale
behind this is that by this stage in the informatitiain, the ITS has already collected, processdd a
communicated the future ITS user's personal infeimneand it is now using the processed
information to give a reward back to the ITS ustherefore, by this stage in the information chin

is likely that most of the privacy concerns woulctady have been created and it is even possiate th
the reward offered by the information utilisatiomyroffset some of the concerns generated earlier in

the information chain.

In summary, this section has shown that the imghactlistribution and utilisation stage of the ITS
information chain has on the level of privacy cands likely to depend entirely on which future aat
holders are going to gain access to a user’s pargtormation. The perceived level of trust auhet
ITS user has in a future data holder is likely &aopfrom user to user and depend greatly on the
characteristic of the future data holder. Thiansther factor that this research will have to
investigate further. Unlike the other stages m IS information chain, the distribution and
utilisation stages of an ITS potentially has thaitylio offset the privacy impact of the earligages
by offering a reward in return for the personabimhation provided by the future ITS user. Again,

this is something that will need to be investigdtather.
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2.4.The Fears

You only have to look at historical proposals foad price charging to see the potential impact that
privacy fears could have on future ITS systemsn(lsod Rye 2005, Chartered Institute of Transport
1990,1992 and Jones and Hervik 1992). For exarimptee 1980s, a proposal for electronic road
pricing in Hong Kong was rejected by the public &mmongst other reasons being an invasion of road
users’ privacy (Borins 1988, Pretty 1988 and Ha@0)9 Advocates of road pricing systems will

point to systems similar to the one proposed ingHéang that have been successfully implemented
such as the Singapore Electronic Road Pricing (ERPY98 (Tuan Seik 2000) and the London
Congestion Charge in 2003 (Leape 2006) to sugbasthe privacy concerns associated with the

proposed Hong Kong System were unfounded.

The counter argument to this — and something #dsearch will explore in more detail — is that the
countries in which road pricing have been succéigsfuplemented already had a history of using
what some could consider privacy-invading techniel®eguch as CCTV cameras on a mass scale.
This indicates that either the citizens of thesentges have grown used to being monitored and now
find it acceptable, or that something in theirzstis’ cultural makeup makes them find monitoring
more acceptable (Ison and Rye 2005 and PROGRE3$&P2004). Therefore, just because a
scheme is acceptable in privacy terms in one cgutes not mean that it will be acceptable in
privacy terms in another; the difference in thectieas to very similar road pricing schemes in

London and Hong Kong can be cited as an examplesf

As some ITS technologies provide a mechanism fordial-time surveillance of an individual's
movements and are also capable of combining arekpsing this information with other personal
data about an individual throughout their lifetigancy 1995), it is a very easy to conjure up
scenarios in which supposedly innocent ITS systeansbe used to physically track individuals. This
in turn could lead to; the harassment of peopledadriving on the wrong side of town, the creation
of advertising targeting people who use a comp&itmar park, and the totalitarian monitoring of
drivers of commercial vehicles (Gillmor 1993). Hastance, after a relatively short period of
tracking a vehicle, it may be possible to pretiihen someone is or is not at home; where they work
spend leisure time, go to church, and shop; whiabels their children attend; where friends and
associates live; whether they have been to see@mriand whether they attend political rallies”

(The Privacy Bulletin 1990).
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Such scenarios become even more acute if it isgptetihat the use of a ITS will someday be
mandatory for all, whether as a matter of law oprafcticality (Agre 1994). The thought of the
mandatory use of ITS systems is linked very closétii fears stated in Chapter 1 surrounding the
possible panopticon effect that could be createthbyse of ITS (Daly 2010). Rieman (1995) went
as far as stating that the consequence of manddiBryse will be that individuals will alter their
behaviour and travel with less freedom, and thisimipact society as a whole. He links to a future
world as portrayed in the science-fiction film, Daition Man, where constant enforcement of

totalitarian laws leads to individuals becoming enohildlike and exempt of freedom of expression.

For these fears to be fulfilled, it needs to bedage that the use of ITS will cause citizens &nge
their travel behaviour. Conversely, for these feéarse unjust it needs to be proven that future ITS
will not cause citizens to stop using their vefhscler stop travelling with the same freedom thayth
currently enjoy. An example of this is that citizeshould still feel that they are able to trawvel t
potentially taboo (but legal) locations, such alitipal meetings, casinos or abortion clinics, veiti
these actions having repercussions at a later ddtpresent, it is possible that a person’s
whereabouts can be compromised by innocent meamnsxdmple, somebody walking past a place of
worship at the time of another person enteringxdimg the building. In most cases however, iték f
that the risk of their whereabouts being comprothiesed having a detrimental effect on them, is
outweighed by the reward for travelling to thesmations. This principle will need to remain the

same after the future ITS are implemented.

An important point to note is that ITS cannot banbtd for creating a Big Brother/panopticon society,
if it is used to uphold the laws of a country, dginerefore causes citizens behaviour to change to
obedience of the law. The most obvious examptaisfwould be a technology that communicates to
a central control centre and issues speeding siekedry time vehicles were detected breaking the
speed limit. Itis likely that such a system wooddise public and media outrage (at least inijially

but this is arguably because of perceptions otitiderlying laws, not that the technology is intngli

on individual privacy.
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Even if the use of future ITS systems is not maoyateither legally or practically) privacy concern
could still lead to a system failing if the requireptake rate of the technology is not met, for
example, if a completely voluntary ITS such as peas satellite navigation units (which are fairly
common place across the European Union (Axon @0412)) required a certain uptake rate amongst
road users for the technology to function effidigntf the technology is then heavily associatéthw
privacy concerns, it could lead to not enough pedplying/using the technology to meet the required
uptake rates for the system operate effectivelytaadechnology would then fail because of privacy
concerns. Although satellite navigation units dbmrequire a certain user uptake rate to operate

efficiently, potentially a lot of the future ITS stgms that will be discussed later do.

In summary, the fears about future transport teldymes causing a Big Brother/panopticon state
could be justified if a ITS system is made mandagord a citizen’s privacy concerns prevent them
from carrying out a lawful action that they woulaMe carried out if the new technology had not have
been implemented. In addition to this, privacya@amns could impact the feasibility of non-
mandatory ITS that require high uptake rates toaipeeffectively. This is especially true if the
developers of these technologies do not consideptitracy impacts of their systems. Both of these
cases rely on road users acting in a privacy-pvaggmanner. Therefore, although it is important to
consider a road user’s level of concern relating proposed ITS it is more important to consider
their likely future actions with regards to the |8 the expressed fears will only come to fruitfon

citizens act on their privacy concerns.

2.5. The Current Situation

Although there are privacy concerns associatedriiesdegree with all ITS, since the 1980s they have
been used with growing frequency across the glolselive a wide range of different problems
(Weiland and Purser 2000). The fact that thestesysare currently used shows that, in most cases,
the benefits offered by the ITS outweigh the prnwaoncerns associated with them. Very few ITS
systems have been deemed completely unacceptataladeeof privacy invasions (Hong Kong Road
Pricing) but several proposed systems have had toddlified to alleviated privacy concerns
expressed about the proposed ITS. Due to privaogarns, the Netherlands was forced to offer an
anonymous version of their OV-chipkaart (Griffio2@11). The OV-chipkaart is a smart card system
that facilitates the payment of trips on all pultfensport in the Netherlands. Users now have the
choice between using an anonymous ‘pay as youayd' which requires topping up anonymously or
a card that is linked directly to a user’s bankoaett which allows them to be billed directly foryan
trips they make. Other benefits of using the dialced to their personal details is that the caad be
cancelled if it is lost or stolen and some usarshsas students and pensioners get discounts ion the

fares which they would not receive if they usedahenymous card (OV-chipkaart 2013).
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Even with the introduction of the ‘anonymous’ OViakaart, the privacy concerns associated with
the technology have not been completely eradicaeldn February 2013 there was a debate in the

Dutch House of Representatives where the followioigts were made (Privacy First 2013):

That the ‘anonymous’ OV-chipkaart was not actualtipnymous because it contains a
unique identification number in the radio frequemdsntification (RFID ) chip (Finkenzeller
2010) that is embedded within the card which ersatsievellers to be identified and tracked
afterwards through the linking of transactions.

That as long as truly anonymous cards do not pxisted travel tickets should remain
available to travellers who want to remain anonysaou

That a special anonymous discount card shouldtbadinced for children and the elderly.
That the current retention period for OV-chipkadata should be reduced to an absolute
minimum with travellers given the option to eraseit travel history at any given moment
(Privacy First 2013).

As ITS systems have become more complex and hguired the collection of greater volumes of
personal information, the privacy concerns assediatith the systems have increased. It has also
become clear that a system that is acceptabledirtomntry is not always acceptable in the exachfor
in another; several examples of this are givern latthis chapter. Therefore, to help predict véher
future difficulties may lie, it is important to exéne the privacy aspects of a range of current ITS

systems.

2.5.1Current ITS Examples

Table 2-1 highlights the benefits and personalrméttion requirements of five diverse ITS that have
been implemented across the European Union. Ciwheystem types in Table 2-1, road-pricing
systems have proven to be most controversial irapyiterms. Not only was the road pricing scheme
in Hong Kong deemed unacceptable because of canogar privacy, but other forms of automated

travel pricing have also proved controversial, sastautomated toll booths and smart travel cards.

In the United States, automated toll booths thatRISID tags have caused controversy as the data
they stored has not only been used for its inteqaigdary purpose (billing) but also as evidence in
numerous legal trials including divorce hearingsS(NBC 2007). As mentioned earlier, the OV-
chipkaart in the Netherlands has also caused c@Bp because with the data they store it is plessib

to identify an individual’'s movements around themiy/city (Prins et al. 2011).
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The ‘Oyster’ card in London, UK which is similar tiee OV-chipkaart has also been criticised for
being an invasion of privacy (BBC 2003), especiaiylaw enforcement regularly access Transport
for London’s Oyster card database in search ofgpaisinformation on travellers (Dunn 2012) with
national security agencies having been reportedbasing to have access to the whole database
(Guardian 2008). One prominent European politltas even stated that he refused to buy an Oyster
card fearing that it could be used to spy on higl€graph 2013)

It is probably of no coincidence (something thisearch will investigate) that these automated trave
pricing systems have caused more controversy tleet ather ITS that are currently in existence.
This is because they combine at least two senglfit@ sources such as a register of vehicle owners
with information about the vehicles movements. dByng this, these systems create a new database

of information that could potentially be perceiasihighly sensitive by some.

If this information fell into the wrong hands, anymber of worst case scenarios could come to
fruition. Several other existing ITS systems udgerimation that identifies individual vehicles (see
ANPR and FCD both discussed earlier) but to dageptivacy concerns associated with these
technologies have been limited because the vehéegifications have not been combined with the
owner information. This indicates that the exgpetof data a system requires to operate will be a

key factor behind whether privacy will limit thagstem’s uptake.

2.5.1.Differences in Current Regulations

Some of the previous sections have touched oratttatfat some ITS systems that have been
acceptable in some countries have been deemedaptabte in others (Section 2.4.). This could be
for a variety of different reasons, but the primang for current ITS is that the legal doctrine
concerning the privacy aspects of ITS varies agigaificantly even across the European Union, as
demonstrated by Figure 2-1. A good example ofghiéscrepancies in regulations can be seen from
how different countries regulate the use of ANPRadAlthough there are numerous benefits to the
end user, such as improved safety (due to thegeliorcement) and reduced journey times (due to
the traffic control and electronic toll collectigmjot every country feels that these benefits oigive
the loss of their personal information (GuardiaB@0 This is demonstrated by the fact that some
countries that use ANPR have legal requirementdithd the extent to which APNR data can be
used, and how long the data obtained by ANPR cdwpe
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Table 2-1 Benefits and Information Requirement fora Range of Current ITS

ITS Type Example Information Required Data Stored /Holder Benefits

Signal Control Dynamic Signal Control Anonymous Loop Detector Anonymous Loop Data Information is StoredReduced Congestion
(Dudek 2004 Information by the Signal Operator normally a Local (Time, Cost and

Authority Environmental Savings)

Collison Warnings  Adaptive Cruise Control Radar sensor mounted to front of No information is stored or given away Improvededaf
(Vahidi and Eskandarian vehicle detects the proximity of the
2003) vehicle in front

Automotive Satellite Navigation Unit Regular update of a vehicles currentNo information is stored or given away Time Saving

Navigation System (SatNav Forensics 2013) position

Real Time Traffic  Meteo France Travel Anonymous FCD provided by Anonymous FCD is stored by both Orange Reduced Congestion
Information Information (Meteo France = Orange network users in France andaind Mediamobile (GPS Business News 2012} ime, Cost and
2013) current weather conditions Environmental Savings)

Automated Travel London Congestion Charging Time, location and license plate Data is stored by Transport for London and Reduced Congestion
Pricing (Winters 2004) details of vehicles entering/exiting checked with a database of users who have (Time, Cost and
congestion charge area paid to enter the area. License plates that aEEnvironmental Savings)
not on this register are then cross referenced
with a register of owners so that a penalty

notice can be issued.
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In Germany, for example, on 11 March 2008, the Fddeonstitutional Court of Germany ruled that
some areas of the laws which permitted the use\#?R violated the German citizen'’s right to
privacy (Bundesverfassungsgericht 2008). As aequsnce, it was made illegal to store any
information which was not for any pre-determined (guch as the enforcement of speeding laws or
the tracking of suspected criminals). The UK arelWfs, on the other hand, have extensive ANPR
networks that allow the police and security sewvimetrack all car movements around the country.
Unlike in Germany, this information can be useddny purpose including analysis for improvements
or intelligence and for use as evidence in legatings (Guardian 2007). In the UK, this informatio
will be stored in the National ANPR Data Centretigo years (Independent 2005), whereas is in US,
there is no time limit on the length of time thiéarmation can be kept, and this information casnev
be shared with third parties (New York Times 2010).

The different levels of legislation with regardsANPR is just one example that demonstrates tleat th
data required by both existing and future ITS cde&dl to privacy concerns, which in the case of
Germany led to the use of the ITS being limitetdis hot only the use of ANPR that varies
significantly by country; so does the use of eladir toll booths (Bennet et al 2002) and CCTV (Gras
2002). There is no conclusive evidence that erpltie differences in not only different countries
regulations but also their citizen’s general petiogpof privacy. Some argue that previous
experiences shape a nation’s perception, as aqoasee the UK and US are tolerant of more
surveillance because of recent terrorist incidédtgygerty and Gazso 2005). It is also often regubrt
that one of the main reasons for Germany’s morteptive stance is the abuse of surveillance

systems carried out by the Nazi party (Whitman 2003

It is also argued that once individuals experidmgi@ag monitored by one technology they are then
more likely to accept being monitored by other roe#) hence why road pricing was deemed
acceptable in London but not in some other countigethe residents were already used to being
monitored by a wide scale CCTV network (Ison ané R§05). On the other hand, others have
argued that an individual's views on privacy arikéid more heavily to their cultural upbringing than
their experiences (Bellman et al. 2004 and Millbetrgl. 2000). This is something that this redearc

will explore in more detail.
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2.6.Future ITS

In the future, it is expected that ITS systems bdlable to acquire, communicate, process angautili
more data at a higher frequency. This will enalxtee advanced ITS such as cooperative transport
systems to come in to operation. Cooperative sysigill enable rapid Vehicle to Vehicle (V2V) and
Vehicle to Infrastructure (V2I) communications. éBe new communications could range from
vehicles giving other vehicles their exact positiomeal-time to significantly improve safety, to
individual vehicles informing the infrastructuretbkir destination, number of people travelling,
propensity to pay and the trip purpose to optirtiigetransport network (CVIS 2012).

In 2006, the European Commission launched thrgegimas part of thei8Framework Program
that looked specifically at using cooperative systeo increase road safety and traffic efficiency
(Toulminet et al. 2008). The CVIS (Cooperative \@dilnfrastructure Systems) project aimed to
design and test the core technologies requireddoperative systems (CVIS 2012). As Figure 2-7
shows, the SAFESPOT project focused on using catipercommunications to significantly
improve safety conditions for road users (SAFESROI3). The third project, COOPERS
(COOPerative Systems for Intelligent Road Safety®stigated how road operators could utilise
cooperative systems (COOPERS 2013).

Figure 2-7 Diagram Showing How Cooperative TranspdrSystems Could Improve Road Safety
(SAFESPOT 2013)
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All three projects demonstrated that cooperatimagport systems are not only achievable in
technology terms, but that they would offer someugge benefits, especially with regards to safety
and efficiency improvements. Other than a couplguestions in an end-user survey conducted as
part of the CVIS project, these projects spent \ieltg time considering how potential privacy
concerns associated to these technologies coutahialty limit their uptake (CVIS 2007). The

results of the CVIS end-user survey suggestedatmaprivacy concerns associated with future
cooperative transport would be outweighed by theebts on offer. It must be stressed, howevet, tha
the topic was not explored in any great detail tiedsurvey sample comprised mainly of car

enthusiasts.

At the same time as funding the three cooperatamsport research projects outlined above, the
European Commission also funded several projeeestigating methods for making the proposed
communications within a cooperative system as geasipossible from a technological/encryption
standpoint (PRECOISA 2013, Sevecom 2013, EVITA 2@&rsee 2013 and PRESERVE 2013).
Although these projects could potentially help\dlige some of the privacy fears associated with
future ITS, none of these research projects hatwallye considered how willing the future ITS users
would be to share their personal information, orclHactors would influence their privacy concerns.
They have all instead looked at what is possilidarielogically to make any shared data as secure and

anonymous as possible.

It could be argued, however, that the public’'s pptions of how secure these communications are
(which could be very different to the actual leg&kecurity), how sensitive they feel the inforroati
they are giving away is, and how safe they fedl thersonal information is in other stakeholders
hands will play a more significant role in a futdifé&s user’s actual behaviour. Therefore, it needs t
be investigated whether despite the numerous lisredfered by cooperative systems, they are
outweighed by concerns caused by the new informdilibavs they would create. This is something

that this research will attempt to address.

2.7.Summary

This chapter has shown that although the termaasivvis hard to precisely define. A look back at
recent history has shown that after significanadivances, it is likely that peoples’ views on paeo
privacy will evolve and people will begin to expses higher level of concern. In the past, these

concerns have led to significant changes to letijislaand the way in which these technologies are

operated, so it is definitely feasible that the samil happen with future ITS systems.
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This chapter has also highlighted how all ITS (bstrsting and future) rely heavily on informatian t
operate efficiently. It is the ever-growing demdadmore information about the transport network
which has led to a rise in privacy concerns assedito ITS. It has been shown that the different
stages of the ITS information chain have the p@étu create privacy concerns for different reason
The variables that have been highlighted as béketylto impact a user’s willingness to use a fatur
ITS include the type of information the ITS interidscollect, whether it will be combined with other
information types which could increase the sengjtiof the information, how the information will be
communicated between the various stages of thenaftton chain and who can gain access to both

the raw and processed information used by the ITS.

In order for future ITS to be deemed unacceptablprivacy’ terms, it is not a case that the public
will have to be concerned about the technology thait they will act in a manner that protectsithei
personal information. This means that a usereitiier travel with less freedom if the use of a8 IT
is mandatory or opt not use an ITS if it is not mathndatory. It is therefore necessary that this
research considers future users’ likely privacyawébur, not just their level of concern. This is

something that has not been heavily investigatékinvihe transportation field.

The majority of the ‘privacy’ research within thansport field to date has focused on finding
technological methods for making data more secudesmonymous. Although it is likely that secure
and anonymous communications will alleviate somthefprivacy concerns associated with future
ITS, it is currently unknown whether a future ITSets perceptions of the privacy risks and their
likely privacy behaviour will be altered sufficidgyby these technological advances. The dearth of
knowledge about which factors will influence a fi®gtUiTS user’s actual privacy decision-making is
something that this research will attempt to addrdsis feasible that current attempts at makirfg)
communications secure and anonymous either fait sihngpotentially even overshot the mark, as it is
possible that a future ITS user’s privacy concamesnot linked to their data being anonymous. This
research aims to start building up a more detgiletdire of what drives users’ actual privacy
behaviour in relation to future ITS, so that ITSelepers can focus on the privacy aspects which

have the greatest impact.
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3. Privacy Concern, Intention and Actual Behaviour

3.1. Introduction

The previous two chapters have demonstrated hosxqyriconcerns and ITS are closely interwoven.
This chapter aims to take the discussion a stepduand examine individuals’ privacy decision-
making, in an attempt to investigate the factor&ctviwill determine whether a variety of different
future ITS will cause potential users to act irri@gey protecting manner. The ‘Fears’ section of
Chapter 1 has shown that the privacy fears assalcwith future ITS will only come to fruition if
people actually travel with less freedom than theyat present. To investigate the point at which
future ITS users will travel with less freedom stishapter will look at three different areas; theiel

of concern, their stated behavioural intention tr&dr actual behaviour when confronted with a

privacy scenario.

3.2.Research Areas

As the term ‘privacy’ is so broad, it impacts matifferent academic fields, including but not lindte

to law, social science, philosophy and economidse most relevant research for future ITS has been
conducted in the field of e-commerce where socidl@onomic theories have been used to
investigate the privacy aspects of existing andrutveb usage. The majority of the research m thi
area has focused on measuring the level of pricanogern associated with the use of websites and
investigating what influences these concerns (Ea@. 2000, Phelps et al. 2000 and Wallis 2007). A
significantly smaller amount of research has ingestd peoples’ actual privacy behaviour when
using e-commerce services (Hui et al. 2007 andk8pieann et al. 2001). This research into actual
behaviour has shown that there is potentially aiiggnt disconnect between people being concerned
about a technology and them actually acting upandbincern (Berendt et al. 2005). It is therefafre
the utmost importance that this research not omhsiclers the factors influencing concern levels, bu

also the factors that will influence a person’suatprivacy behaviour.

As this research is seeking to see whether privaltyimit the uptake of technologies that have not
been created yet, it will also be important to explthe link between a person’s stated behavioural
intention and their actual behaviour. This wilbeie conclusions to be made about future ITS user’s

likely actual behaviour by investigating their sttehavioural intention.

Scott Cruickshanks 51



Chapter 3 — Privacy

This research will therefore look in detail at #distinct aspects of privacy — concern, behavioura
intention and actual behaviour — and the links leetwthe three aspects. The likely connections
between the three aspects are shown in FiguresBdre the arrows indicate the predictions of how
each of the aspects will impact one another. fdssarch will seek to explore these areas and

connections in significant detail.

Figure 3-1 The Link Between Concerns, Intention andehaviour

N L

Demographics > Concerns > Intention Behaviour

3.3. Privacy Concerns

The previous chapter identified that there is arcteend of new information technologies raising th
levels of privacy concerns amongst the public.c&ithe mid1990s, several pieces of research have
looked into the root causes of privacy concernsrba technologies appear to exacerbate. Work
conducted by Smith, Millberg and Burke (1996) depeld the ‘Concerns for Information Privacy’
(CFIP) framework. It identified and measured thengry dimensions of individuals concerns about
information privacy practices. The result was dt&m instrument which is split into four distinct
dimensions. The instrument was developed by aggsothat included examinations of privacy

literature, experience surveys, focus groups, hadise of expert judges.

The four distinct areas that the CFIP instrumerdisnees are: Collection, Errors, Unauthorised
Secondary Use and Improper Access. The Collediimension revolves around the idea that
individuals often perceive that great quantitiesheir personal data are being accumulated (whether
it is true or not) and they resent this. The Edionension considers individuals’ fears that proters

against deliberate and accidental errors in thered personal data are inadequate.

The Unauthorised Secondary Access dimension stemmsféars that information collected from
individuals for one purpose is being used for aagtvithout authorisation from the data owner
(either by the same organisation or an indeperttedtparty). The final dimension, Improper

Access, involves concerns that peoples’ persortalidaeadily available to others not properly

authorised to view or work with this data.
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Initial findings provided by Smith, Millberg and Bee (1996) suggest that there may be a hierarchy
of concern regarding the various dimensions. Tiesiearch identified Improper Access and
Unauthorised Secondary Use as the areas of higteogralthough there were differences within
these areas, as samples ranked them at varyirlg Evienportance. Collection and Errors were

identified as areas of less concern.

Another piece of research (Bellman et al. 2004§iuse CFIP instrument to see whether privacy
concerns were different in different countries.eThsults of this survey indicated a clearer hamar
with Secondary Use being the biggest concern dgipkad Improper Access being ranked just
behind. There is then a big jump until either €cdlion or Errors is ranked last (depending on the

country sampled).

The Internet Users’ Information Privacy Conceri$lIC) framework (Malhotra et al. 2004) took a
different approach to addressing peoples’ privamycerns. As a result, they found it possible to
characterise IUIPC in terms of three factors: Qxiée, Control and Awareness. The Collection
factor looks at individuals’ concerns about the antaf information being collected by an
organisation (same as CFIP). The Control factes séhether it is important that people have control
over their personal data and what organisationsittoit. This takes a slightly different view to

CFIP. The final factor, Awareness, looks at hoydamtant it is that people know what their personal

information is used for.

Malhotra, Kim and Agarwal (2004) surveyed a sangflpeople using their IUIPC framework, in
combination with the CPIF framework. They discowketigat users rated Awareness as the most
important privacy factor, marginally higher tharc8edary Use. The Control factor was shown to
have a similar importance to the Collection factanjch is in the lower tier of concerns. A
combination of the CFIP and IUIPC and their asgedigurveys have shown that privacy concerns
associated with any scenario can be split intotters, with three areas of concern in each. These
concerns should be equally relevant to ITS. Teakdown of the areas of concern can be seen in
Table 3-1.

In terms of future ITS, this indicates that the onajauses of concern will be a user’s fear that the
personal information will either be used in an uhatised way by the original data holder, or that a
third party will acquire their data. It is alsarfto say that the user will be more scared of the
unknown (and will assume the worst), so if secutityices are put into place to stop Secondary Use

and Improper Access, the user of the ITS needs told about them.
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Table 3-1 Breakdown of the Areas of People’s PrivgcConcerns

Rank Tier Concern Details

The fact the user does not know what the authorsed
1 1 Awareness ) ]

of their personal data is

The fact the user is not confident that their peato
2 1 Secondary Use , , ,

data will only be used for what they authoriseidit

The fact that the data may be stolen/viewed by some
3 1 Improper Access ] _

who is not authorised

The fact that users want to be in control over wihat
4 2 Control _ _

their personal data is used for

) Fears over the fact that too much of their persdatd

5 2 Collection _ _

is being collected

Fears that their personal data might contain antide
6 2 Errors

of deliberate errors

3.3.1Fundamentalists, Pragmatics and the Unconcerned

Most of the early work studying general privacy cems was conducted by Alan Westin, between
1978 and 2004, in which he carried out over 30gmyvrelated surveys (Westin 2003). These surveys
covered general privacy, consumer privacy, medigabcy, and other privacy-related areas. This
literature review has only considered the surveysdnducted into general privacy (as the results of
these surveys are the most transferable to thepoat) and in particular, the findings of five seys
identified in Table 3-2. A detailed analysis of¢kesurveys has been carried ouKlynarguru

(2005).

Table 3-2 Details of Westin's Surveys Considered ithis Report

Year Name of Study

1990 Equifax Executive Summary
1996 Equifax-Harris Consumer Privacy Survey
2000 Privacy On & Off the Internet: What Consumafant
2001 Privacy On & Off the Internet: What Consumafant
Most People Are ‘Privacy Pragmatists’ Who, Whilen€erned about

2003
Privacy, Will Sometimes Trade it Off for Benefits
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The common interest that these five surveys hatleisthey all use what Westin calls his ‘General
Privacy Concern Index’. This index categorise®@s@n’s views on privacy into one of three groups:

The Fundamentalists, The Pragmatics and The Unooede

Fundamentalists are generally distrustful of orgatidns that ask for their personal information and
are in favour of new laws and regulatory actiosgell out privacy rights and provide enforceable
remedies. Fundamentalists generally choose priwangrols over consumer-service benefits, when

these compete with each other.

Pragmatics weigh the benefits of various consumppodunities and services against their privacy
concerns. They believe that organisations or gowents should ‘earn’ the public’s trust, rathemtha
assume automatically that they have it. Most ingoaty, they want the right to opt-out of giving

away their personal information.

The Unconcerned are generally trustful of orgaiosatcollecting their personal information and are
ready to forego privacy claims to secure benefitgy are not in favour of the enactment of new

privacy laws and regulations (Kumaraguru 2005).

To determine which group a person falls into, Weagtes a standard framework. The surveys each
split the sample into Fundamentalists, Pragmatidstinconcerned. Figure 3-2 shows how the

sample of each survey was distributed.

Several trends can be drawn from the results shiowigure 3-2. Firstly, the more recent surveys
indicate that roughly 63% of populations are privRcagmatics, 27% are privacy Fundamentalists
and 10% are Unconcerned. These surveys also taditat the general public are becoming more
concerned about privacy, as there has been awfititthe privacy Unconcerned turning into privacy
Pragmatics. The number of privacy Fundamentadistremained constant, except for a slight

inconsistency immediately after the September frbrist attacks in 2001.

It needs to be taken into consideration that &ééresults are for surveys that were conductdein
US and it is quite likely that they have a moreidd view on privacy than some other countries
(Bellman et al. 2004). Also, the most recent syiigden years old, so it is possible that theneeha

been further attitude shifts in the period since.
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Figure 3-2Privacy Index Results for Westin's Surveys

Privacy Index Results for Westin's Surveys
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3.3.2Influence of Demographics

Other relevant surveys that have examined privacgerns include the 2007 Community Attitudes
Towards Privacy Study, which was conducted by Walbnsulting Group and commissioned by the
Office of the Privacy Commissioner, Australia (Vi&R007). This survey shows that peoples’
privacy concerns increase with age and educatiai.léAnother study (Phelps et al. 2000), disagreed
with the fact that peoples’ overall privacy coneeimcrease with education level; they suggest the
opposite is true. Additionally in the Wallis Coitgug Group survey (Wallis 2007), it is shown that
certain privacy concerns have their own specifimographic influences, for example, people living

in urban areas have more trust in retailers ancg@eople are more concerned about giving away
their home phone numbers and address (which issighie previous evidence that young people are

less concerned about privacy issues).

A survey conducted by The Pew Internet and AmerigBnProject into trust and privacy online (Fox
et al. 2000) looked at how peoples’ privacy periogst varied according to demographics and internet
experience. This study confirms the age bias atditin the Wallis Consulting Group Survey. It

also goes on to show that in the US, ethnic miiesritre likely to have increased privacy conceans,
are females over males, although it also identtfies privacy fears associated with internet use

decrease significantly with user experience.
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Studies have also been conducted into whethergyisancerns vary between nations. Milberg,
Smith and Burke (2000) found during their resedhett cultural values were associated with
differences in privacy concerns. The term ‘cultmadue’ was taken from work conducted by
Hofstede (1980) which explored the differencesdlieis held by citizens of different nations even
when other differences such as economics, poliichinology and other external pressures had been
eroded. He found that a nation’s cultural valueldde defined by four distinct dimensions; Power

Distance, Individualism, Masculinity and Uncertgirtvoidance (Hofstede 2000)

The Power Distance Index (PDI) measures the ekenhich the less powerful members of
organisations and institutions (such as a famitgeat and expect that power is distributed uneguall
This represents inequality, but defined from belowet, from above. It suggests that a society’s level
of inequality is accepted by the followers as maslby the leaders. For example, a nation with a
high PDI is likely to have a much larger gap betw#e wealthy and poor than a country with a low

PDI score.

Individualism (IND) measures the degree to whiativiiduals in nations are integrated into groups.
Countries with a high IND score are likely to comsprpopulations in which the ties between
individuals are loose; everyone is expected to lfbdr him/herself and his/her immediate family.
Conversely, countries with low IND scores are Kk be nations in which people integrated into
strong, cohesive groups, often extended familiéth(uncles, aunts and grandparents) which continue

protecting them in exchange for unquestioning lyyal

Masculinity (MAS) refers to whether a particulatinaal culture has more ‘masculine’ or ‘feminine’
traits. A high MAS score will typically belong tocountry in which the population are assertive,

materialistic, and competitive. In a country wathow MAS, score the opposite is likely to be true.

The Uncertainty Avoidance Index (UAI) deals witk@ciety’s tolerance for uncertainty and
ambiguity. It indicates to what extent a culturegrams its members to feel either uncomfortable or
comfortable with change. Countries with a high $&bre try to minimise the possibility of
uncertainty and change by applying strict laws auhels. Again, the opposite can be said of a cguntr
with a low UAI score (Hofstede 2005).
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Bellman, Johnson, Korbin and Lohse (2004) also daduring their research that cultural values were
associated with differences in privacy concernsvéier, unlike Milberg et al. (2000) who found that
concerns about information privacy were positivedgociated with Power Distance, Individualism,
Masculinity and negatively associated with UncettiaiAvoidance they found that three of the
Hofstede indices (Power Distance, Individualism shidinity) had an influence on privacy concerns
in the opposite direction to that reported by Mitbet al. (2000). The influence of the fourth index

(Uncertainty Avoidance) was not significant

The negative association between individualismamndacy concern found in the study by Bellman et
al. (2004) is also supported by other cross-culigsearch, which has found that people from
cultures with high individualism are comfortablehvdisclosing higher levels of private information
(Lewin 1936 and Ting- Toomey 1991). Two otherragées of research that have shown this
phenomenon are; Maynard and Taylor (1996) who fdbatlstudents from Japan (IND = 46) had
higher levels of privacy concern than students ftoenUnited States (IND = 91), and a privacy
survey conducted by IBM (1999), which found thaizeins from the United Stated were twice as

likely to be classified as “low” in privacy concecompared to citizens from Germany (IND = 67).

The variance in these results show that whilst sovs cultural values might influence their levél o
privacy concern, other cross-country differencasidalso have an impact on someone’s level of
privacy concern. For example, it has been showanditizens from countries with a history of having
high government regulation of information priva@vk high levels of privacy concerns and express a

desire for even stronger regulation (Millberg et24l00 and Bellman et al. 2004).

From these surveys conducted on general privatyclear that someone who has the following
characteristics; from a country with strong privaegulation and low individualism, elderly, female,
live in a rural area, is in an ethnic minority; amak little experience of using existing ITS syseare
more likely to be a privacy fundamentalist than sone who is; from a country with low privacy
regulation and high individualism, young, maleamethnic majority, live in urban areas and have
significant of experience of using existing ITS [@sg as they have not had any bad privacy
experiences). Previous surveys have shown a mesgbnse to the influence of education levels on

privacy concerns.
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3.4.Behavioural Intention

The previous sections of this chapter have highdiglthe causes and variance of peoples’ privacy
concerns. It has also been clarified earlier itharder for the privacy fears associated with feitu
ITS to come to fruition, peoples’ actual behaviaiit have to be influenced. It is therefore imgzot
to examine the influences behind a person’s stagédvioural intention and their actual behavidtr.
is not always the case that being concerned albowtthing will actually result in someone altering
their actions (Berendt el al. 2004).

This is an important aspect when considering wirdtieeprivacy fears associated with future ITS are
justified, because although the users may havagyigconcerns about future ITS, they could be
ignored by the user in order to reap the benefitefter. In choosing whether to disclose personal
information when confronted with a privacy scenatii@ future ITS user will have to make a
complex and often ambiguous and subconscious tHid&he user will want to protect the security

of their data and avoid the misuse of their infaiora However, the user will also want to benefit
from sharing their personal data with peers and tharties. The outcome of the scenario will come
down to whether the user feels that the benetit@freward on offer outweighs potential misuse of
their information. This trade-off can be seen &sra of cost-benefit analysis, which naturally vebu

fall into the realm of economics (Aquisiti 2010).

As this research is seeking to make judgementh®privacy aspects of technologies that are yet to
be invented, it is necessary for it to considersiseated behavioural intention with regards tareit
ITS as well as their actual behaviour when facetl am existing privacy scenario. The rationale
behind this is that the future ITS user can stdtetier they would be willing to disclose their
personal information to a future ITS long beforisiactually developed. It will also be possilie f
this research to explore the link between statédweural intention and actual behaviour for privac
scenarios that already exist. This will help casns to be made about a future ITS user’s likely

actual behaviour with regards to various undeveldpé.

Very little research has explored the factors ihfttence peoples’ stated privacy intention. Vatty
all previous research, especially within the fiefdransportation, has explored a user’s level of
privacy concern and the factors that impact itm8wesearch within the field of e-commerce has
explored peoples’ actual behaviour and the inflirenéactors (discussed later in this chapter) big t
is not directly relevant to what this researchyig to achieve because it explores peoples’ &ctua

behaviour in relation to technologies that alreaxigt.
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As a consequence, this research will attemptltediine of the void that exists in the existing
literature by finding information about the influeng factors of peoples’ stated privacy intentiowl a

how it could subsequently be used as a predictactfal behaviour.

3.4.1Rational Privacy Decision-Making

Since the late 1970s, economists have been intdresprivacy (Posner 1978, Posner 1981 and
Stigler 1980). From this point, some have useditbleotomy between privacy attitudes and actual
privacy behaviour (Berendt el al. 2004, Hann e2@02) to claim that individuals are acting
rationally when it comes to privacy. Under thiswjéndividuals may accept small rewards for giving
away information, because they expect future damtmgbe even smaller (Aquisiti and Grossklags
2005).

As a rational economic agent, an individual willd&gected to act according to expectancy theory,
which holds that individuals will behave in waystimaximise positive outcomes and minimise
negative outcomes (Van Eerde and Thierry 1996, Mr&664). Laufer and Wolfe (1977) were the
first people to use this trade-off to derive a pdy calculus that would act as a predictor of wéeth
individuals would find privacy scenarios acceptaii@ot. This calculus perspective is evident in
several studies of privacy concerns (Hann et a82Bii et al 2007, Milne and Gordon 1993).
According to these studies, consumers perform ahmsefit analysis of all the variables relateé@to

particular scenario, in order to make their dedisio

Culnan and Bies (2003) have also argued that iddals will disclose personal information if they
perceive that the overall benefits of disclosurearieast balanced by, if not greater than, teessed
risk of disclosure. They went on to create a pgveaiculus model that was based around a cost-
benefit analysis. In recent years, various pie¢essearch have continued to create and validate
privacy calculus models (Zhou 2011, Liu et al 20Dihev and Hart 2006, Culnan and Armstrong
1999, Xu et al. 2009, Xu et al. 2010, Pee 201Infoldunately, none of these are particularly refgéva
to future ITS systems, as most were focused onbasled marketing, although Xu, Parks, Chu and
Zheng (2010) did explore the privacy calculus imeal with location-based services in mobile

phones.
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One key factor that needs to be considered whedirigat the privacy trade-off is that all of the
judgements an individual makes depends heaviheim personal perception of the risks and
rewards. In particular, the risk associated withrigacy scenario will be heavily dependent on the
individual's perception of just how sensitive tleguired information is, just how much they trus th

future data holder, and how much they trust therinfition transfer method.

3.4.2The Privacy Variables

When exploring the privacy trade-off discussechim previous section in the context of the way a
future ITS could generate privacy concerns, itmpartant to consider the cost and reward variables
present in every scenario. In Chapter 2 it was shitwat historically, a user’s willingness to us@ 8

will likely be impacted by their perception of; thge of information the ITS intends to collect,
whether it will be combined with other informatitypes which could increase the sensitivity of the
information, how the information will be communiedtbetween the various stages of the information

chain and who can gain access to both the raw moggsed information used by the ITS.

These variables can be classified into three distiost variables that are present in every privacy
scenario; the type of information that is beingltised (data sensitivity), who the personal
information is going to (data holder) and how tieespnal information is getting to the new data
holder (transfer method). In addition to the a@siables, if a future ITS user is going to perfam
cost benefit trade-off, the reward on offer foratlising the personal information will also be a key

variable (reward).

A couple of pieces of previous research have egdlbow the perceptions of these variables vary
(Rose et. al 2012, Bughin 2011 and Wallis 2007 hak been shown that there is quite a distinct
tiering of how sensitive different types of infortima are. Of low sensitivity is information suchas
individual’'s gender, age, name, email address @aiedasts. The medium sensitivity category includes
information about an individual's past purchasesdi@ usage and location. In the high sensitivity
category are financial data, social media postshaadth information. (Rose et al. 2012 and Wallis
2007).

The perception of how secure personal informatoniih different data holders is also very varied
with Wallis (2007) finding that 91% of survey paifiants trusted their personal information with the
Health Sector but only 17% of the participantstedghe same information with the e-commerce
industry. Rose J, Rehse O and BoBr (2012) found that 48% of participants stated they had
privacy concerns relating to social networkingsitempared to only 4% of participants have privacy

concerns relating to car manufacturers.
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None of the aforementioned pieces of research gskeitipants for their perception of how secure
different transfer methods were, however in Chaptérrwas highlighted that peoples’ perceptions of
how secure wired and wireless communications waried and it is expected that this trend will hold
true to a wider range of communication methods.pMwious research has been found that looks at
the impact the perception of different types ofaetds has on a user’s willingness to disclose their
personal information, although several pieces s¢aech have looked at the impact of offering
different levels of financial reward had on the amand type of information an individual would be
willing to disclose (Hui et al. 2007, Bughin 201idaRose et al. 2012). This is discussed further in

Section 3.5(Actual Behaviour).

Work by Dwyer, Hiltz and Passerini (2007) discovetieat a user’s level of trust in a social
networking site and its different members direatipacted a user’s willingness to disclose their
personal information on two different social netlr The greater the level of trust the more
information they were likely to share. Other reshanhas found that trust is strongly related to
information disclosure in addition to successfuirminteractions (Metzger 2004 and Jarvenpaa and
Leidner 1998).

Trust is defined by Mayer, Davis and Schoorman §£123 the willingness of a party to be
vulnerable to the actions of another pdrand it also forms a central component of sockahange
theory (Roloff 1981). Social exchange theory pnésa cost-benefit analysis with respect to social
interactions. Trust is believed to be used incleulation as a perceived cost (Metzger 2004)s Th
ties in closely to the theory being developed is thesis that if the benefits of a future ITS
outweigh the perceived costs, which will be cenasalind the data type required, the level of taust
user has in the future data holders and the levelist in the transfer method then the technology
will be acceptable. This research will not attemapeéxplore the influencing factors of a future ITS
user’s perceived level of trust in the privacy ahtes but will instead focus on investigating how a

user’s perceived level of trust is likely to infhee their privacy decision-making.

3.4.3Irrationality

Although research and progress has been madémigse of rational privacy calculus models to
predict peoples’ actual behaviour, other reseasctdurphy 1996, Hirshleifer 1980, Aquisti 2004)
have criticised the assumptions of rational behavimderlying these privacy models as they fail to

capture the complexity of human privacy decisiorkimg.
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Aquisti (2004) critiqgues the assumption of ratidtyah privacy decisions by suggesting that thédfie
of Behavioural Economics offers proof that in numes decision-making scenarios, humans do not
act with complete rationality; they instead acaimirrational, but potentially predictable manner.
Acquisti highlights three main reasons behind whgnhn beings are not able to act as completely
rational agents when they are faced with a privegnario. Firstly, the individual will likely be
basing their calculations on incomplete informati@econdly, human beings have a ‘bounded

rationality’ and finally humans are easily impactgdpsychological distortions.

Incomplete information will affect the estimatiohamsts and benefits. For instance, is it posdtnle

an individual to be aware of actual probabilityagbrivacy invasions occurring and the actual cbst o
the consequences if a privacy invasion takes pldce&n be argued that these probabilities coald b
calculated by looking at historic records whichaeghe frequency of such events taking place.
However, this sort of statistic is not known by theerage individual. To make matters more
complex, the majority of privacy invasions can besible. Many of the costs associated with
exchanging personal information may only be discedeeveral years after the exchange has taken
place (Aquisti 2004).

This leads into the bounded rationality theory,shhguestions whether human beings actually have
the capacity to accurately calculate all the patarsaelevant to the privacy scenario, even if they
had complete information. In traditional econottfieory, the agent is assumed to have both
rationality and unbounded computational-power ticpss information. However, human individuals
do not possess unbounded computational-power (Sirf888). For most individuals, the cognitive
costs involved in trying to find complete inforn@tiand then to calculate the best strategy when
faced with a privacy decision are too high, scas been suggested they will just resort to simple
heuristics (Aquisti 2007).

In addition to having incomplete information andngebounded by rationality, research within the
field of Behavioural Economics has confirmed thgatt of several forms of psychological
distortions on individual decision-making. Somelaése distortions are likely to be transferable to
privacy decision-making. For example, individulaéve a tendency to discount ‘hyperbolically’
future costs or benefits (Rabin and O’'Donoghue 2@Donoghue and Rabin 2001). Hyperbolic
discounting has been proven to have an effectisagy decisions (Aquisti 2004); it was shown that
individuals are willing to give away their persoivdiormation at a cost in return for immediate
gratification. Related to immediate gratificati@the tendency to underinsure oneself againstigerta
risks (Kunreuther 1984).
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Other biases that have been linked to privacy dmeeinaking (Aquisti 2007) include optimism bias
(Weinstein 1989), where the misperception that ®risks are lower than those of other individuals
under similar conditions, and cumulative risk Kigkovic 2000), where, for instance, individuals do
not fully realise the cumulative relation betweka tow risks of each additional data exposure
building up to be a serious danger, especiallynag oeleased, personal information can remain
available over long periods of time. Aquisti (2p@%0 demonstrated that the endowment effect
(Kahneman and Tversky 1979, Thaler 1980) impact&gy decision-making, by showing that
individuals are willing to pay far less money t@tact their personal information than they would be
willing to receive for selling their personal infoation. This possibly highlights why numerous

commercial privacy protection services have prawesliccessful.

In summary, it is therefore fair to expect indivadisiwhen faced with a privacy scenario to attemmpt t
rationally trade-off the reward on offer againg ffotential cost of disclosing their personal
information (which will depend on how sensitive theta type is, how secure the information will be
in the hands of the new data holder and how sdbergansfer method is). However, the field of
Behavioural Economics suggests that it is not jpdes$or humans to act completely rationally, so
their privacy decision-making process will be imigacby a lack of complete information, bounded

rationality and psychological distortions.

3.5. Actual Behaviour

It has already been touched upon that some prevesesrch has been conducted into peoples’ actual
privacy behaviour, although the vast majority asifocused within the field of e-commerce. This
research primarily focuses on observing a groupadficipants’ behaviour when faced with a variety
of privacy scenarios (Speikermann et al. 2000,d4@l. 2007 and Bughin 2007). These pieces of
research have shown there is a significant disadrive@ween a user’s level of privacy concern and
their actual behaviour, with it being shown thatually all individuals are more likely to disclose

their personal information than their level of cerncdictates (Berendt et al. 2004 and Bughin 2011).

Others have used the observed results to creatmcprecalculus models (see Section 3.4) and while
some of these resulted in models that predicteld reiisonable accuracy the privacy behaviour of
their participants, none of these pieces of resefmmuses on either a technology that does noadyre
exist or a technology that is remotely close totnftsire ITS, so they are not very transferabléhis

research.
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No research has been found that explores the éhkden an individuals stated privacy intention and
their actual privacy behaviour. However, numerotler pieces of research from within the transport
field have looked at the link between someone’tedtaehavioural intention and their actual
behaviour (Chatterjee et al. 1983, Couture and ®odP81 and Hensher 2001). Evidence from these
pieces of research suggests that a user’s staeadion will provide a reasonable account of their

actual choices (Wardmann 1988).

In addition the theory of planned behaviour exptdies link between beliefs and behaviour. Ajzen
(1991) found that intentions to perform behaviafrdifferent kinds can be predicted with high
accuracy from attitudes toward the behaviour aijestive norms. It is also found that these
intentions, together with perceptions of behavibooatrol, account for considerable variance in
actual behaviour. It is anticipated that the nuositive a person’s attitude towards a particular
behaviour and the subjective norm, and the grélaéeperceived behavioural control, the more likely
it is that a person will state their intention trform the behaviour. Provided the person the perso
the has sufficient control over the behaviour, theyld then be expected to actually carry out this

intention when the opportunity arises (Ajzen 2002).

3.6. Unknowns

From the review of literature, it is apparent that enough is known about several aspects of both
human privacy decision-making and how well previmsearch — mainly from the field of
ecommerce — transfers to the transportation figléhfiy accurate conclusions to be made about how
future ITS will be impacted by privacy issues. Téestion of the thesis will highlight the main agea
in existing knowledge that this research will né@ddd to in order for the aims and objectivesh t

research to be met.

The first thing that needs to be known is whetlksearch conducted in other fields, predominantly
the field of ecommerce, is directly transferablé¢hte ITS sphere. In particular it needs to be
confirmed that the impact demographics has on gyicancerns which is fairly established in other
fields remains true for transportation. In additto this, the impact of an individual’s cultural
background needs to be explored further as thargseonducted to date has produced results that
are both inconclusive and contradictory. Considgethat most future ITS developers are looking to
launch their systems in more than one country #benderstanding of the impact different cultural

backgrounds has on privacy behaviour is essential.
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This research will also need to explore future UB8rs’ perceptions of the four privacy variables
(data sensitivity, trust in data holder, trustramisfer method and the reward on offer) which are
expected to be present in a range of differentiegi®nd future ITS. Research to date in othddgie

primarily focused on the perceptions of data setitsitand the level of trust in different data hetd.

Following on from exploring the perception of thévpcy variables, this research will need to form a
better understanding of how a future ITS user'satgaphic and perceptions of the four privacy
variables impact not only the level of concern agged with a new ITS but also the user’s stated
behavioural intention and their actual behaviolinis is something that has only been lightly

explored in other fields and never touched upahénfield of transportation.

The final major area that this research will havenvestigate is the extent to which a future ITS
user’s privacy behaviour will be rational and basad cost-benefit trade of instead of irratiorrad a
based on heuristics. Even if it is shown thatreiwsers will act irrationally it is likely thately
would act in a predictably irrational manner whahuld help conclusions to be made about the

feasibility of future ITS in privacy terms.

3.7.Research Model

To ensure that all of the known unknowns highlightethe previous section are explored, this
section presents a model which has been drawrr@utthe existing literature. This model will need
to be interrogated for further conclusions aboatithpact privacy will have on future ITS to be
made. The research model aims to help identifyabiors that will influence a future ITS user’'s
privacy decision-making. This research will ndegipt to develop a detailed understanding of ‘why’
these factors influence privacy decision-makingstéad the focus of this research will be to identi
the key drivers of a future ITS user’s privacy dem-making, as this will inform future ITS
developers the factors that they need to addressiar for their ITS to be deemed successful in

privacy terms.

As this research is trying to draw conclusions alfigture ITS that are yet to be implemented, ita$
possible to witness actual privacy decision-makaigting to these technologies. It is, however,

possible to investigate a user’s level of privaopiaern and their behavioural intention with regard
future ITS. ltis also possible to investigate lihi between a user's demographics, level of fyva
concern, stated behavioural intention and actuahtieur for privacy scenarios that already exist.
This will then make it possible to draw conclusiatmut their likely actual behaviour in relationato

specific future ITS.

Scott Cruickshanks 66



Chapter 3 — Privacy

Earlier in this chapter Figure 3-1 indicated thas likely that future ITS user’s level of privacy

concern is likely to influence both their, stateghlviour and actual behaviour. The theory of ptainn
behaviour as discussed in Secton 3.5 suggestmtbations to perform behaviours of different kinds
can be predicted with high accuracy from attitudegard the behaviour and subjective norms (Ajzen
1991). The social contract theory touched updBdation 3.4.2 also suggests when deciding whether
a social interaction is acceptable or not an imtligd will carry out a cost-benefit analysis whetest

is believed to be used in the calculation as agpeed cost (Roloff 1981 and Metzger 2004).

Figure 3-3 shows the model that attempts to combliements of both the theory of planned
behaviour and social contract theory. Some elesngfithe theory of planned behaviour such as the
influence of social norms have been excluded fop#city, as this research is only attempting to
identify which variables influence privacy decisioraking in the current snap shot of time. Whilst,
other elements such as the influence of behaviattilide (privacy concern) and stated intention on
actual concern have been considered, along withdse benefit analysis of the privacy variables
proposed in social contract theory. Figure 3-3nshbow the 12 hypotheses about how the future ITS
user’'s demographics, level of privacy concerngstdtehavioural intention and actual behaviour will

be interlinked. This research will seek to expleaeh in detail.

Figure 3-3 Hypothesised Relationships of the Resezdr Model

Demographic

H1 .
> Privacy
Concern
H3
A 4
H? | Perception of
> Privacy
Variable:
H5
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»| Behavioural
> Intention
H7
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3.7.1Level of Concern

Previous research has shown that a future ITSsuel| of concern is likely to be linked to their
demographics (Kumaraguru et al. 2005, Phelps @080 and Wallis 2007). In particular, research
within the field of e-commerce has shown that Is\@lconcern are likely to vary with cultural
background, increase with age, be higher in femakesigher in ethnic minorities, vary with levél o
education, increase with household income and dsereith experience of using a technology (See
Section 3.3.2)

H1: A user’s level of privacy concern will be impactsdtheir demographics such as their age,

gender and cultural background.

3.7.2Perception of the Privacy Variables

Previous research suggests that a future ITS yserteption of the privacy variables — reward, data
sensitivity, level of trust in data holder and lesktrust in transfer method — will all vary withe
demographics of the future user (See Section 3.4t23 also likely that the level of a user'syacy
concern will be correlated with the three privaogtcvariables. For example, logic would dictatate
that if somebody is concerned about privacy in garteen they are more likely to find their persiona
information more sensitive and have less trusbmesdata holders and transfer methods. The
relationship between general privacy concern aag#rception of the privacy variables has not been

explored previous to this research, so this rebeailt have to attempt to fill this void in literate.

H2: A user’s perception of the four privacy varieblwill be impacted by their demographics such as

their age, gender and cultural background.

H3: A user’s perception of the three privacy caaiables will be linked to the user’s general lewél

privacy concern.
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3.7.3Behavioural Intention

Existing literature also advises that it is likéat a future ITS user’s stated behavioural intentvill

be impacted by their demographic background. Eyedemographics that influence the level of a
person’s privacy concerns and hence may impaataletiial privacy decision-making are age, gender
and cultural background (Bellman et al. 2004, Gkslimnks and Waterson 2012, Fox et al. 2000 and
Walllis 2007). In addition to this, it is expectit users with a high level of privacy concernlass
likely to state that they would find any given @y scenario acceptable (although they will still
disclose more than their level of concern wouldggst) (Berendt et al. 2005 and Bughin 2011).

H4: A user’s stated behavioural intention with redj#o the action they would take when faced with a
privacy scenario will be impacted by their demodriap such as their age, gender and cultural

background.

H5: A user’s stated behavioural intention with redj¢o the action they would take when faced with a

privacy scenario will be impacted by their gendeadel of privacy concern.

It has been argued that when faced with a privaepario, a user will act in a rational manner and
weigh the reward on offer against the potentiat obslisclosing their personal information (see
Section 3.4). As a consequence, it is expectddatha user’s perception of the reward on offer
increases, so will the likelihood of them statihgttthey will find a privacy scenario acceptable
(Berendt el al. 2004 and Hann et al. 2002).

H6a: The perceived value of the reward on offel ndlve a positive impact on a user’s behavioural

intention.

On the contrary, a user will be expected to actitimise making decisions that will have a negative
impact (Van Eerde and Thierry 1996 and Vroom 19%Agrefore, if a user perceives a scenario to be
high risk, they are less likely to disclose thadrgonal information. The risk associated with any
scenario will be a combination of the risks asdedao; the sensitivity of the information required

the level of trust the user has in the person/dsgdion the data is going to; and the level ofttthe

user has in the transfer method (Metzger 2004@viBus surveys of privacy concerns have shown
that each of these values vary with individual ppton (Phelps et al. 2000 and Wallis 2007). Fegur
3-4 shows how this research expects the perceptiaihe four privacy variable to impact a user’s

stated behavioural intention.
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H6b: The level of sensitivity associated with aadgpe will negatively impact a user’s behavioural

intention.

H6c: The level of trust a user has in the new dutialer will have a positive impact on the user’s

behavioural intention.

H6d: The level of trust a user has in the data sfen method will have a positive impact on the 'sser

behavioural intention.

Figure 3-4 Hypothesised Relationships of between Racy Variable and Behavioural Intention

H6a (+ Behavioural
Reward Intention
y N
He6k (-) H6c (+) H6d (+)
Data Transfer
Sensitivity Data Holde Method

Unlike the historic privacy calculus models thaglane complete rationality (see section 3.4), this
hypothesised research model assumes that a usaihegeerceived values for risk and reward to
calculate the outcome of a privacy scenario. Bwpglthis, this model will reduce at least one & th
flaws to using a rational model highlighted earliacomplete information (Aquisti 2004). This
model should therefore limit the impact irratiobalias on predicting the outcome of a user’s psivac

decision-making process.

H7: A user’s stated behavioural intention will paniy be derived from their demographics, general
level of primary concern and a trade-off betweegirtherceptions of the reward on offer against the

risk associated with a scenario.
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3.7.4Actual Behaviour

Similar to stated behaviour intention, it is argatied that a future ITS user’s actual behaviourlvel
influenced by their demographics, level of privaoyncern and their perception of the privacy
variables (Chatterjee et al 1983, Wardmann 1988%mneh 1991). Figure 3-5 shows the expected
relationships between the perceptions of the pyivatiables and a user’s actual behaviour.
Although it is predicted that most of the varialtlest influence stated behavioural intention wigioa
influence actual behaviour, it is possible thatdkgree to which each variable influences the pyiva
decision-making process in a real and hypothesicahario could vary. For example, the perception
of the reward on offer could have a greater infagean the privacy decision-making process for an

actual scenario than a hypothetical one (Berenalt @004 and Bughin 2011).

H8: A user’s actual behaviour will be impacted hgit demographics such as their age, gender and

cultural background.

H9: A user’s actual behaviour will be impacted bgit general level of privacy concern.
H10a: The perceived value of the reward on offdrlvéive a positive impact on a user’s behavioural

intention.

H10b: The level of sensitivity associated with sadgipe will negatively impact a user’s behavioural

intention.

H10c: The level of trust a user has in the new detiaer will have a positive impact on the user’s

behavioural intention.

H10d: The level of trust a user has in the datasfar method will have a positive impact on the

user’'s behavioural intention.

The strongest predictor of actual behaviour, howesdikely to be a user’s stated behavioural
intention for a given privacy scenario. It is aigated that users who state that they would bingyil

to disclose their personal information in a privacgnario are significantly more likely to do sarth
those who stated they would not. However, previesgarch has shown that in reality all users are
likely to disclose more personal information thheyt state they would (Berendt et al. 2004 and Hann
et al. 2002).
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Figure 3-5 Hypothesised Relationships of between Racy Variable and Behavioural Intention

HlOa (+\A Actua|
Reward Behaviour
A
Data Transfer
Sensitivity Data Holde Method

H11: A user’'s actual behaviour will be significantmpacted by their stated behavioural intention.

As with stated behavioural intention, it is antatigd that by using a user’s perceptions of theapyiv
variables (instead of actual values based on lislaevidence) and a user’s stated behaviour
intention it could limit amount of irrationality # to accounted as some of the factors that cause
bounded rationality (Simon 1982 and Aquisti 200dydnbeen accounted for. This should result in a
future ITS user's demographics, level of privacpaern, perception of the privacy variables andrthei
stated behavioural intention being the primarydestvhich impact a future ITS user’s actual
behaviour.

H12: A user’s actual behaviour will primarily beriked from their stated behavioural intention,
demographics, general level of primary concern arichde-off between their perceptions of the

reward on offer against the risk associated witkcanario.

3.8. Summary

This chapter has shown that four main factorsikedylto impact a future ITS users actual behaviour
when they have to decide whether to disclose gesonal information to a future ITS or not.

Firstly, a user's demographics are likely to inflae not only their actual behaviour, but also ttieio
main influencing factors. Previous evidence suggist the elderly, females, people with a high

income and ethnic minorities are expected to aatnmore privacy-preserving manner.
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The second factor that is expected to influenagaé ITS user’s actual behaviour is their general
level of privacy concern. The literature revievglsfaiown that whilst not everyone will act upon tthei
concerns, a concerned future ITS user will be nikedy to act in a privacy-preserving manner than a

user with a low level of privacy concern.

The third and probably most critical factor thaexpected to influence not only on stated behawgiour
intention but also a future ITS user’s actual béhavis the user’s perceptions of the privacyhds
been suggested that a future ITS user will actratianal manner and attempt to weigh the reward
gained by disclosing their personal informationiagfathe potential cost of disclosing the
information. A user is likely to calculate thekigssociated with disclosing their personal infaiora
by using their perceptions of how sensitive thexdeing disclosed is, how safe their information is

with the new data holder and how safe their datehite being transferred.

The final key factor that is projected to be a gegdictor of a future ITS user’s actual behaviaur i
their stated behavioural intention. It is anti¢guhthat there will be a strong link between usdre
state they will disclose their personal informat#nd those that actually will. The literature ewi

also suggests that most users will disclose margopal information when actually faced with a
privacy scenario than they state they will do. Mtmumerous researches have explored the factors
that impact a person’s level of general privacyaesn, the same cannot be said for the factors that
will influence a person’s stated behavioural intemtand actual behaviour when being confronted
with a privacy scenario. This is especially traethe field of transportation where it is believbdt
this research is the first to consider the factioas will influence a future ITS user’s actual beioar

instead of just measuring their level of conceroulthe future technologies.
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4. Methodology

4 .1.Introduction

This chapter outlines and justifies the methodologgd to achieve the aim of this research, which is
to better understand the factors influencing pyvaecision-making and the impact they will have on
the success of future ITS. To achieve this tartet, methodology, set out to meet all of the
objectives set out in Chapter 1. Figure 4-1, shawlew chart of the data collection and analybi t

was required to meet all of the objectives.

Objective 1: Understand ‘privacy’ and how it Wik relevant to current and future ITS

An understanding of ‘privacy’ has been developeduph a thorough literature review. The research
model developed in response to the literature veysee Chapter 3) suggests that before a user
carries out any action, be it driving their caipgsan internet search engine or making a phorig cal
he/she will carry out a privacy risk-reward caltida. The research model also suggests that this
process could be impacted by inaccurate calculatidhe risks and rewards, the user’s bounded

rationality or even the fact that the user is imipddy innate biases.

Objective 2:  Compare existing, proposed and hydaale TS, paying particular attention to their

benefits and the level of personal information thexyuire.

Chapter 2 has shown that the benefits and infoomatirequirements of existing and proposed ITS
are wide and varied. It is therefore importandentify the factors that will influence future ITS

user’s actual privacy behaviour.

Objective 3:  Identify the factors that will caube tevel of personal information required by a

future transport technology to become unacceptable.

The research model, created after a thoroughftiteraieview, will be tested with quantitative data.
After validation, the model should make it possitolelraw conclusions about the point at which a

privacy scenario becomes unacceptable.

Objective 4:  Understand whether views on the aai@ptlevel of intrusion vary from person to

person throughout the European Union member statedsdiscover what the influencing factors are.

Scott Cruickshanks 75



Chapter 4 — Methodology

Figure 4-1 Flow Chart of Data Collection and Analyss

Literature review: Identify the key aspects of 'Privacy' and human privacy decision making and how thg
could relate to future intelligent transport systens

Establish what is Identify the key
already known factors that
about how privacy influence the
concerns impact the level of a
uptake of future person’s privacy
technologies concern.

Establish whether

there is a link Identify the keys
between the level factors that
of someone's influence human
privacy concern privacy decision
and their actual making.

privacy behaviour.

Phase 1: Pilot Questionnaire

Identify improvements that can be
made to the questionnaire to ensur
that the research model is fully

interrogated.

A1

Identify improvements that can be
made to the questionnaire to ensurg
that the response rate is maximised.

Phase 2: European Union Questionnaire

Fully interrogated all of the research
model

Ensure that the survey sample covels

all socio-economic groups and the

extreme cultural viewpoints present i
the EU.

-

Phase 3: Analyse Implications of Results on Futurdl'S

Apply the privacy principles
discovered in the research to the
intelligent transport technology

industry.

Make recommendations about how
the privacy impact of future ITS can
be reduced
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This objective will be achieved by ensuring that thata that will be used to interrogate the re$earc
model truly represents the people who live anddirtwoughout the European Union. As long as this
is the case, statistical analysis of the data #kskow how people’s views vary from person to

person and nation to nation.

Objective 5:  Draw conclusions about whether diffédd'S in their current and hypothetical forms

will be deemed acceptable in ‘privacy’ terms.

After the research model has been tested, it wijpoissible to apply the validated research model to
the ITS included in Chapter 2. This will enableclosions to be made about whether these

technologies are acceptable in ‘privacy’ terms.

Objective 6:  For technologies that are deemed ueptable, improvements will be suggested.

Once all three phases of the research methodolmgs been concluded, it will be possible to evaluate
how the technologies/legislation could be improt@deet the public’'s demands. It will then be at
this stage that it is possible to conclude whethrévacy’ could prevent future ITS from being

implemented.

4.2. Methods
4.2.1Quantitative Data

To meet objectives 3-6 it is essential to testrésearch model created after the literature rewidgth,

a large unbiased data set so that the privacyriactn be analysed using statistical processes.
Quantitative methods are best used when the expeateome is clearly known; this is the case with
this research, as essentially this research ig/mgpiheories proven in one field to another (Creléw
2009). Quantitative methods can also be used wméate which factors and variables influence or
determine an outcome, whereas qualitative methadased in a more exploratory method when
limited theories already exist (Creswell 2009). a#qg this highlights that quantitative methods will

be the most suitable for testing the research model
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Qualitative research could also have been usexktore why future ITS user’s act in the way they
do when faced with a privacy scenario. Howevethadocus of this research is primarily on
identifying the factors that influence privacy d@on-making instead of why they influence privacy
decision-making, the benefits of doing this couddrdrbeen limited. This fact combined with the
solid research model meant it felt appropriateotu$ the research effort on a purely quantitative

methodology instead of also seeking qualitative.dat

4.2.2Experimental Data

The most useful quantitative data for testing #search model presented in the previous chapter
would be experimental data. This data would bévddrby witnessing participants’ actual behaviour
when faced with a privacy scenario. Details ofgheicipant’s demographics, their level of privacy
concern and stated influencing factors would alsoneasured. This method has been used with
some notable success in some previously mentia@ssarch conducted within the field of

ecommerce (Berendt el al. 2004).

Unfortunately, as this research is seeking to erploe likely privacy behaviour associated with ITS
that are not yet fully developed, it is not possitul observe user’s privacy behaviour while using
these technologies. Although some ITS are alréaltiyoperational and some observations about
how they are treated in privacy terms could be m&tepter 2 has already highlighted that existing
ITS could potentially not create the same highleweé privacy concerns as some in the future could,
therefore drawing conclusions from these techne®wiill not enable all of the aims and objectives
of this research to be achieved, although as meadiearlier in the discussion on the theory of
planned behaviour (Section 3.5), it is feasiblé suial norms with regards to privacy and discigsi

personal information could also change which im wuld impact privacy decision-making

4.2.3Self-Administered Questionnaires

With regards to this research and excluding expartal data, the best instrument for collectingedarg
amounts of quantitative data about future ITS usikedy privacy behaviour is by using self-
administered questionnaires. This is becauseubstigpnnaires can be designed to probe for
information about a future ITS user’s current lewieprivacy concern, their current actual privacy
behaviour and also their stated behaviour inteniiibh regard to various future ITS. In addition,
self-administered questionnaires are an efficiesthmd to sample large numbers of individuals,
across all socio-economic groups with a standaddisethod at relatively low costs (Oppenhiem
2005).
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It is important that the sample population is sield@arefully, so that it covers as many socio-
economic groups as possible, to allow the resaolbetextrapolated to represent a wider population.
is also important to consider whether the people méfused to respond to the questionnaire have a
different viewpoint from those people who were inil to complete the questionnaire (Malhotra and
Birks 2003). The main way of limiting the potemfiar this bias to occur is to ensure a relativieigh
response rate (>10%), this can be achieved by iegsitvat the survey is short in length, gives the
participant an incentive for completing the questiaire (even if it is just the feeling of helping

someone else) and making sure the subject-matitgeresting (Dillman 2007).

Another important aspect of a self-administeredstjaenaire is that it is designed in such a way tha
every participant’s understanding of the questisriee same. If this is achieved, an advantage tha
self-administered questionnaires have over intaryiased surveys is that they are often more reliabl
than an interview-based questionnaire. In an irg@nbased questionnaire, the interviewer is more
likely to influence the respondent through the toh#heir voice, assisting the participant with

guiding information and influencing the participami giving the interviewee the answer they

believe they want to hear. This is especially tien asking for opinions (Von Sanden 2004).

There are several possible methods for distribuggiffadministered questionnaires and, with the
appropriate planning, it is possible to combinedliferent methods to reach a larger sample. The
possible methods include web-based questionngiossal questionnaires and hand-distributed
guestionnaires (Dillman 2007). Web-based questimas have the benefit that they are relatively
low cost to set up, and are then free to distriboit@ wide sample. It is even possible for the

participants to forward on the questionnaire toher recipients creating a large data set.

However, there are several negative points assacwith using a web-based questionnaire. Firstly,
not everyone has access to the internet so cextain-economic groups are eliminated completely,
and even if everyone had access to the interreegdtual response rate is historically fairly low
(Dillman 2007). Secondly, samples that contairy evéb-based results are potentially biased by the
fact that only the views of people who are willimgtransfer their personal information across the
internet will be sampled. This is a point thapigarticular pertinence to this research as it is
attempting to see whether people are willing tasipgrsonal information over various forms of
technology, so limiting the sample to only peopleovare willing to exchange their information over

the internet is flawed.
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Another more targeted and unbiased method forildiging the questionnaire is by using the postal
system. This method allows the use of censusadatdined with mailing lists (such as the electoral
register) to target specific areas that includeralrelevant socio-economic groups. The main
downside of postal surveys is that they are radéticostly (when compared to web-based
guestionnaires) and they historically have low oese rates, which leaves the sample open to bias.
The other main method for distributing self-admi@ied questionnaires is by hand. The major
benefit to this method is that it will ensure respes from targeted socio-economic groups. The main
downside to this method is that they are slow togete and depending on labour costs, can be
expensive especially if a large sample is requif@dlman (2007) recommends that the best method
for distributing a self-administered questionnasré use a combination of the different distribati
methods. This will ensure that the survey willfsigntly cover all of the required socio-economic

groups, but also take advantage of the cost-efiiigi@f some of the less targeted methods.

In summary, the major benefits of using a self-atdstered questionnaire to collect quantitative data
are that they are good for collecting a large ammhotfimformation from individuals, and the
anonymous nature of the questionnaires meansrtii@iduals may reveal more sensitive information
than in a face-to-face interview (Nardi 2006). Thest substantial problem with self-administered
guestionnaires, however, is that it is very easyte sample selection process to become biased due
to a combination of the relatively low responsesatome of the distribution methods have, and the
fact that the views of the people who refuse tolete the questionnaire could be different to tiat

those who do complete the questionnaire.

4.3.Phase 1 - Pilot Survey

Before the quantitative questionnaire was usedsaaovide sample to interrogate the research
model, it was important to trial the questionndirst. The crucial things to test were; that tlatedset
it creates can be used to interrogate the reseawodel appropriately; that participants were able to
understand it and answer all of the questionsdoreect and useful manner; and that everything

possible has been done to the questionnaire dasigaximise the response rate.

To ensure that the pilot survey targeted a widgeasf people, a website and paper version of the
guestionnaire was created (see Appendix A). Tlels-based survey was identical to the paper
version of the questionnaire, except for the fhat it also asked the participant for their locatio
nationality and the type of area in which theydediefore they can move on to the privacy based

guestions.
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The web-based survey was sent out to friends aniiyfaf the author and they were asked to forward
on the link to the research website (www.internalprivacysurvey.com) to their own friends and
family in turn. In addition, twenty paper versiasfsthe questionnaire were handed to colleagues to
test that the paper version of the questionnaiealso acceptable. The pilot survey sampled 134
participants in total and although the sample \eéatively small and had a significant amount of
selection bias, it was still possible to use thaiits/feedback from the survey to test the question

before it was used on a wider European sample.

The results of the pilot survey showed that theonitgj of the questionnaire worked well, although
there was room for a couple of improvements. Thennmprovement centred on making sure that
every question had a purpose and that it helpgdlidate the research model in some way; this was
not true for every question in the pilot questidnna Another problem area that the results of the
pilot survey identified was that people were stiinggto understand and answer Section A in an
appropriate manner. This was also supported bytesdreceived from people who had filled in the
guestionnaire. Once the questionnaire had be@sigrted it was sent to a further small pilot (22
fellow students and friend) to ensure that the ghamnmade to the survey had had the desired effect —

which they appeared to.

4.4. Questionnaire Design

This section of the report looks into the geneesdigh of the final quantitative questionnaire that
formed the major part of this research (see AppeBili The main aim of the questionnaire was to
explore the known unknowns and to interrogate ¢isearch model found in the previous chapter.
This was achieved by examining how an individuatpives the privacy variables that are taken into
account when making privacy decisions, and seeigthis compared to the decisions that the
participants took in numerous privacy scenarioke Guestionnaire also sought to gain information

about the participants existing privacy habits preferences.

In addition to the questions, the questionnairuined a covering letter/home page which actedeas th
primary tool for improving the questionnaire respemates. Several tried-and-tested methods were
used on the covering letter/home page includiragireg that by completing the questionnaire that
they will be helping the author, giving them an ésinassessment of the length of time it will take t
complete the survey; and explaining briefly what tesearch is trying to achieve in an attempt to ga

the participants interest (Dillman 2007).
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4.4.1Section A - Rewards, Consequences and Risks

The aim of this segment of the questionnaire waxpdore how an individual values the privacy
variables identified in the literature review. Bkevariables are the reward on offer, the type of
information that is being exchanged, who the infation is being exchanged with and how the

information is going to be exchanged.

There are several methods for scaling the valueggpe attributes to a variable. These include:
maximum difference scaling, ranking, and ratinghnods (Cohen 2003). In the pilot survey, a form

of maximum difference scaling (Cohen 2003) was w@eil appeared to be the best all-round method.
Unfortunately, the maximum difference scaling gioest in the pilot survey (see Appendix A) proved
confusing for some of the participants and as aegnence, some surveys were either left incomplete
or filled in incorrectly. Due to these errorswias decided that using a rating system to deterthime
participant’s perception of the privacy variablesuld be the best method to use. Due to the number
of variables present, a ranking system would haentoo difficult/time consuming for participants
(Rankin and Grube 1980).

In addition to the new question structure, SecAauf the final questionnaire (see Appendix B) also
asked questions that not only tied in directly with scenarios in Section B, but also with the
voluntary demographic questions found in Sectiowbich was not the case in the pilot
questionnaire. Also, included in Section A arerfguestions that were first used by Professor Alan
Westin (Kumaraguru 2005) for determining whethpeeson was a privacy Fundamentalist,
Pragmatist or Unconcerned. This information waseexely useful when it came to analysis of the

results.

4.4.2Section B — Scenarios

Section B of both the pilot and the final questiaines (Appendences A and B respectively) asked the
participant whether they would say ‘Yes’ or ‘No’axange of privacy scenarios. The main aim of
this section was to test whether from knowing hbevparticipant values the privacy variables (they
were measured in Section A of the questionnaitig)pbssible to predict their stated preferenca in
range of hypothetical privacy scenarios. The myvscenarios give the participant information about
the reward on offer, the type of personal informatihey have to give away, who the information is

going to and how it is getting there.
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In the final questionnaire, three different typésaenario were used, each using variables that had
been directly measured in the previous sectioh@fuestionnaire. This was not the case for all of
the scenarios in the pilot questionnaire, and wasad the key differences between the two
guestionnaires. The three types of scenario wdrereelated to potential future ITS, general,life
tests of real-life privacy scenarios. Table 4-&vgf the ten scenarios that were included in the

European survey.

Whilst this research seeks to investigate how pyivdecision-making will impact future ITS, only 4

of the 10 scenarios were based around ITS. Thened¢ behind this was that whilst it is importsmt
explore how the participants act when faced wiginigacy scenario in the transport world it is also
important explore whether the participants wouldia@ similar or different way when faced with a
privacy scenario in general life. As a consequgtitee general scenarios where included in the
guestionnaire so that comparisons between the @emad ITS scenarios could be made. It was also
felt that to explore a future ITS user’s likely @&k behaviour that three test scenarios should be
included in the questionnaire so that the link lestwstated behaviour and actual behaviour could be

investigated.

A conscious decision was also made to frame theasiges in the same way they would be framed in
real life, even though this could introduce diffeces in interpretation and some ambiguity. The
reasoning behind this was that as this researchosimg at how future ITS users are likely act
when faced with the privacy scenario in the reallavit is important that the scenarios are franted i
the same way. Most of the rewards offered in ligaprivacy scenarios are open to ambiguity and do
not have a definitive value. For example, haviaggenger airbags will improve the safety of your
family but it is very difficult to put a figure otihe percentage increase in safety and it will naken

the vehicle completely safe. Also when a car ovim@itched optional safety features (potentially
such as future ITS) the selling point will be tmpirove safety’ but it is unlikely that the safegature

will be promoted by stating it will improve yourrfalies safety by ‘X’ amount.

Likewise it can be argued that a lot of the risksolved in the privacy scenarios will be equally
affected by how they are framed in the real wastdit is appropriate that this research attempts to
frame the risks in the same way they will be pre=gm real life. For example, when choosing te us
a car park that uses ANPR for ticketing purposesotra driver is likely to know very little abouhe
operator of the car park (other than they areaficompany/local authority), what personal
information is actually being taken from them itlinlikely that all users of the car park will tisal

that their car number plate is being monitored @erded), what is being done with this information
and (in particular whether it is being given tadhparties) and also the method their data is being

transferred.
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In addition to the privacy scenarios, Section Bhef questionnaire also contained two further
guestions. The first tested whether making therination exchange anonymous improves the
participant’s willingness to accept a privacy seenaThis was done by asking a duplicate scenario,
but this time making it so that the data exchasgabnymous. The other question asked in Section
B relates to the privacy fears highlighted in titerature review and simply asked the participant

whether they would change their travel behaviotieir location at all times was made public.

4.4.3Section C — Improvements

Section C of the questionnaire was designed toatiesther the conclusions made in the literature
review about the causes of privacy concerns areth@orrect. In addition, Section C has been
designed to highlight the most desirable privacgriorements that could be implemented to a future

transport system.

It was chosen to ask the participants about whighrovements they want (each improvement links
directly to one of the six main causes identifiedhe literature review). It was decided against
asking about the causes directly, because thialreasdy been done in several other pieces of resear
(Bellman et al. 2004, Malhotra et al. 2004 and 8raltal. 1996).

4.4.4Section D - About You and Your Choices

Section D was primarily designed to find out as mabout the participant as possible; not only their
demographics, but also whether their stated pneéeseand scenario answers actually match up to
their actions in reality. This is measured by agkhe participant whether they currently use ltyyal
cards, shop online and whether they have or woeildibing to go through airport security. These
actions match exactly with the three test scendsies Table 4-1), so a direct comparison can be

made between the participants stated preferencehaivdactual behaviour.

Several further tests of the participant’s actualgzy behaviour were also created. Firstly,
answering the demographic information questionsmade voluntary. Although this will limit my
knowledge of the participant, it will validate hgwotective someone is of certain types of
information. In addition, the participant was asker further contact details in return for the cba
to earn £20/20€ worth of gift vouchers for filliogit a follow up survey. Although there was no
intention to conduct any follow-up survey, this veatest to see whether the participant is willimg t

give away some personal information in return far ¢hance to earn a reward.
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Table 4-1 Summary of Questionnaire Scenarios and éhVariables they are Testing

c < @
5 5 Question B o 2 L3
o C S o E o p @ =
> O L £ = < S o
- 0 x O £ r a =
During a car journey would you tell a company
the road and weather conditions in your location Weather Wireless
ITS ] ] o Environment - Company
via a wireless network if it would help to reduce Conditions Internet
your impact on the environment?
Would you tell the government by text message
ITS exactly where you plan to travel if it reduced Time Location Government  Text
your travel time?
During a car journey would you tell a stranger
your location over a wireless network if it . Wireless
ITS . ] Safety Location Stranger
improved the safety of you and your family Internet
during the journey?
Would you let a private company know about
your driving behaviour (speed at which you Driving
ITS o Cost ] Company N/A
travel, how you travel etc) if it reduced your behaviour
insurance premiums?
Would you tell a journalist in a private meeting ) Private
_ ) o Musical )
Gen your musical preferences in return for a rise in Image Journalist F2F
) ) Preferences )
your social standing? Meeting
Would you tell a close friend your embarrassing
Gen secrets in a letter sent by postal mail if you ~ Enjoyment Secrets Friend Post
thought it would bring you a lot of enjoyment?
Would you tell your medical conditions to a Medical )
_ ) _ Medical )
Gen random doctor via a mobile phone if you Safety Record _ Mobile
) _ Professional
thought it would improve your health?
Would you give the details of everything that )
] . Purchase Wired
Test you purchase to a private company by email inCost ] Company
] ] ] History Internet
return for a financial gain?
Would you send your credit card details over an
internet connection to a private company to . Wired
Test ) ) Cost Bank Details Company
book a room at a hotel in order to receive a Internet
discount online?
Would you allow a security guard to search you Public
Test and your luggage if it might improve your Safety Secrets Stranger  F2F
safety? Meeting
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4.5.Phase 2 -European Union Survey

The main method of data collection during this aesle was a wide sampled quantitative survey in
order to validate the research model. As highéidtgarlier in this chapter, the most common
guantitative method for gaining a large sampldasself-administered questionnaires as they provide
reliable results while remaining fairly cost/timiig@ent. The main area of concern with using self
administered questionnaires is ensuring that thlaremains unbiased by covering most socio-
economic groups. This is a particularly valid cemcfor this research as the literature review
highlighted that it was likely that a future ITSaw's demographic and cultural background was likely
to impact their privacy behaviour. It was therefof the utmost importance that the questionnaire
was distributed to a full range of the cultural @odial groups present within the European Union.
Ideally a worldwide sample would have been useithasuld have been more diverse than just a
European one. However, this research was fundedeobMEARCTIS project (NEARCTIS 2012)
which in turn received funding under the seventbdaech Framework Programme of the European
Commission (European Commission 2012) which mdansample was limited to the European
Union only. This section of the report describewlthe European sample was derived and then goes
into more detail about the exact methodologiessamiple demographics achieved in the four

regional surveys.

4.5.1European Sample — Hofstede’s Cultural Dimensions

To ensure that the privacy views of the full ranfeultures present in the European Union are
measured, four separate countries were surveykdselcountries represent the four extreme national
cultural corners of Europe. National cultures bardescribed according to the analysis of Geert
Hofstede, who breaks them into four independentra@dsureable dimensions. As discussed in
section 3.4.2, these dimensions consist of PowsiabBece, Individualism, Masculinity and

Uncertainty Avoidance (Hofstede 2001).

For each country in the European Union, Hofstedenheasured the cultural dimensions. To identify
the four cultural corners in Europe that will fothe countries in which the European questionnaire
will be distributed, the four countries whose cratudimension score covered the biggest range were
found. Table 4-2 shows the calculations that wareied out to find the four most cultural diverse
countries within Europe. For practicalities sakay countries which had either a full or assodate
partner of the NEARCTIS research group (NEARCTI&20wnere considered as the funding for this
research was contingent on being conducted in notipgn with more than one of the NEARCTIS

partner institutes.
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Table 4-2 European Country Selection — Hofstede’s @tural Dimensions

- = w 2 _ =
Countries o o o o Z Z Z Z = = = = =) =) =) =)} S IS S S IS S S S Diversity*
Austria Greece Sweden UK 11 60 31 35 55 35 71 8 57 5 66 70 112 29 35 11 60 35 89 5 79 29 112251832
Austria Greece Norway UK 11 60 31 35 55 35 69 899 57 8 66 70 112 50 3 11 60 35 89 8 79 35 112469682
Austria Greece Netherlands UK 11 60 38 35 55 3 80 8 79 57 14 66 70 112 53 35 11 60 35 89 14 79 35 112 13243230
Denmark Greece Portugal UK 18 60 63 35 74 35 27 89 16 531 66 23 112 104 35 18 63 27 89 16 66 23 112 12155
Denmark Greece Sweden UK 18 60 31 35 74 35 71 89 16 57 ®»6 23 112 29 35 18 60 35 89 5 66 23 112 12312972
Austria Greece Portugal UK 11 60 63 35 55 3 289 79 57 31 66 70 112 104 35 11 63 27 89 31 79 3512 111915904
Denmark Greece Norway UK 18 60 31 35 74 35 69 89 16 57 86 23 112 50 35 18 60 35 89 8 66 23 112 11707416
Denmark Greece Turkey UK 18 60 66 35 74 35 37 89 16 57 466 23 112 85 3 18 66 35 89 16 66 23 112 11534400
Denmark Greece Italy UK 18 60 50 35 74 35 76 89 16 57 766 23 112 75 35 18 60 35 89 16 70 23 112 10900008
Denmark Greece Switzerland UK 18 60 34 35 74 35 68 89 16 57 70 66 23 112 58 358 60 35 89 16 70 23 112 10900008
Denmark Greece Ireland UK 18 60 28 35 74 35 70 89 16 578 666 23 112 35 35 18 60 35 89 16 68 23 112 10496304
Denmark Greece Netherlands UK 18 60 38 35 74 35 80 89 16 57 14 66 23 112 53 358 60 35 89 14 66 23 112 10496304
France Greece Sweden UK 68 60 31 3 71 35 71 & 57 5 66 86 112 29 35 31 68 35 89 5 66 29 112 13814
Denmark Greece Spain UK 18 60 57 35 74 35 51 89 16 57 A6 23 112 86 3 18 60 35 89 16 66 23 112 10092600

*The diversity score was calculated by multiplyithg max country score minus the min country fohedimension by one another
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Table 4-3 shows the cultural dimensions of the fiammtries that were chosen to represent the
cultural corners of Europe; UK, Greece, Netherlaamis Austria. It is evident from the table thas th
sample comprises of at least one country that sdaoth high and low in every category. This should

aid the analysis of how culture impacts on peopghei'gacy decision-making.

Table 4-3 Hofstede's Cultural Dimensions for Seleetl Countries

Uncertainty Power
Country Avoidance Individualism  Masculinity Distance
UK 35 89 66 35
Greece 112 35 57 60
Netherlands 53 80 14 38
Austria 70 55 79 11

4.5.2UK Survey

The survey sample in the UK was derived by usinga0R1 census data (at the time of the sample
being created, data from the most recent censwducted in 2011 was not available), to identify a
region that closely resembles that typical demdgamakeup of the country as a whole. A random
sample of the whole of that region will closelyleet that of the wider population. The region that
best matched the overall national average prafiletlucation levels, distance travelled to work,
employment status, mode of travel to work, ethyiaitd social grade was found to be the
Metropolitan District of Sefton. This region wakentified by seeing which region was within the
closest number of standard deviations to the natiaverage for each of demographic factors

mentioned above. Table 4-4 shows how this regomnpares to the whole of the country.

In the UK, two electoral registers are createdsfach district; a full register (containing the name
and addresses of all eligible voters) and an edégiter containing the names and addresses of all
those who do not specifically ‘opt-out’ of beinginded. While the full register remains with the
local authority, the edited register is availallgptirchase by companies. Half of the surveys sgint o
were sent to people selected randomly from theedditectoral register for Sefton, but as those lgeop
who have opted out of being on the edited regeteldikely to have different privacy views from
those who have not opted out of the register, éh@inder of the questionnaires were sent to
addresses that did not appear on the electorateegaddressed simply to the ‘homeowner’ as their

name was unknown).
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Table 4-4 Demographics of Sefton Compared to Englahand Wales

England Metropolitan
and Wales | District of Sefton
No Qualifications 29.1% 31.0%
Education Level Levels 1-3 44.2% 45.4%
Levels 4-5 19.8% 16.7%
0-5km 49.0% 47.0%
Distance Travelled tq
Work 5-20km 33.5% 35.6%
20km + 12.6% 12.8%
0, 0,
Employment Stais Employed 60.6% 55.7%
Retired 13.6% 16.8%
Mode of Travel to| Private Vehicle 56.3% 56.7%
s Walk/Cycle 12.8% 12.4%
Ethnicity White British 84.5% 96.7%
AB 22.0% 20.9%
0, 0,
Social Grade C1 29.7% 30.7%
C2 15.1% 13.6%
D 17.2% 16.3%

2,000 paper-based questionnaires (see AppendieB) sent out to the random sample in July 2011
(1,000 to addresses not on the edited electoratesy Along with the questionnaire, a ‘free post’
return envelope was also attached. Three weedisth#t questionnaires were initially sent out, a
reminder/thank you postcard was sent to boostasgonse rate. Respondents were also given the
option to fill in the questionnaire online insteafdpaper, if they preferred. In total 196 compiete
guestionnaires were received back, which gave arativesponse rate of 9.8%. 100 of those
received back were from questionnaires addresspédple on the edited electoral register, meaning

that the remaining 96 were not on the electorakteg

Table 4-5 shows how the demographic make-up ofebgonders to the mail survey compared to the
demographic make-ups of Sefton and England. bines apparent from this table that responses
were received from each socio-economic group, atthaot in the proportion that was expected.
The actual sample contained proportionally morepfeover 55, retired and with a high education
level than in either the Sefton or England. Altglouhis is not ideal, no socio-economic group has
been completely missed (and employed 20-40 yearaoke notoriously bad at responding to postal

guestionnaires).
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Table 4-5 Demographic Make-Up of the UK Mail Survey

England Census| Sefton Census UK Mail Survey
Results 2001 Results 2001 Results Aug 2011
S Male 48.7% 47.2% 50.5%
Female 51.3% 52.8% 49.5%
16-25 15.2% 13.2% 6.7%
26-35 18.5% 15.2% 6.7%
36-45 18.3% 18.5% 14.0%
Age 46-55 16.4% 16.6% 20.7%
56-65 12.9% 14.3% 25.7%
66-75 9.3% 11.4% 16.8%
75+ 9.4% 10.9% 8.9%
Ethnicity White British 84.5% 96.7% 90.9%
None 29.1% 31.0% 13.0%
Education Level Level 1-3 44.2% 45.4% 47.8%
Level 4+ 26.7% 23.7% 39.1%
Employed 74.3% 69.8% 47.3%
Student 4.8% 4.5% 4.8%
Employment Statug Retired 8.9% 11.4% 30.3%
Unemployed 2.2% 2.7% 5.3%
Other 9.8% 11.7% 12.2%
Single 49.1% 47.1% 25.0%
Y Married 36.9% 37.3% 60.6%
Divorced 7.0% 7.0% 13.3%
Widowed 7.0% 8.6% 1.1%

To address this imbalance in the survey samplelabased survey was used to sample an extra 69
employed 18-50 year olds. These participants waegeted by getting a private company with a wide
range of socio-economic levels represented withéir tstaff to ask their employees to fill in thelwe
based version of the European survey. Whilst & highlighted earlier that using technology to
survey participants about whether privacy concemsld prevent them from using a future
technology was not ideal. It was decided thatasWwetter to further collect the views of the
demographic groups that were lightly covered bygager version of the questionnaire and accept
that some of the extreme views could potentiallyehlaeen missed, in order to prevent some
demographic groups from being under representedhwiould make analysis of the demographic
influencing factors less accurate. A demographeakdown of the complete UK sample of 265

participants can be seen in Table 4-5.
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4.5.3Greek Survey

A different strategy was used for distributing gef-administered questionnaire in Greece. Thexmai
reason behind this was that postal distributiorv@dao be impractical, due to difficulties over
obtaining an up-to-date, unbiased mailing list. t@mof this, the response rate of a small pilot of
hand-posted questionnaires was very poor at 2B8erefore, it was decided that the best approach
was to conduct a random web-based questionnaltewtx up by manually distributing a paper
version of the questionnaire to targeted socio-ecoa groups that were not appropriately covered by

the web-based questionnaire.

In October 2011, the survey was first translatéd (Breek (see Appendix C), with particular care
being taken to ensure that the meaning of the iusstvas exactly the same in both English and
Greek before it was distributed via email to selvdifferent email lists. (Only one difference was
noticed was that the term ‘ethnicity’ does not ekisGreek, so when participants answered questions
about their ethnicity, they answered with theiriaraality which is slightly different). These

distribution lists included the staff and studesftthe Technical University of Crete, The Hellenic
Institute of Transport and ITS-Hellas. Particigawere also asked to forward the questionnaire to

their friends and family.

The web-based questionnaire received 118 respans@dy from students and employed males. To
improve this sample, a paper version was manuatyilouted to random members of the public in
various locations around Chania, Crete. In ord@mnsure that all social-economic groups were
covered, no location was visited more than once,cemeach occasion, slightly different groups of
people were targeted. To ensure that the questi@remained self-administered, the participants
were not given any help or assistance with fillmg the questionnaire, to ensure that this was
consistent with all of the other surveys that hia@en conducted to date. The distribution lists tife
first emails were sent to (before they were forweardn) would ideally have been more detatched
from the ITS field so that any potential for thengdes involvement in the field of ITS impacting the
results could be eliminated. Unfortunately, ity®d very difficult to source a more neutral listlan
whilst there is some potential for the initial disttion list to influence the results of the syntbe
majority of the Greek sample (all of the paper oesgs) where likely to have no direct link to the

field of ITS. This ensured that fair comparisefigach countries results could be made.
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In total, 130 paper versions of the Greek questiornwere completed, meaning that the total Greek
response was 248. The demographic make-up of thek@esponses can be seen in Table 4-6. Itis
clear from this table that virtually all of the sm@conomic groups are well covered. However, some
of the groups are underrepresented; people aged6ypeople who earn over €60,000 and the
unemployed. This is not ideal, but fortunately th€ sample covered all of these areas well so
through analysis about the impact these factore baweople’s privacy decision-making can still be

conducted.

4.5.4Dutch Survey

In February 2012, the Greek survey strategy wastaded to distribute the survey in the Netherlands.
Again, the main reason behind this was that palsalibution proved to be impractical, because of
difficulties in obtaining an up-to-date, unbiasediling list. The survey was first translated into
Dutch (see Appendix D) and both a paper and webebasrsion of the questionnaire was produced.
The web-based questionnaire was then distributedigin contacts at the University of Delft and a
variety of Netherlands-based private companies.disteibution list comprised of a mix of people
who had direct links with the transportation fieldd some that did not. This approach received 147

responses, mainly from students and employed males.

To improve this sample, a paper version of the tipm@saire was manually distributed to random
members of the public in various locations arourdftdDThe Hague and Rotterdam. In order to
ensure that all social-economic groups were coveredbcation was visited more than once, and on
each occasion, slightly different groups of peapéze targeted. To ensure that the questionnaire
remained self-administered, the participants wetegiven any help or assistance with filling ous th
guestionnaire, to ensure that this was consistéhtall of the other surveys that have been coretiict

to date.

Unfortunately, due to extreme cold weather at itme f the survey, it proved fairly difficult torfd
people willing to participate in the survey. Oamlyotal of 76 completed the survey by this method,
meaning that the total Dutch response was 223&faur different countries sampled, the Dutch
sample relied most heavily on the web-based vedidne survey which meant that is the most
susceptible sample to missing the views of people were too worried about privacy concerns
associated to disclose information over the inteffiee demographic make-up of the Dutch
responses can be seen in Table 4-6. It is clear fhis table that virtually all of the socio-ecaomio
groups are covered. However, due to the diffiealfaced with the targeted paper survey, the web-
based sample which was a predominately male samaplea larger than ideal impact on the total

Dutch sample and as a consequence, the total shanple slight male dominance.
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4.5.5Austrian Survey

The Austrian survey was conducted in May 2012 uaisgnilar strategy to that used in Greece and
the Netherlands. The questionnaire was first taéed into German, but unlike the Greek and Dutch
guestionnaires, no paper version of the questioamas created. Instead, only a web-based version
was created, screenshots of which can be seenpgantlix E. Like the Dutch and Greek surveys, the
first step was to distribute the web-based survayemnail to several contacts through Technical
University of Graz and several Austrian compani€kis resulted in 122 responses, mainly from

students and employed males.

To collect more responses and to balance the sasgieral tablet devices were used to target
random members of the public in various locatiasiad Graz (in a similar way that paper versions
of the questionnaire was used in the other cowg)trié tablet device was used instead of a paper
version of the questionnaire as it was not onlyaredficient, but had been proven in the past tatere
better response rates, as for many of the partitsgais the first time they had experienced table
technologies (Rechter and Fellendorf 2012). Taenthat the questionnaire still remained self-
administered, the participants were given a snmtiunt of tuition on how to use the touchscreen
devices before being left alone to complete thestijprenaires unaided. One potential issue withgisin
the tablet device was that technology was beind tssurvey views on technology but it was felt
that the benefits of using the tablet devices oigiaexrl the slight potential for bias. In total, 135
participants completed the survey via the tablgtage resulting in a total Austrian sample size of
257. The demographic make-up of the Austrian nesg® can be seen in Table 4-6. Like the surveys

completed in the other countries, virtually alltloé socio-economic groups are well covered.

4.5.6.Sample Summary

In total, 993 useful responses were received ftoerBuropean survey. The Greek, Dutch and
Austrian surveys effectively all used the samerithistion strategies (web-based survey followed by
targeted in-person questionnaires). This resuftéde samples in all three of these countriesriasi
slight male bias as the initial web-based wasidigted mainly through contacts in technical
industries/universities where males significantyrmmber females. Additionally, because a
significant proportion of the participants wereheit university students or staff, these sampldsdiec
more students and highly educated people thanenage cross-section of the country as a whole but

in every country a views were received from thédubss-section of the public.
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Table 4-6 Demographic Make-Up of the European Survye

UK Survey Greek Dutch Austrian Sample
(N=265) Survey Survey Survey Total
(N=248) (N=223) (N=257) (N=993)
Male 49.4% 53.2% 57.4% 51.4% 52.7%
Gender Female 49.4% 43.5% 39.9% 45.1% | 44.7%
Declined to Answer| 1.1% 3.2% 2.7% 3.5% 2.6%
16-25 10.2% 22.6% 15.7% 23.7% 18.0%
26-35 12.8% 33.1% 23.3% 28.0% 24.2%
36-45 18.1% 16.1% 13.9% 14.8% 15.8%
46-55 15.5% 14.1% 15.7% 13.2% 14.6%
e 56-65 18.1% 5.6% 12.1% 5.4% 10.4%
66-75 13.6% 1.2% 10.8% 3.5% 7.3%
75 Plus 6.0% 0.0% 2.7% 0.8% 2.4%
Declined to Answer| 5.7% 7.3% 5.8% 10.5% | 7.4%
Student 6.4% 28.2% 17.5% 26.5% | 19.5%
Employed 49.4% 46.4% 46.6% 48.6% | 47.8%
Retired 23.0% 7.3% 17.9% 7.8% 14.0%
Employment
Unemployed 5.7% 2.4% 3.1% 1.9% 3.3%
Other 13.6% 12.1% 12.1% 12.1% 12.5%
Declined to Answer| 1.9% 3.6% 2.7% 3.1% 2.8%
Less thar€20,000 29.4% 47.6% 37.2% 38.1% 38.0%
€20,000€39,999 | 32.5% 23.8% 26.9% 24.5% | 27.0%
Household €40,000€59,999 12.8% 8.9% 14.3% 10.9% 11.7%
Income €60,000€79,999 | 8.3% 2.0% 4.0% 3.9% 4.6%
More than€80,000 | 4.5% 1.6% 3.1% 2.7% 3.0%
Declined to Answer| 12.5% 16.1% 14.3% 19.8% | 15.7%
Majority 86.4% 86.3% 84.3% 82.1% 84.8%
Ethnicity Minority 7.5% 4.4% 10.3% 7.0% 7.3%
Declined to Answer| 6.0% 9.3% 5.4% 10.9% | 8.0%
None 12.1% 8.9% 12.1% 7.8% 10.2%
Compulsory School| 27.2% 3.2% 15.2% 7.4% 13.4%
Non-Compulsory 15.1% 23.8% 18.4% 31.5% 22.3%
Education Level| School
Undergraduate 17.7% 34.7% 24.7% 26.1% | 25.7%
Postgraduate 24.5% 24.6% 25.1% 21.8% | 24.0%
Declined to Answer| 3.4% 4.8% 4.5% 5.4% 4.5%
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This is clear to see when compared to the UK sampleh used a different sampling technique. The
majority of the participants in the UK survey weantacted by post, which allowed it to have a more
even male/female split and was less dominatedumests and highly educated people. The UK
sample did, however, under-represent 20-40 yeatogmeg people and over-represent retired and
unemployed people. However, the total Europearpbaprovides a representative sample of the four
different countries, which will enable fair condlmss to be made about the impact of culture on

privacy decision-making within the transport field.

4.6. Summary

The method of data collection used to collect thangjtative data required to test the research mode
and to achieve the aims and objective of this rebeaas a self-administered questionnaire that was
distributed in four culturally diverse European otiies via a multi-modal method. This
guestionnaire sought to investigate the particgigmrceptions of the privacy variables beforeitgst
how the participants would act in a variety of pdy scenarios that were created out of the privacy
variables the participant was questioned abouteeanl the questionnaire. A total of 993 useful
responses were received and the total Europeaneanfficiently covered all of the socio-economic
groups so that the impact on future ITS users’gayvdecision-making could be accurately measured

using the appropriate statistical methods.
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5. Concerns

5.1. Introduction

This Chapter will start to examine the researchehddveloped in Chapter 3 and, in particular, It wi
explore the participants’ level of privacy concamd their perceptions of the four privacy variaples
the reward on offer, the sensitivity of the datguieed, the level of trust in the data holder amal t
level of trust in the transfer method. Chapteam@ 3 highlighted that it is likely that a futufeS
user’s level of concern will play a role in whetltleey act in a privacy preserving manner or not.
Previous research also suggests that a personsgdaphics would be heavily linked to their level of
concern (Phelps et al. 2000 and Wallis 2007). €héapter will explore the extent to which the level
of concern varies across the European survey saanplevhether their demographic background
influences these levels in the way that is expedtedease with age, be higher in females, be highe
in ethnic minorities, vary from country to countmgcrease with education and income levels. This
chapter will then move on to explore how the petioeg of the four ITS privacy variables
(highlighted in Chapters 2 and 3) vary not onlyhathie survey participant’s demographics, but also

with their expressed level of privacy concern.

5.2.Levels of Concerns

Section A of the European survey included four Gaes that Westin had previously used to classify
a participant’s level of privacy concern (Kumarg@Q05). The participants were asked to give a

score between 0 (do not agree at all) and 10 (&ghge) for the following four statements:

You are concerned about threats to your privacgyod
Organisations seek excessive amounts of informétwon consumers

Federal governments invade citizens’ privacy

A w DN PRF

You have lost control over the circulation of y@arsonal information

Figure 5-1 shows a histogram of the total privameix score out of 40 for the complete European
sample. Except for a small proportion of the sanggloring either 10 or O for every statement, the
histogram shows the privacy concern totals havegatively skewed normal distribution with a mean
score of 27 out of 40. This result is slightlymising as it was expected that three distinct gsou
would be clearer; the Fundamentalists, the Uncareckand the Pragmatics. Instead, approximately
95% of the European survey sample has given naeraetanswers, which would suggest that they

would fall within the pragmatic category.
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Figure 5-1 Histogram Showing the European SamplesrRacy Index Scores out of 40
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If the survey participants are broken into fourraegts according to their total privacy index
percentile, several demographic trends become apparable 5-1 shows the demographic make-up
of each of the four percentile segments. Accordlindpe demographic breakdowns, the participant’s
country had a large influence on their level of/ady concern. This can be seen clearly from Figure
5-2, which shows the observed minus expected nuoflqErticipants in each segment from each of
the different countries. Participants in the Utiikéngdom and the Netherlands appear to be more
concerned about privacy as they have a greateretkigected number of participants; the opposite is
true for Austria and Greece. This supports previ@search that suggests a person’s cultural
background will have a large influence on theitade towards personal privacy. It is unlikelyttha
these differences in concern level could have loaesed by differences in the distribution methods
used in each country. The reason behind thisaisttie Dutch and UK surveys had the highest and
lowest use of a web-based distribution methodhgyt £xhibit fairly similar concern levels which

would not be expect in the distribution method hadirect link to the concern levels expressed.
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A point to note is that the United Kingdom and Metherlands have the highest scores for the
individualism dimension; 89 and 80 respectiveljhe3e results therefore go against the predicted
outcome (that countries with high individualism Maié less concerned about privacy (Maynard and
Taylor 1996 and IBM 1999)) but supports the findireg work conducted Millberg, Smith and Burke

(2000) which showed that privacy concern increasittal the individualism dimension.

Figure 5-2 Percentage of Observed Participants MirsiPercentage of Expected Participants in each

Privacy Concern Quatrtile Split by Country
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Table 5-1 also shows that in addition to theirumalt background, a participant’s gender and income
level seemed to be directly linked to the levepifacy concerns. The percentage of females ih eac
segment steadily increased as the level of corinereased. The number of high-income participants
present in each segment increased as the mearrcdene of the segment also increased. From the
analysis of the concern segments, no clear tresmbe seen for the influence of age, educatior,leve
whether the participant was in the ethnic minooityvhether they have previously experienced an
invasion of their privacy have on the participa¢gel of concern.
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Table 5-1 Demographic Breakdown of the Level of Pviacy Concern Quatrtiles

Education
Age Gender (University Wage (Under Wage (Over UK ND GR AT Minority Privacy
Percentile  (Over 54) (Female) Level) £/€20000) £/€60000) (Yes) (Yes) (Yes) (Yes) (Yes) Invasion (Yes)
0-25%
25.1 44.1 50.0 50.7 6.5 21.0 189 336 26.5 5.9 5 33.
(N =238)
25-50%
32.2 44.3 58.2 447 9.7 25.8 227 238 27.7 8.6 7 32.
(N = 256)
50-75%
26.1 47.0 50.8 42.6 9.7 244 235 26.1 26.1 6.3 5 30.
(N =238)
75-100%
30.4 48.0 48.6 42.9 10.5 331 252 177 24.0 7.2 834
(N =254)

Table 5-2 Chi Squared Test for Independence for thinfluence of Demographics on Privacy Concern Levsl

Variable p Significant?
Age 0.015 Yes
Gender 0.196 No
Education 0.052 Borderline
Income 0.215 No
Country 0.001 Yes
Minority 0.010 Yes
Experience 0.185 No
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In order to identify and assess the trends achessdample, it is necessary to perform a statistiel
which is suitable for examining categorical dated a Chi Squared test for independence was judged
the most appropriate method. The test requirasge Isample size to ensure validity and with ctose
1000 participants, this method is particularly aygpiate (Greenwood and Nikulin 1996). Table 5-2
shows the results of a Chi Squared test for inddgece conducted on all of the demographic
variables to determine if it identified any trerndigh the level of privacy concerns.

A Pearson Chi Square (p) value less than 0.05atekcthe existence of a significant relationsHij; i

is larger than this there is none. One negatipeciof the Chi Squared test is that it will only

identify where a trend exists but it will not gigay reasons as to the type of relationship or by t
relationships exist. Table 5-2 shows that sigaificrends exist between a participant’s age, cpunt
and whether they are in the ethnic minority andrtlegel of privacy concern. This is contrary teet
earlier cluster analysis which showed that an indial’s age has no bearing on their level of concer
The most likely rationale behind the disconnecteen the analysis of the concern segments and the
Chi Squared test results is that the Chi Squargtdctasidered all of the various age groups whereas
the analysis of the concern segments only lookégairhow many participants were aged 55 or over.

This suggests that age categories need to be erplomore detail.

Figure 5-3 Percentage of Observed Participants MirsiPercentage of Expected Participants in each

Privacy Concern Quatrtile Split by Age Category

0.04

—¢—16-35 Years =l—36-55 Years 55+ Years

A A

e\ / \

AN / N\ S
AN A X
w NS N\ \\
- T\

-0.04

0-25% Concern Cluster  25-50% Concern Cluster 50-79¥c€rn Cluster 75-100% Concern Cluster

Percentage of Observed Minus Percentage of Expected
Participants
o
//
N

Scott Cruickshanks 101



Chapter 5 — Concerns

Figure 5-3 shows that whilst it is clear that sage categories are more likely to fall into specifi
concern segments than others, especially for thelmconcern percentiles, no clear trends regarding
the impact of age on the level of concern emetfydhowever, only the two extreme concern
segments are taken into account, the results suthgeghe level of concern significantly increases
with age, which supports the findings of previoeisearch (Fox et al. 2000, Phelps et al. 2000 and
Wallis 2007).

Another factor that needs to be considered whelysing the results is the fact that it is possibiat
the impact of the participant’s country (or anothariable) is so dominant that it may disguise the

individual impact of some of the other demographituiences such as gender, education etc.

The figures within Appendix F show the impact of tfifferent variables by country and show how
they appear to have a different impact in each tgur-or example, when split by country: gender is
not important in the United Kingdom and Greece,ibuhe Netherlands women are more concerned
than men. The opposite is true in Austria. Itis®ahown that minorities are less concerned in the
United Kingdom, but more concerned in the Netheltaand Austria. The impact of household
income is mixed in all the countries, except thététhKingdom where people with a low household
income had a lower level of privacy concern. Tfieat of education level is interesting as it shows
that highly educated people have a greater thaeoteg number of participants in the middle two
percentiles but not the two extreme clusters whimlid mean that they could be considered as
Pragmatists. Even when split by country, no nealds emerged for the impact of age on the

participants’ levels of concern.

In order to model the impact of the demographicades and their various two-way interactions, a
backwards stepwise logistic regression was usedetdict whether a participant was likely to be in
the two highest concern clusters by using theiragaphic data and all of the two-way interactions
between the demographics. Table 5-3 shows the bintpa the model. The model had a Cox and
Snell R value of 0.298 and a Nagelkerk&\Rlue of 0.399 which indicates that participants’
demographics and their two-way interactions accéambetween 30-40% of the variance in the
participants’ level of concern. The model improties likelihood of identifying somebody who is in
the top two privacy concern segments from 54.6%s(ply predicting that everyone is in the top

two concern clusters) to 71.7% an improvement cueacy of 17.1%.
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The results of the European survey have showratpatson’s demographics will significantly impact
their level of privacy concerns. They also suggjeat a person’s age, cultural background and
whether they are in the ethnic minority or not pagticularly important. It has also been showrt tha

is important to consider the demographic two-wdgriactions, for example, it was shown that the in
the Netherlands females are more concerned abieacprthan men, whereas in Austria the opposite
was true. However, if only the impact of gendewas the whole European sample is considered then
no trend is discovered, as the effects in eachtcpoancel each other. In general, however, the
results of the European survey have supported rolidte previous research that has looked into the
influencing factors of a person’s level of privamyncern, therefore it is fair to say that the ene

supports the first hypothesis in the research model

H1: A user’s level of privacy concern will be impachsdtheir demographics such as their age,
gender and cultural background. SUPPORTED

Table 5-3 Variables in Binary Logistic Model of High Privacy Concern

Variable Wald df Sig.

Country 22.619 3 .000
Education 39.683 4 .000
Gender 40.018 1 .000
Wage 45.559 4 .000
Minority 19.058 1 .000
Minority * Wage 31.201 4 .000
Country * Minority 6.792 3 .079
Age * Minority 37.720 5 .000
Experience * Wage 8.765 4 .067
Gender * Experience 7.701 1 .006
Education * Experience 10.647 4 .031
Gender * Wage 53.383 4 .000
Education * Wage 73.040 16 .000
Country * Wage 23.851 12 .021
Age * Wage 62.894 20 .000
Country * Gender 9.409 3 .024
Age * Gender 10.211 5 .069
Country * Education 20.137 12 .065
Age * Education 55.071 20 .000
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5.3. Perceptions of Privacy Variables

Unlike other previous research, the European susweght to gather perceptions on the four privacy
variables that could be present in a future IT$t Baf the European survey asked the participant t
grade on a scale of 0 to 10 how valuable, safesanditive various different rewards, data holders,

transfer methods and information types were.

5.3.1The Reward

The rewards that the participants of the surveyevasked to consider were; improved safety, a cost
saving, a time saving, an increase in their enjoyereduction in their carbon emissions and an
improvement in their social image. Figure 5-4 sh@histogram of the mean perception of the value
of all the rewards. This graph shows that theigipeint’'s mean perception of the rewards on offer i

distributed normally around a mean score of 6.3.

Figure 5-5 shows a breakdown of the perceptiortetlifferent rewards. This shows that there is a
clear hierarchy in the perceived value in the waitewards with improvements in safety being
valued the most by the participants and improvemgntheir social image being the least valued. It
also shows that the variance in the response®teethards with the lowest median value is higher

than those with a high median response.

Figure 5-4 Reward Histogram
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Appendix G contains histograms that show the distidbn of the perceptions of each individual
reward. They show that for the three most valuabhards; improved safety, a cost saving and a
time saving the distribution is a skewed normatritiation around the score 10. The opposite is tru
for the least valuable reward — an improvemenbiiad image — whose distribution is a skewed
normal distribution around the score 0. Howeuse,distributions for the perceived value of an
improvement to a person’s enjoyment and a reduati@arbon emissions are not distributed
normally but are virtual level across all of themss. This shows that there is no general consensu
on how valuable these rewards are and people straguikely to find them really valuable as thegy a
to find them worthless. This could have a sigaificimpact on future ITS that offer either improved
enjoyment or a reduction in carbon emission asetard for using their systems, as some people

will see incredible value in such a reward whilkast will find no value at all.

Figure 5-5 Value of Different Types of Reward
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Like the level of privacy concern, it was predicthdt a participant’s demographic background would
significantly influence their perception of the walof the rewards offered by a new ITS. Table 5-3
shows the demographic background of the four re\gaedtiles. Table 5-4 shows the results of a Chi
Squared test of independence on the impact somedegiographic background has on the value
they hold in various rewards. The results of thé &juared test indicate that a person’s age,
education level and culture background all playsicant roles in shaping a person’s perception of

the value of a reward.

By looking at the breakdown of the reward perceatiit becomes clear that for the European survey
sample, the over 55s place more value on the renmaraffer, that the highly educated place less
value on the rewards on offer, and that citizenthefUnited Kingdom and Greece find the rewards
more valuable than citizens in Austria (there ihear trend for citizens of the Netherlands). It
should also be noted that while the Chi Squarddté=d it insignificant, the demographic breakdown
of the reward quartiles showed that females plagleeh value on the rewards on offer, and people
who have previously experienced privacy invasiausfl the rewards less valuable than those who
have not experienced a privacy invasion. Thesdtsesupport the hypothesis that a person’s
demographic background will influence their peraapof the value of the reward a future ITS is

offering.

H2a: A user’s perception of the reward on offer Wwé impacted by their demographics such as their
age, gender and cultural backgroundSUPPORTED

5.3.2.Data Sensitivity

The types of information that the participantshad survey were asked to consider were their bank
details, embarrassing secrets, medical recordiinatetails, purchase history, location history,
driving behaviour data, nationality, musical prefezes and local weather conditions. Figure 5-6
shows a histogram of the mean perception of theitbédty of all the data types. This histogram
shows that the participants mean perception ofémsitivity of the data is distributed normally

around a mean score of 5.8.
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Table 5-4 Demographic and Privacy Concern Breakdownf the Reward Perception Quartiles

Age
Percentile  (Over 54)

Gender

(Female)

Education
(University

Level)

Wage (Under Wage (Over

ND
(Yes)

0-25% 21.9

(N = 260)

25-50% 30.3

(N = 243)

50-75% 29.3

(N = 245)

75-100%  32.3

(N = 238)

37.5

48.5

44.6

53.4

54.1

56.5

55.8

41.3

20.0

23.9

24.9

21.8

Privacy Concern
Invasion (Yes) Cluster (75%)
5 35. 23.8
4 39. 25.9
3 28. 241
28.2 294

Table 5-5 Chi Squared Test for Independence for thinfluence of Demographics and Privacy Concern orhie Reward Perception

Variable p Significant?
Age <0.0001 Yes
Gender 0.170 No
Education 0.014 Yes
Income .0531 No
Country <0.0001 Yes
Minority 0.069 No
Experience 0.440 No
Privacy Index <0.0001 Yes
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Figure 5-6 Information Sensitivity Histogram
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Figure 5-7 shows the distribution of the valueslaited to the different data types. This shovet th
there is a clear hierarchy in the perceived setisitof different types of personal information tha
could be required by future ITS. The most sensitnformation includes information about
participants’ bank details and secrets, whereaketst sensitive personal information includes
information about the participants’ musical prefexes and local weather conditions. This supports
the findings of Rose J, Rehse O and B& (2012). It should be noted that the two dgted that
are likely to be most sought after by future IT®eation history and driving behaviour — have a
middle-level median value. Figure 5-7 and the bsap Appendix H, show that in a similar way to
the value of enjoyment and helping the environmibiet sensitivity of the participants’ location and
driving behaviour data have a flat distributiorhidlindicates that whilst some people would be very
reluctant to disclose this information, others veblahive no problem at all. The flat distributioeaal
suggests that future ITS users will find it haratédculate how sensitive this information is anakth
no general consensus has been formed, unlikelfof te other information types where the

distributions were all normally distributed and skl towards either O or 10.
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A lack of knowledge from the participants as to havd why information about their driving
behaviour, purchase and location histories willbed could contribute to the large variance in the
perceptions of how sensitive this information Tis is something that future research could explor
further and in particular whether educating futili® users about how their personal information will

be used will impact the perception they have orstwesitivity of a particular data type.

Figure 5-7 Sensitivity of Information Types
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Table 5-6 shows the demographic background ofdabedata sensitivity quartiles and Table 5-7
shows the results of a Chi Squared test of indegpesedfor the impact demographics have on how
sensitive the participants found their personadrimiation to be. The results of the Chi Squared tes
suggest that only a person’s age and culture baakgrhave a significant influence; both variables
have already been significant in influencing theipgants’ level of concern and perception of

reward value.
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Table 5-6 Demographic and Privacy Concern Breakdowf the Data Sensitivity Perception Quartiles

Age Education
(Over Gender (University Wage (Under Wage (Over UK ND GR AT  Minority Privacy Concern
Percentile 54) (Female) Level) £/€20000) £/€60000) (Yes) (Yes) (Yes) (Yes) (Yes) Invasion (Yes) Cluster (75%)
0-25% 34.2 43.1 51.9 43.2 11.8 39.8 22.0 175 20.7 7.3 .8 22 28.5
(N = 246)
2550% 25.9 43.4 50.0 44.8 5.7 28.1 24.5 20.9 26.5 4.7 8 37. 23.7
(N = 253)
50-75% 24.8 45.5 56.8 42.6 8.5 20.8 23.3 24.5 31.4 11.0 .6 38 28.6
(N = 245)
75-100% 29.6 51.5 49.1 50.5 9.1 15.7 20.7 38.0 25.6 5.8 4 32. 22.3
(N =242)

Table 5-7 Chi Squared Test for Independence for thinfluence of Demographics and Privacy Concern orhie Perception of Data Sensitivity

Variable p Significant?
Age 0.006 Yes
Gender .180 No
Education .260 No
Income .544 No
Country 0.009 Yes
Minority 0.569 No
Experience 0.225 No
Privacy Index <0.0001 Yes
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By looking at the breakdown of the sensitivity pmrtiles, it becomes clear that the over 55s fimdl th
personal information less sensitive than the uB8&er which is contrary to the impact age has on the
level of privacy concern. Participants from thetga Kingdom had the lowest level of data
sensitivity whereas the Greek and Austrian particfp had a high level of data sensitivity. Again

there is no clear trend for citizens of the Nethadls.

It should also be noted that while the Chi Squaestiruled it insignificant, the demographic
breakdown of the sensitivity quartiles shows tleadles find their personal information more
sensitive than men. Participants who have preilyagerienced privacy invasions were also more
sensitive regarding their personal information.tiBihese variables have previously been proven to
have the same effect on a person’s level of privancern. It is therefore clear that a person’s
demographic background does impact their percepfitrow sensitive their personal information is,
which supports Hypothesis 2b.

H2b: A user’s perception of the data sensitivit} iné impacted by their demographics such as their
age, gender and cultural backgroundSUPPORTED

Figure 5-8 Percentage of Observed Participants MirsiPercentage of Expected Participants in each
Sensitivity Quartile Split by Their Privacy Concern Quartile
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The research method also expected there to baaatmn between a future ITS user’s level of
privacy concern and their data sensitivity. In[€ak-7, the results of the Chi Squared test of
independence show that the link between the twmisficant. Figure 5-8 compares the observed
minus expected number of participants for eachitéghsand concern segment. This figure shows
that there are fewer participants in the low searisitand low concern level quartiles than expected
whilst there are more than expected participantserhigh sensitivity and low level of concern
segments. The opposite is also true of the higleem quartile. Figure 5-8 also shows that theee ar
no clear trends for the middle concern quartilés.these are only single effect values, more
underlying influences could be discovered by logkah the two-way interactions between the

variables. This is something that is explorechimmnext two chapters.

It would have been expected that people who arearoed about privacy in general would also find
their personal information sensitive. However, ggults of the European survey actually indicate
that the opposite is true. Unfortunately the reaspbehind this remains unclear. In the research
model, it was hypothesised that as level of conteaeases the perception of how sensitive

information is would also increase. This has bdsprdved by the results of the European survey.

H3a: A user’s perception of the data sensitivitl iné linked to the user’s general level of privacy
concern. -NOT SUPPORTED

5.3.3Trust in Data Holder

How safe the participants perceive their persarfarmation to be in the hands of various data
holders was also measured in Part B of the Europeiarey. They were asked to consider the
following data holders; family members, close fdepmedical and legal professionals, work
colleagues, the government, private companiesngigts, strangers and criminals. Figure 5-9 shows
a histogram of the mean perception of safety fiathal different data holders. This histogram shows
that the participants mean perception of the geitgiof the data is distributed normally around a

mean score of 4.3.

Figure 5-10 shows the mean value attributed talifierent data types. This shows that there is a
clear hierarchy in the perceived level of trust plaeticipants had in the different data holderbeyl
perceive their information to be the most secuté ¥emily members and close friends and least
secure with criminals and strangers. It is uniikblat any future ITS will actually give informatido
the data holders that are perceived as being tls¢ $aoure, but some could give data to complete
strangers and this could prove to be to the detriroEfuture ITS. The next two chapters will exgor

this in more detail.
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Figure 5-9 Trust in Data Holder Histogram
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Figure 5-10 Trust in Individual Data Holders
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Appendix | shows the distribution for the spectdata holders. Compared to the previous two
privacy variables, the distribution of the perceps of all of the data holders are significantttr.
This indicates that the participants’ views on hg®gure their personal information is with different
people are much more varied and harder for thécjnts to judge with any great consistency. The
demographic background of the four data holdertdesrare shown in Table 5-8. Table 5-9 shows
the results of a Chi Squared test of independendbevimpact demographics have on how safe the
participants feel their personal information wi with various data holders. The results of the Ch
Squared test again show that a person’s age anatecbbickground have a significant influence on

the privacy variable.

The breakdown of the data holder percentiles (T&kig¢ show that participants from the United
Kingdom and the Netherlands perceive their persoi@tmation to be safer in the hands of others
than the participants from Greece and Austriati¢¥ants who had experienced previous invasions
were also less trusting of the data holders hathiag information. By looking at the over 55 age
category alone, no clear trend is apparent. lilkéty that other age categories have very differen
perceptions of the data holders. Although theynatestatistically significant, the data holder

guartiles also suggests that less educated peaptaae trusting, that high earners are more trgsti
and that non-minorities are less trusting. Theselts present enough evidence to support Hypathesi
2c.

H2c: A user’s perception of how safe their inforioatis with different data holders will be impacted

by their demographics such as their age, genddratural background. SUPPORTED

Unlike for the perception of data sensitivity, tlesults of the Chi Squared test for independence in
Table 5-8 showed that there was no statisticatgificant relationship between a participant’s leve

of concern and their perception of how safe thewrmation is with different data holders. Figre

11, however, shows that although the perceptiotiseothree most concerned quartiles have very
similar perceptions of the data holders the leasterned segment have very different perceptions of
how safe their information is with the differentt@#olders. This quartile has a more than expected
number participants in the low data holder trugnsent, and a less than expected number of
participants in the high level of data holder trssggment. This is opposite to the results thatidvou
have been expected and could purely be showingngpthore than that some of the participants
scored low on all of the scale questions througktoeiguestionnaire. As a consequence, the rasults

the European survey do not support Hypothesis 3b.

H3b: A user’s perception of how safe their inforimatis with different data holders will be linkeal t

the user’'s general level of privacy concesrNOT SUPPORTED
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Table 5-8 Demographic and Privacy Concern Breakdownof the Data Holder Trust Quartiles

Age Education
(Over Gender (University Wage (Under Wage (Over UK ND GR AT  Minority Privacy Concern
Percentile 54) (Female) Level) £/€20000) £/€60000) (Yes) (Yes) (Yes) (Yes) (Yes) Invasion (Yes) Cluster (75%)
0-25%
27.9 43.7 52.8 49.8 9.2 21.8 10.1 339 34.2 4.3 7 37. 24.5
(N =257)
2550%
29.8 46.5 56.3 42.7 9.2 24.9 17.7 304 27.0 7.6 5 36. 245
(N =237)
50-75%
27.7 43.0 51.1 43.9 5.9 27.7 24.2 20.8 273 8.8 2 31. 26.9
(N =260)
75-100%
(N = 232) 29.0 50.7 47.8 44.0 12.5 30.6 39.7 151 147 8.2 .8 25 27.2

Table 5-9 Chi Squared Test for Independence for thinfluence of Demographics and Privacy Concern orhie level of Data Holder Trust

Variable p Significant?
Age <0.0001 Yes
Gender 0.053 No
Education 0.062 No
Income 0.318 No
Country 0.002 Yes
Minority 0.141 No
Experience 0.043 Yes
Privacy Index 0.184 No
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Figure 5-11Percentage of Observed Participants Minus Percentagof Expected Participants in

each Data Holder Quartile Split by Their Privacy Cancern Quatrtile
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5.3.4Trust in Transfer Method

The final section of Part B of the European survegstigated how safe the participants perceive
their personal information to be whilst being tfened by various different methods. They were
asked to consider the following transfer methodsefto-face in private, face-to-face in public,tpbs
mail, landline telephone, mobile telephone, texssage, wired email and wireless email. Figure 5-
12 shows a histogram of the mean perception ofysédeall the different transfer methods. This
histogram shows that the participants mean pexepfi the sensitivity of the data is distributed

normally around a mean score of 4.6.

Figure 5-13 shows the distribution of the percegiof the different data types. Unlike for thhest
privacy variables, this does not show a clear hoerain the perceived level of trust. Instead, the
results suggest that other than face-to-face nwetiprivate, all of the other transfer methodsever
perceived as being very equal in terms of securityis suggests that the participants find it very
difficult to differentiate between the actual levef security of each transfer method so they pegce

them all to be the same.
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Figure 5-12 Trust in Transfer Method Histogram
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This point is supported further by the distribusaf the individual transfer methods found in
Appendix J. Unlike for the other privacy variahla$ of the transfer methods except face-to-face i
private have a flat normal distribution centredaoscore of roughly four out of ten. Again, this
demonstrates that there is a lot of variance irprécipants’ perceptions and it is possible that
because of doubt over the actual relative secafigach transfer method, they simply scored each

somewhere in the middle.

The Cronbach’s alpha for the perceptions of thieidiht transfer methods was 0.847. Cronbach’s
alpha provides a measure of the internal consigteha test or scale, a score between 0 and 1 is
given. A Cronbach’s alpha greater than 0.7 suggest a good level of consistency exits between
the different variables (Kline 2000). For compansthe Cronbach alpha of the perception of the
reward type was 0.470, the perception of the infdrom type 0.762 and the perception of the
different data holders 0.729. This shows thatp&#icipant perceived one transfer method to e sa
then they were likely to feel that another transfiethod is also safe. This supports the theoty tha
the participants struggled to differentiate betwtendifferent transfer methods more than the other

privacy variables.

The scores of 0.762 and 0.729 for the sensitiviityada and trust in data holders respectively sstgge
that participants scored fairly consistently acrasshe different information and data holder type
but not quite to the same degree as for the diftayges of transfer method. The Cronbach’s alpha
for the perception of the different rewards, ondtieer hand, showed that different participantgsesto
some rewards high in value and others low in valligis may be a result of participants finding it
easier to clearly differentiate between the diffiétgpes of rewards compared to the other privacy

variables.

Table 5-10 has broken down the demographic backgi®af the four transfer method quartiles,
while Table 5-11 shows the results of a Chi Squéetiof independence for the impact
demographics have on how safe the participantstfesslo transfer their personal information via
various different method. The results of the Giu&ed test again show that a person’s age and
cultural background have a significant influenddwey also show that both a person’s gender and
level of income were related in a statisticallymsiigant way to their perception of how safe a sfen

method is.
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Table 5-10 indicates that participants from thehlddands are more trusting of the transfer methods
than participants from Greece and Austria, whilstitesponse from participants in the United
Kingdom was very mixed. Participants aged ovewBEe shown to be less trusting of the different
transfer methods, as were females and those om méome. Although the Chi Squared test reports
they are not statistically significant, the quartireakdown also indicates; that less educatedeeop
are less trusting, that minorities are less trgséind that those with experience of previous psivac
invasions are also less trusting of the transfahods. These results present enough evidence to

support Hypothesis 2d.

H2d: A user’s perception of how safe a transferhoétis will be impacted by their demographics
such as their age, gender and cultural backgrom®UPPORTED

The results of the Chi Squared test for indeperelend able 5-11 show that there is a statistically
significant relationship between a participant\gleof concern and their perception of how safe the
various transfer methods are. However, from Figuid, which is only looking at single effectsisit
not possible to see any trends between the leveepafticipant’s concern and their perception ef th
safety of the various transfer methods. Even thdbhg Chi Squared test for independence suggests
the two variables are statistically linked, du¢ht® randomness of Figure 5-14, the results of the

European survey do not support Hypothesis 3c.

H3c: A user’s perception of how safe a transferhodtis will be linked to the user’s general leviel o
privacy concern— NOT SUPPORTED

5.4. Summary

The analysis of Parts A and B of the European sunase both supported and gone against some of
the hypotheses set out in Chapter 3. It has bdemmrsthat there is a clear link between a
participant's demographics and both their genenadll of privacy concern and also their perceptions
of all four privacy variables, to such an exterdttHypotheses 1 and 2 can be fully supported.h&o t
contrary, the analysis of the results did not ptevany evidence that supports a direct link betveeen
participant’'s general level of privacy concern émeir perception of the privacy cost variables.
Hypothesis 3 has therefore been disproved to sm@xtnt that for a couple of the privacy variables

the results suggest the opposite of what was exgeciuld actually be true.
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Table 5-10 Demographic and Privacy Concern Breakdowof the Transfer Method Trust Quartiles

Age Education
(Over Gender (University Wage (Under Wage (Over UK ND GR AT Minority Privacy Concern
Percentile 54) (Female) Level) £/€20000) £/€60000) (Yes) (Yes) (Yes) (Yes) (Yes) Invasion (Yes) Cluster (75%)
0-25%
35.1 51.4 47.8 49.8 9.7 25.8 16.2 27.3 308 35 9 36. 28.8
(N =260)
2550%
26.8 43.3 49.1 47.5 6.0 21.6 20.0 28.6 29.8 9.4 137. 25.7
(N = 245)
50-75%
26.7 43.7 54.0 40.1 8.6 255 234 24.7  26.4 5.4 4 30. 23.0
(N =239)
75-100%
(N = 242) 25.6 445 57.2 43.5 12.0 31.8 34.1 19.8 16.9 10.7 6.6 2 25.2

Table 5-11 Chi Squared Test for Independence for #hinfluence of Demographics and Privacy Concern othe level of Transfer Method Trust

Variable p Significant?
Age <0.0001 Yes
Gender 0.050 Yes
Education 0.062 No
Income 0.019 Yes
Country 0.033 Yes
Minority 0.143 No
Experience 0.413 No
Privacy Index <0.0001 Yes
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Figure 5-14Percentage of Observed Participants Minus Percentagof Expected Participants in

each Transfer Method Quatrtile Split by Their Privacy Concern Quatrtile
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Analysis of the demographic variables that impagtison’s level of concern shows that a person’s
cultural background, their age and whether theyratiee ethnic minority are the key primary
influencers. It was also shown, however, thatdlage significant two-way interactions between the
demographics which will need to be considered whewring forward with this research. A person’s
cultural background and age were also found to hastatistically significant relationship with the

perception of all of the privacy variables.

From the analysis of the other demographic varg@aldeveral influences can be inferred. The elderly
are less trusting of the various transfer methbdsthey find their personal information less sewsi
and place greater value on the reward on offeméltes are less trusting of the transfer methods and
find their personal information more sensitive, patceive greater value in the rewards and are more
trusting of potential data holders. It has alserbghown that the highly educated are more trusting
the transfer methods, hold less value in the rewHated and are less trusting of potential data
holders.
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The impact cultural background had on both a ppgitt’s general level of privacy concern and the
perception of the privacy variables was very irdéng. For both, the countries sampled appeaeto b
split into two pairs of roughly similar views, thinited Kingdom and the Netherlands versus Austria
and Greece. The only cultural dimension thatriglar in both pairs is their score in the
individualism dimension, in which the United Kingdand the Netherlands score highly and Austria

and Greece score lowly (Hofstede 2001).

It should also be noted that according to a sucamducted by Privacy International (2007) the
countries have the following scores associatetddevel of privacy protection that exists in each
country. The United Kingdom scored 1.4/5, the Md#nds 2.1/5, Austria 2.3/5 and Greece 3.1/5
where a score of 5 equates to their being no imggsilicies and a score of 1 means that there is
extensive surveillance in that country. This shtivet the two countries with the highest level of

invasive policies appear to have similar views raes another.
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6. Behavioural Intention

6.1. Introduction

In an ideal world, a future ITS would not cause priyacy concerns, only use data that is not
sensitive, only give this data to trusted data ésdind only use trusted transfer methods. However
this is not the case for all of the ITS that argently in use around the globe and is very unjikel

be the case for most future ITS as well. As theckmion to the literature review in Chapter 2 petht
out, it is likely that a significant amount of fualTS users will still disclose their personal

information even if they have privacy concerndaice advantage of a reward that is on offer.

The research model created at the end of thetliteraeview suggests that it is likely that a fetif S
user’s demographic make-up, their level of privacgicern and their perception of the privacy
variables will all influence their privacy decisiomaking. As discussed in Chapter 4, Part C of the
European survey asked the participants to stat¢hehthey would find ten different privacy
scenarios acceptable or not. All of the scenar@wsprised of privacy variables that the particigant
had already been asked for their perceptions oftir Bf the scenarios were based around potential
future ITS scenarios, three were general scenaridghree were test scenarios which are actually

common place in everyday life already. Table 6-dvahthe individual privacy scenarios.

Figure 6-1 Histogram of Number of Acceptable Scenaws
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Table 6-1 Summary of Questionnaire Scenarios and éhVariables they are Testing

. 9
© 3 :
§ § Question
F »

During a car journey would you tell a company tbad and weather conditions in your location
TS via a wireless network if it would help to reduaaiy impact on the environment?

Would you tell the government by text message déxadiere you plan to travel if it reduced
s your travel time?

During a car journey would you tell a stranger ylmaation over a wireless network if it
s improved the safety of you and your family durihg journey?

Would you let a private company know about youvidg behaviour (speed at which you travel,
s how you travel etc) if it reduced your insurancerpiums?

Would you tell a journalist in a private meetinguyenusical preferences in return for a rise in
Gen your social standing?

Would you tell a close friend your embarrassingesiscin a letter sent by postal mail if you
Gen thought it would bring you a lot of enjoyment?

Would you tell your medical conditions to a randdattor via a mobile phone if you thought it
Gen would improve your health?

Would you give the details of everything that yaughase to a private company by email in
Test return for a financial gain?

Would you send your credit card details over aarimét connection to a private company to book
Test a room at a hotel in order to receive a discoutined
Test Would you allow a security guard to search you ymar luggage if it might improve your

safety?

Figures 6-1 and 6-2 show histograms of the numbtatal acceptable scenarios and acceptable ITS
scenarios respectively. The number of total aed#etscenarios is distributed normally around a
mean of 4.8 acceptable scenarios and the numlaaceptable ITS scenarios are distributed normally
around a mean of 2.1 acceptable scenarios. Fig8reh@ws the acceptability rate of the ten
individual privacy scenarios. Scenarios B, F, @ hare the ITS scenarios, D, E and J are the géner
privacy scenarios and the three remaining scenarsghe test scenarios. It is interesting to tiudé
none of the scenarios have a stated acceptalaiteyaf greater than 70% or lower than 15%, this
shows that none of the scenarios were either usallgracceptable or rejected. This will hopefully

enable the underlying factors influencing the Maitigy in the acceptability rates to be discovered.
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Figure 6-2 Histogram of Number of Acceptable ITS Senarios
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6.2. Participant Segmentation

Hierarchal cluster analysis has been used to funivestigate the stated behavioural intentiorhef t
participants. Complete linkage clustering was wethe method of hierarchical cluster analysis

with the intervals measured in Squared Euclideatadce. This methodology was chosen as it helps
produce compact clusters of approximately equahdtars (Everitt et al. 2001). Analysis of the
rescaled distance cluster combine on the resud@mdogram (Appendix K) showed that it is

appropriate to split the participants into four bgkdfined clusters.

Table 6-2 shows a breakdown of the number of aabdpscenarios for each cluster. It becomes
clear from this table that Clusters 1 and 2 havehrhigher total acceptability rates than Clusters 3
and 4. Itis also interesting to note that Clugtéinds the ITS scenarios more acceptable thast@iu

1 and likewise with Cluster 4 over Cluster 3.
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From this analysis, Cluster 1 can be classifiebedisg willing to trade their personal informatidmt
they are not overly keen on ITS. Cluster 2 caolassified as being willing to trade their personal
information and being keen on what the ITS haveffer. Cluster 3 can be classified as being
unwilling to trade their information and not keemtte ITS scenarios. Cluster 4 can be classified a
being unwilling to trade their information but mdeeen on the ITS scenarios than Cluster 3. As a
consequence, going forward it will be importanttmpare the differences between Cluster 2 and
Cluster 3 as they hold the participants that arstrand least likely to find a future ITS scenario
acceptable in privacy terms.

Figure 6-3 Histogram of Number of Acceptable ITS Senarios
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Table 6-2 Breakdown of Acceptable Scenarios for EacCluster

Cluster Mean Number of Total Mean Number of Acceptable

Acceptable Scenarios Out of 10 ITS Scenarios Out of 4

1 54 2.1
2 6.9 3.3
3 3.3 1.2
4 3.5 1.7
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Figure 6-4 shows a comparison of the acceptaldittys of each privacy scenarios for Clusters 2 and
3. The first fact that becomes apparent from tigisré is the high ITS (scenarios B, F, G, 1)
acceptability rates for Cluster 2, with all beirgpge 75%, whereas, other than for scenario B, &lust
3 has acceptability rates for the ITS Scenaridess than 25%; a difference of more than 50% with
Cluster 2.

Figure 6-4 Comparison of the Two Extreme ClustersCluster 2 and Cluster 3
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6.3. Influence of Demographics on Behavioural Intention

The starting point to look at the influence of dgmaphics on the participants’ stated behavioural
intention is to compare a demographic breakdow@lo$ter 2 with Cluster 3. Table 6-3 does just
that. There are several big differences betweemtiee-up of these two clusters. The first is the
cultural background of the two clusters, Clustéadwilling to trade with ITS) has significantly ks
participants in it from the United Kingdom than €tler 2, but significantly more participants frone th
Netherlands. Although there is some differencén@number of participants from Austria and
Greece, the differences are nowhere near as dant@tinsidering that the participants from the
United Kingdom expressed similar views to the pgtints from the Netherlands for their stated level
of concern and their perception of the privacy afles, this is surprising.
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Table 6-3 Demographic and Breakdown of the Behaviaal Intention Clusters

Age Education o )
) Gender ) ) Wage (Under Wage (Over UK ND GR AT Minority Privacy
Percentile (Over (University )
(Female) 20,000) 60,000) (Yes) (Yes) (Yes) (Yes) (Yes) Invasion (Yes)
54) Level)
Cluster 1
26.0 47.5 57.5 46.4 8.0 31.6 24.2 23.0 213 8.2 7 35.
(N =244)
Cluster 2
26.7 43.6 55.8 46.4 10.0 31.7 10.0 274  30.9 8.3 .8 26
(N =230)
Cluster 3
29.0 47.6 455 45.6 5.7 15.7 30.4 29.0 249 4.1 4 34,
(N =217)
Cluster 4
335 44.9 49.2 43.4 9.2 27.3 26.9 20.6 253 7.5 7 33.
(N =253)
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There are also big differences in the number otathd people and high income earners in the two
clusters, with highly educated, high earners prg¥inbe significantly more likely to disclose their
personal information to an ITS than low educatem-high earners (the level of low earners is simila
in both clusters). Table 6-2 also shows that theeemore females and over 55s in Cluster 3, but
again, the difference for these two variables tsasdarge as for some of the other demographic
variables. So in summary, a comparison of the dgaphic make-up of Clusters 2 and 3 suggests
that the most likely people to state they are mgllio use future ITS are young, highly educated and
high earning males from the UK. On the reverse,dite least likely people to state they wouldérad

their personal information with a future ITS ardezly, low-educated Dutch females.

Many of these outcomes were predicted in the rekeapdel. In particular, it was predicted that
people from the United Kingdom would be more wilito trade their personal information as they
already live in a society where surveillance isvpfent and the citizens have a high level of
individualism. The reluctance of the Dutch, howevevery interesting, as the Netherlands has a
stereotype of being a very liberal and open comtyumhich would suggest that people are willing to
share their personal information. This is a podfiiected in the Dutch sample having a high level of
trust in both the data holder and transfer metHodring the data collection in the Netherlands,
however, it became apparent that privacy is adsige for people (even with regard to transport),
especially when compared to the citizens in theduld Greece, so it is not so much of a surprise that

the results of the survey appear to reflect thiseolmtion.

What would not have been predicted, however, isttiggnly educated people and high earners would
be the most willing to trade their personal infotima with a future ITS. Itis the case that eithes
participants perceive the rewards on offer by tlsystems to be of more value than others or that
they have had more experience of using existingsdc as satellite navigation systems or automatic
toll booths and therefore had less fear as a re8dth possible factors could be caused by the
potential fact that some of the highly educateghldarning individuals would be more familiar than
an average person with ITS due to the nature af tberent job. This could be particularly true of

the Greek sample because as discussed earlieiof54&.3) the web-based questionnaire was initial

sent to a distribution list that include some ingés that are research ITS.
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To further validate these observations, Table BeWs the results of a Chi Squared test of
independence for the relationship between a ppatitis demographics and the number of ITS
scenarios they state are acceptable. These tdistatedhe influence a participant’s cultural and
educational background has on the number of ITS8astes that they state are acceptable. Figure 6-5
also confirms that participants from the United ¢dom are pro-ITS and those from the Netherlands
are against it. The results of the European suttvenefore provide support for Hypothesis 4 of the

research model.

H4: A user’s stated behavioural intention with regj#o the action they would take when faced with a
privacy scenario will be impacted by their demodriap such as their age, gender and cultural
background. -SUPPORTED

Table 6-4 Chi Squared Test for Independence for thénfluence of Demographics on the Number of

Acceptable ITS Scenarios

Variable p Significant?
Age 0.222 No
Gender 0.126 No
Education 0.012 Yes
Income 0.138 No
Country 0.000 Yes
Minority 0.567 No
Experience 0.023 Yes

6.4. Influence of Concern on Behavioural Intention

By comparing the number of participants who arth@anhighest concern quartile and the behavioural
intention Clusters 2 and 3 (see Table 6-5) no als/ioend is apparent, as both clusters are within
0.5% of each other, so in order to further invegtighe relationship between a future ITS usevslle

of concern and their likely stated behaviouraltitn, a Chi Squared test of independence has again
been used. Table 6-6 shows that the result oftiiésquared test indicate that there is no stedikhyi
significant relationship between the participatesiel of concern and their stated behavioural

intention when they are faced with an ITS scenario.
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Figure 6-5 Percentage of Observed Minus Percentagé Expected Participants for Each Number of
Stated Acceptable ITS Scenarios by Their Country

== UK =—=ll=Greece The Netherlands=>¢=Austria /

Percentage of Observed Minus Percentage of
Expected Participants

0 ITS Scenarios 1ITS Scenario 2 ITS Scenarios 3 ld&h&rios 4 |ITS Scenarios

Table 6-5 Concern Level and Privacy Variable Percdjpn Breakdown of the Behavioural Intention

Most Highest Most Most Trusting Most Trusting
Concerned Reward Sensitive Holder Quartile Transfer
Percentile  Quatrtile (%) Quartile (%) Quatrtile (%) (%) Quartile (%)
Cluster 1
28.3 23.4 21.7 25.4 23.4
(N = 244)
Cluster 2
24.8 21.3 17.8 26.5 28.7
(N =230)
Cluster 3
25.3 20.7 30.0 18.4 25.3
(N =217)
Cluster 4
26.1 30.4 25.3 24.9 21.3
(N =253)
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Table 6-6 Chi Squared Test for Independence for thénfluence of Level of Concern and Perception of

Privacy Variables on the Number of Acceptable ITS &snarios

Variables p Significant?
Concern .748 No
Reward .310 No
Sensitivity .000 Yes
Holder .013 Yes
Transfer .011 Yes

This lack of relationship is further supported hgufe 6-6, which shows that the number of
acceptable scenarios for each concern clusterysraadomly distributed. As a consequence, the
results of the European survey presents evidena@hwloes not support Hypothesis 5 in the research

model.

H5: A user’s stated behavioural intention with redj¢o the action they would take when faced with a
privacy scenario will be impacted by their gendealel of privacy concern. NOT SUPPORTED

Figure 6-6 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Stated Acceptable ITS Scenarios by Their Level of @cern

0.0¢
=¢==0-25% Concern Cluster == 25-50% Concern Cluster
50-75% Concern Cluster *75—1ootyﬂern Cluster

0.04

0.02 N\ \
N\

-0.04

Percentage of Observed Minus Percentage of
Expected Participants

-0.06
0 ITS Scenarios 1 ITS Scenario 2 ITS Scenarios 3 ld&h&rios 4 |TS Scenarios
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6.5. Influence of Privacy Variables on Behavioural Iriten

Hypotheses 6a-d all advocate that a future ITSsuperception of the privacy variables will
influence their stated behavioural intention. T8estion will investigate the impact of each
individual variable, and the next section (6.5)] imvestigate the impact of all four privacy varlas

combined.

6.5.1Rewards

It is expected that a participant who perceivesrdward offered in a privacy scenario to holdghhi
value will be more likely to state that they woiel willing to disclose their personal informatidram

a participant who places a low value on the samwang: Table 6-5, however does not support this
theory, because Cluster 4 contains the largeseptage of participants who also feature in the
highest perceived reward cluster. It was showhesdhat Cluster 4 was in fact the cluster which
contained some of the most privacy protecting pidnts, which is completely contradictory to the
stated hypothesis. The results of the Chi Squstdn Table 6-6 and Figure 6-7 also both show tha
the results of the European survey indicate thexetis no statistically significant relationship

between the two variables.

Figure 6-7 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Stated Acceptable ITS Scenarios by Reward Cluster
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It should be noted at this point that, unfortunatabne of the scenarios in Part C of the European
survey offered no reward in return for the partigipdisclosing their information. The problem with
this is that it is therefore not clear whether iggrants are as likely to disclose their personal
information if no reward at all is offered, ashikly were offered £1 million in return, which is wha
these results indicate, but seems very unlikethéreal world. Instead, it is likely that behawvial
factors such as prospect theory (Kahnemann andKyd979) result in the value of the reward being
not being as important as the fact that one isgpeffered. In addition to the non-zero reward, the
low Cronbach alpha score for the perceptions ofélaeards suggest that using a mean of all of the
perceptions of the rewards types in the differeenarios as this research has dones not ideal.
Given these two factors, not enough evidence has peesented to either support or disprove

Hypothesis 6a.

H6a: The perceived value of the reward on offel nalve a positive impact on a user’s behavioural
intention. -UNCLEAR

6.5.2Data Sensitivity

It was anticipated after the review of existingi#ture that if a participant perceived the type of
personal information required by the privacy scentr be sensitive, they would be less likely @ist
that they would be willing to disclose it. Tabléd&hows that this is indeed the case; Clusterds{m
willing to disclose) only contained 17.8% of thetpapants who had a high sensitivity and Cluster 3
(least willing to disclose) contained 30.0%. Thsults of the Chi Squared test (Table 6-6) alsortep
that the relationship between data sensitivity leldavioural intention is highly significant. Figus-

8 clearly shows that as a future ITS user’s peroepf how sensitive the data required increases, t

acceptability rate of the privacy rate decreagdsese results substantially support Hypothesis 6b.

H6b: The level of sensitivity associated with aadgpe will negatively impact a user’s behavioural
intention. -SUPPORTED
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Figure 6-8 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Stated Acceptable ITS Scenarios by Data Sensitivit@luster
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6.5.3Data Holder

The third privacy variable that the European sutesyed was the participants’ perceptions of how
safe their personal information would be in thedsaof various different data holders. The research
model states that as the level of perceived sgamdteased so would the acceptability of the pmywva
scenario. Table 6-5 supports this theory becaugwivs that Cluster 2 (most willing to disclose)
contained 26.5% of participants that were in thegercentile with regards to how secure they felt
their information was with various data holdersewndas Cluster 3 (least willing to disclose) only

contained 18.4%.

Again, to investigate this further a Chi Squaresd weas used (Table 6-6) to show that there was a
statistically significant relationship between ffexceived data holder security and the stated
willingness to disclose personal information to&8. Figure 6-9 then confirms the direction of the
relationship to be as expected; as the percepfisaaurity increases, so does the rate of accéipyabi
The results of the European survey therefore suphgoothesis 6c¢.

H6c: The level of trust a user has in the new dutlaler will have a positive impact on the user’s
behavioural intention. SUPPORTED
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Figure 6-9 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Stated Acceptable ITS Scenarios by Level of TrushiData Holder
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6.5.4Transfer Method

The final privacy variable is the perception of thethod by which the personal information will be
transferred from the existing to new data hold&s.with the perception of the data holder secuiity,
is expected that the more secure a future ITSfasés the transfer method is, the more likely they
will be to disclose their personal information.

Table 6-4 alone does not support this theory, hewedwecause it does not show a significant
difference between that amount of participantsliusters 2 and 3 who were also in the top transfer
method security quartile. The result of the Chi&ed test (Table 6-6) does, however, indicate that
the two variables are significantly related. Fiy6rl10 further supports the theory as it suggésts t
participants who believed the transfer methodstsdrure were more likely to find the ITS privacy
scenarios more acceptable and vice versa. Thisde®enough evidence to support the research

model's Hypothesis 6d.

H6d: The level of trust a user has in the data sfen method will have a positive impact on the 'sser
behavioural intention. SUPPORTED
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Figure 6-10 Percentage of Observed Minus Percentagé Expected Participants for Each Number of
Stated Acceptable ITS Scenarios by Level of TrushiTransfer Method
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6.6. Predicting Behavioural Intention

So far this chapter has not considered how a fuftBeuser’s level of privacy concern, demographics
or perceptions of the privacy variables might iat¢mwith one another and influence their stated
behavioural intention when presented with a privemgnario. Chapter 5 showed that two-way
interactions had a significant impact on the apitiit predict a future users level of privacy comcelt

is therefore likely that considering them will alselp improve the ability to accurately predicted a

future ITS user’s stated behavioural intention.

Figure 6-11 shows the Pearson’s r correlation aoeffts (Johnson and Wichern 1992) between each
of the privacy variables and behavioural intentitt'shows that the cost variables were all sigaifit
and had the directional influences predicted inrésearch model. It also shows that no correlation

was found between the perception of the rewardffem and the participant’s behavioural intention.
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Enter method, multiple linear regression (Efroym&860) was used to measure the one-way

interactions between the four variables privacyaldes and the demographic variables and the

resultant model had arf Ralue of 0.149. This suggests that a combinaifdhe one-way interaction

between these variable accounts for approximatedy af the variance in the participants stated

privacy behaviour. Table 6-7 shows that all of phigacy cost variables play a significant role, as

does the participants nationality, education legehder and level of general privacy concern.

Nationality (being Dutch) and data sensitivity weh®wn to be the biggest predictors of stated

privacy behaviour.

Figure 6-11 Correlations between Privacy Variablesind Behavioural Intention

H6a (0.00

Behavioural
Reward Intention
y N
H6h (-0.204*%) H6d (0.198**)
H6c (0.101*%,
Data Transfer
Sensitivit Data Holde Method

Table 6-7 Variables in Multiple Liner Regression Malel of Acceptable Number of ITS Scenarios

Variable Standardized Beta t Sig.
Constant 8.249  .000
Privacy Invasion -033 -.958 338
Income Level 013 .378 .706
Education Level 084 2.490 .013
Gender -.069 -2.072 .039
Reward .043 1.161  .246
Data Sensitivity -186 -5.188 .000
Data Holder 141 3.573 .000
Transfer Method 088 2.346  .019
Privacy Concern -083 -2.424 016
Greece -.018 -422 673
Netherlands -275 -6.861 .000
Austria -.082 -1.935  .053
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As it is not practical to look at every two-wayeémction and the potential impact it could have on
stated behaviour, backwards stepwise logistic ssipa has been used to model the combined effect
of using all the variables discussed so far in thapter and their two-way interactions to prefiat
participant would find three or more ITS scenadoseptable or not. Unfortunately, it was not
possible to include two-way interaction involvimgome level as there was too many missing values

(to be discussed in the next chapter).

By simply predicting that every participant wouidd three or more of the ITS scenarios acceptable,
you would be correct 57.3% of the time. By using binary logistic regression model shown in
Table 6-8, which has a Cox & Snelf Ralue of 0.248 and a Nagelkerké\Rilue of 0.333, you would
be correct 71.2% of the time. Although thevRlues suggest that roughly 70% of the varianae in
future ITS user’s privacy decision-making is atiflaccounted for, if the model was used to predict
the stated privacy intention of every citizen witlEiurope, an improvement in accuracy of 13.9% will

be very significant (circa 91 million extra corrgeedictions).

Table 6-8 also shows how important it was to caarside two-way interactions between the
variables. Only the participants’ perceptions afadsensitivity and transfer method security were
significant enough on their own to be included witthe model. It should also be noted that altmoug
the hypotheses relating to both a participant'slle¥ concern and perception of the reward have
proved unsupported both when combined with anotagable (including one another), they are
significant predictors of stated privacy intentiofhis also means that all of the variables explane
this chapter, demographics, level of privacy con@ard perception of the privacy variable can be
used to improve predictions of a future ITS usstaed behavioural intention, although a lot of the
variance in the participants decision-making i$ stiaccounted for. This suggests that the
participants are acting with at least some elemafntationality. The improvement in the ability to
correctly predict a future ITS user’s stated privatention because of the interaction between the

stated variables is high enough to support Hypaghes within the research model.

H7: A user’s stated behavioural intention will paniy be derived from their demographics, general
level of primary concern and a trade-off betweegirtherceptions of the reward on offer against the
risk associated with a scenarioSUPPORTED
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Table 6-8 Variables in Binary Logistic Model of Aceptable ITS Scenarios

Variable Wald df Sig.

Data Sensitivity 26.694 3 .000
Transfer Method Security 18.528 3 .000
Country * Privacy Concern 15.688 9 .074
Country * Data Holder Security 16.620 9 .055
Education * Reward Value 22553 12 .032
Education * Data Holder Security 24982 12 .015
Privacy Concern * Reward Value 15.647 9 .075
Privacy Concern * Data Sensitivity 15.828 9 071
Privacy Concern * Transfer Method Secur  29.006 9 .001
Country * Education 27854 12  .006
Country * Gender 8.556 3 .036

6.7. Summary

The analysis of Part C of the European survey hass support for some of the hypotheses set out
in Chapter 3, but not others. The cluster analysmiucted at the beginning of this chapter clearly
added weight to the fact that a person’s stategpyi behaviour is linked to their demographic
background. Cluster 2, which is comprised of thasers that were most willing to disclose their
personal information to the hypothetical ITS, hddgh proportion of young, British, highly

educated, high income males and those who havexpetienced a previous privacy invasion.

Conversely, Cluster 3 which is comprised of thoasigipants that stated they were the least willing
to disclose their personal information, had a tggtportion of elderly, Dutch, low educated,
low/middle income females who have experiencedeaipus privacy invasion. The demographic
makeup of these two extreme clusters supportdntd@§s of the vast majority of the previous
research into the impact of demographics on pespplévacy decision-making highlighted in Chapter
3. The only variable that was not supported wastthis research found that participants with dhig
level of education and/or high income level wereenwilling to disclose their personal information.
This is the opposite to what would be expected floenmajority of the historic research.

This could be potentially caused by the fact tloate of the highly educated high earners sampled
would have had a higher than average (than therpiojeulation) exposure to the ITS field. Other
than the impact of education/income level all & tdther demographic research that was conducted
predominately in the field of ecommerce appeatsold true for the transportation field. As a

consequence this research has supported Hypothesis
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With regards to Hypothesis 5, which stated thatekiel of a future ITS user’s privacy concern will
be linked to their stated privacy intention, thsules of the European survey were not able to stippo
this. Instead, this chapter has shown that theldetween the participants’ level of privacy comcer
and their stated behavioural intention with regaodde ITS scenarios was random and no

correlations existed.

This chapter then moved on to explore the link leevthe participants’ perceptions of the four
privacy variables and their stated behaviourait®. The results showed that a participant’s
perception of the three of the cost variables (datssitivity, the data holder and the transfer weh
were significantly correlated with their intentiofhe participants who regarded their personal
information as more sensitive, had less trusténd&ta holders and less trust in the transfer rdetho
were less likely to find the ITS scenarios acceptalburprisingly, the results of the European syrv
found no correlation between the participants’ pptions of the reward on offer and their stated
intention. This was contrary to the expectaticat they would weigh off their perception of the
reward on offer against their perception of the asiables in a form of cost benefit analysis. iMth
unexpected, this outcome could be explained by sbewries from the field of behavioural
economics such as prospect theory (Kahneman amdkiw&979) and suggest that the participants’

decision-making was influenced by some irratiogalit

The final hypothesis that this chapter tested (Hypsis 7) was whether a future ITS user’s stated
behavioural intention would primarily be driven &gombination of their demographics, general
level of privacy concern and their perception @& thur privacy variables. Using these variablesd an
their two-way interactions in a logistic regressioadel, it was possible to significantly improve th
accuracy of predicting future ITS user’s statedawebural intention. The model, however, did not
account for 70% of the variance which suggestsvitist the variables used all had an influence on
a user's stated behavioural intention, other elémsmch as irrational behaviour were unaccounted

for.
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7. Actual Behaviour

7.1. Introduction

The previous two chapters have looked at the fuiilfseuser’s likely level of privacy concerns,
perceptions of the privacy variables and theirestdtehavioural intention. While some developers
would find it desirable for a future ITS to causeprivacy concerns, the main aim of this reseasch i
to investigate the point at which people will adfpact in a privacy preserving manner. Therefore,
this chapter will explore future ITS user’s actpalacy behaviour and explore what factors pay a

significant role in shaping this behaviour.

As discussed in the methodology chapter, the be#tod of exploring future ITS user’s actual
behaviour would be to actually observe their redddviour when confronted with a real ITS privacy
scenario. Unfortunately, many of the ITS thatl&ely to be contentious have not yet been fully
developed and existing ITS are likely to creats f@$vacy concerns than some of the future
technologies. This chapter will therefore explttre participants’ actual behaviour for a range of
different non-transport related scenarios. Thislibetween this actual behaviour and the
participants’ demographics, perception of the myweariables, general level of privacy concern and
their stated behavioural intention will be explarékhis will then allow the results of this chapter

be combined with the previous two so that predirtiabout the likely uptake of future ITS can be
made by knowing a future user’s stated behaviaatahtion, their demographics, their general level

of privacy concern and their perception of the @civvariables.

To facilitate this, Part D of the European questaire asked the participants how they acted in
everyday privacy scenarios. Prior to this, Padf Bhe questionnaire asked the participants their
stated behaviour in three similar hypothetical aces. Table 7-1 shows the actual and test seenari
found in Parts D and B of the European questioenaispectively (see Appendix B). Whilst the
actual and test scenarios are not identical, tive pascenarios had very similar privacy variables
they offered similar rewards, required similar mfation types, gave this information to similaralat
holders and used similar transfer methods. Theoreag behind this was that if future ITS users’
stated behaviour intention and perception of tivapy variables for similar but not identical ITS
scenarios is to be used predict whether futureadf®So be acceptable. Then it should be the tase t
the outcomes of existing real life privacy scenaghould be able to be predicted from the stated
behaviour and perceptions of the privacy behaviousimilar but not identical scenarios. This
chapter will also investigate the other factorg ttmauld impact the participants’ willingness to gjiv

away their personal information in the actual scesa
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Table 7-1 Actual and Test Scenarios

Scenario Type Question

Do you use store loyalty cards (Nectar Card, T&looa Card, Air Miles
Card etc.)

Actual Scenario 1

] Would you give the details of everything that yaughase to a private
Test Scenario 1 o } ) )
company by email in return for a financial gain?

Actual Scenario 2 Have you ever purchased anything with a credit carthe internet?

] Would you send your credit card details over aerimtt connection to a
Test Scenario 2 ] ] ) )
private company to book a room at a hotel in otdeeceive a discount?

_ Have you ever been through / Would you be williagyd through
Actual Scenario 3 ) )
airport security?

) Would you allow a security guard to search you ymar luggage if it
Test Scenario 3 o
might improve your safety?

Figure 7-1 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Actual Acceptable Scenarios by Their Country
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0-1 Actual Scenarios 2 Actual Scenarios 3 Actual Sdes
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Table 7-2 Demographic Breakdown of the Actual Behawur Clusters

Education
) Age (Over Gender _ ) Wage (Under Wage (Over UK ND GR AT Minority Privacy Invasion
Percentile (University
55) (Female) Level) £/€20,000) £/€60,000) (Yes) (Yes) (Yes) (Yes) (Yes) (Yes)
eve
0-1 Acceptable
. 38.2 45.8 45.3 56.7 3.2 16.2 25.9 33.2 24.7 6.5 2 32.
Scenarios (N = 154)
2 Acceptable
i 27.5 48.5 46.8 51.0 104 26.0 25.1 25.1 23.8 6.0 .6 31
Scenarios (N = 366)
3 Acceptable
27.6 43.4 58.0 37.3 104 30.5 19.2 21.7 28.5 7.5 235

Scenarios (N = 452)

Table 7-3 Chi Squared Test for Independence for thinfluence of Demographics on the Number of Actuahcceptable Scenarios

Variables p Significant?
Age 0.004 Yes
Gender 0.386 No
Education <0.0001 Yes
Income 0.001 Yes
Country 0.005 Yes
Minority 0.860 No
Experience 0.680 No

Scott Cruickshanks 145



Chapter 7 —Actual Behaviour

7.2.Influence of Demographics on Actual Behaviour

Table 7-2 starts looking at the influence of derapijics on the participants’ actual behaviour by
comparing the demographic breakdown of participautits found 0-1, 2 and 3 of the actual behaviour
scenarios acceptable. There are large differdmegeen the consistencies of the three groups. Th
first is the cultural background of the groups.Ufgg7-1 demonstrates that the British and Austrians
were shown to be more willing to disclose theirsoerinformation in the real life scenarios, whhe t
Dutch and Greeks were less willing. This is aeri@sting result because the impact culture has on
actual behaviour is slightly different from the iagp it had on the stated behavioural intention,rehe

the Austrians in particular were shown to lessimglito disclose their personal information.

There are also big differences in the number otathd people and high income earners in the three
groups, with highly educated, high earners protinbe significantly more likely to disclose their
personal information in this regards. The reswdtsmilar to the impact of income/education leuel o
stated privacy intention. Table 7-2 also shows dlvar 55s were less willing to disclose their
personal information than the under 55s. So inrsarg, a highly educated, high earning young
British person is the most likely to disclose thmérsonal information and a low educated, low

earning elderly Greek person the least likely.

Interestingly, the participants’ gender, ethnigityd whether they had experienced any previous
invasions appear to play no role in influencingrtletual privacy behaviour. These observatioes ar
further validated by the results of a Chi Squasest of independence for the relationship between a
participant's demographics and the number of sceséne participants actually found acceptable.
Table 7-3 shows these resuliBhese results show that the relationships betweepadrticipants’ age,
country, education and income level were all sia@ifly significant. It is therefore fair to salyat a

future ITS user’s actual behaviour will be impachgdtheir demographics.

H8: A user’s actual behaviour will be impacted hgit demographics such as their age, gender and
cultural background. — SUPPORTED
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7.3. Influence of Concern on Actual Behaviour

Figure 7-2 shows how the percentage of observedsiire percentage of expected participants for
each concern cluster varies with the acceptableéoeuwf actual scenarios. This figure shows that
although there are more observed participants whod all three actual scenarios acceptable inthe O
25% and 25-50% than the 50-75% and 75-100% clydterse are no consistent trends across the

other actual scenario groups.

This lack of relationship is further confirmed Inetresults of a Chi Squared test of independence,
which can be seen in Table 7-4. The results ofébieshow that there is no statistically significa

link between the participants’ level of privacy cem and their actual behaviour. As a consequence,
the results of the European survey present evidehash disproves Hypothesis 9 in the research

model.

H9: A user’s actual behaviour will be impacted hgit general level of privacy concern. - NOT
SUPPORTED

Figure 7-2 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Actual Acceptable Scenarios by Their Level of Privay Concern
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Table 7-4 Chi Squared Test for Independence for thénfluence of Demographics on the Number of

Actual Acceptable Scenarios

Variables p Significant?
Privacy Index .790 No
Reward .182 No
Sensitivity .784 No

Holder .390 No
Transfer .000 Yes

7.4.Influence of Privacy Variables on Actual Behaviour

Hypotheses 10a-d all advocate that a future ITEauperception of the privacy variables will

influence their actual privacy behaviour. Thistegcwill investigate the impact of each individual

variable.

7.4.1Rewards

It was expected that a participant who perceivedd¢iward offered in a privacy scenario to hold a
high value will be more likely to be willing to dibse their personal information. Table 7-4,
however does not support this theory because thitseof the Chi Squared test show that the results
of the European survey indicate that there is atissically significant relationship between theotw
variables. Figure 7-3 further disproves Hypothé&§ia, as it shows that that the relationship betwee

the perception of the reward on offer and actubblimur is fairly random.

H10a: The perceived value of the reward on offdrhéive a positive impact on a user’s behavioural

intention. -NOT SUPPORTED

7.4.2.Data Sensitivity

It was anticipated after the review of existingi#ture that if a participant perceived the type of
personal information required by the privacy scengr be sensitive, then they would be less likely
state that they would be willing to disclose itable 7-4 shows that this is not actually the casdhe
results of the Chi Squared test report that treticgiship between data sensitivity and actual
behavioural is not statistically significant. Figur-4 clearly confirms the lack of relationship
between the perception of data sensitivity andadtehaviour, these results do not support

Hypothesis 10b.
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Figure 7-3 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Actual Acceptable Scenarios by Their Reward Cluster
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H10b: The level of sensitivity associated with tadgpe will negatively impact a user’s behavioural
intention. — NOT SUPPORTED

7.4.3.Data Holder

It was also expected after the literature revieat tha participant had a high level of trust ie tihata
holder, then they would be more willing to disclalseir personal information. Table 7-4 shows that
the results of the European survey suggest thaighiot actually the case. The results of the Chi
Squared test report do not show a relationship éstvihe two variables. The lack of correlation
between the two variables is clearly highlightedHer in Figure 7-5. As a consequence, the results

of the European survey do not support Hypothesis 10

H10c: The level of trust a user has in the new detiger will have a positive impact on the user’s
behavioural intention. - NOT SUPPORTED
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Figure 7-4 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Actual Acceptable Scenarios by Their Data Sensitity Cluster
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Figure 7-5 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Actual Acceptable Scenarios by Their Data Holder Tust Cluster
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7.4.4. Transfer Method

Unlike the perceptions of the previous three pryveariables, the results of the European survey
suggest that a future ITS user’s perception of bafe the transfer method is will be significantly
correlated with the user’s actual privacy behavemn Hypothesis H10d is supported. This fact is
supported not only by Figure 7-6 which shows hbg/rmost trusting participants turned out to be the
ones that found most of the real life privacy sc&saacceptable, but also by the results of the Chi
Squared test of independence found in Table 7hls dutcome is particularly interesting because the
literature review at the beginning of this outcashewed how virtually all of the research on privacy
within the transport field to date has been on mgikhe method of transfer an individual's personal
information as secure as possible. This indictitasthis previous research has been put to goed us

and is seeking to improve an area that is direelpted an individual's actual privacy behaviour.

H10d: The level of trust a user has in the datansfer method will have a positive impact on the
user’s behavioural intentior- SUPPORTED

Figure 7-6 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Actual Acceptable Scenarios by Their Transfer Methd Trust Cluster
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7.5. Influence of Behavioural Intention on Actual Behawi

Hypothesis 11 of the research model predicts tifiatuse ITS user who states they intend to exchange
their personal information is actual more likelydm so when the opportunity presents itself in real
life. To test this (see Table 7-1), the Europea@stjonnaire asked the participants how they irgdnd

to act when faced with a privacy scenario and theestigated their actual behaviour in those same
scenarios. Figure 7-7 compares the percentageseieed minus the percentage of expected
participants for the acceptable number of testates against the actual number of acceptable
scenarios. This figure clearly shows that a pigdiat who found none of the test scenarios accéptab
are the most likely to have withheld their persandrmation in the real life scenarios.

Figure 7-7 Percentage of Observed Minus Percentagé Expected Participants for Each Number of

Actual Acceptable Scenarios by Their Stated Numbeof Acceptable Scenarios
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A Chi Squared test for independence shows thatehdts of the European survey indicate that there
is statistically significant relationship betweepaticipant’s total number of acceptable test ades
and the total number of actual scenarios theyditekptable, the p value for this test is 0.00blda
7-5 looks at the acceptability rates for the indidl scenarios. From this table you see for e&teo
three scenarios the relationship between the testetual answers are all statistically significamt
each scenario, it is also the case more particpet willing to disclose their information in rigal

when compared to their stated intention.
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Table 7-5 Actual and Test Scenarios

Scenario Type Question Acceptability Rate p Significant
Actual Scenario 1 Loyalty Card 7% 0.004 Yes
Test Scenario 1 33%

Actual Scenario 2 |nternet Shopping 86% 0.000 Yes
Test Scenario 2 46%

Actual Scenario 3 Airport Security 96% 0.000 Yes
Test Scenario 3 17%

The number of participants who stated they woulddmsrlose their personal information but actually
did ranged between 54-83% across the three scenaifi@reas the number of participants who stated
that they would disclose their personal information in reality withheld it only ranged between 4-
23% across the three scenarios. This adds weighetargument presented in the literature review
(Chapter 3) that people are actually more likeldigrlose their personal information than theielev

of privacy concern and stated intention suggestss evidence also supports Hypothesis 11 in the

research model.

H11: A user’'s actual behaviour will be significantmpacted by their stated behavioural intention. -
SUPPORTED

7.6. Predicting Actual Behaviour

This chapter so far has not considered how a [jzatit's level of privacy concern, their
demographics, their perceptions of the privacyaldés and their stated behavioural intention might
interact with one another and enable predictiorisetmade about a participant’'s actual behaviour
when confronted with a privacy scenario. Figui@ shows the Pearson’s r correlation coefficient
between the four privacy variables and actual bieliav This shows that only one of the privacy
variables (transfer method) was shown to havetsttally significant relationship with actual
privacy behaviour. Even when demographics areided, the ability to predict actual privacy
behaviour by considering only one-way interactiappears to be limited. An enter method, multiple
linear regression model of all of the privacy vhs, demographics and stated behaviour had a R
value of 0.065 therefore accounting for approxinyae5% of the participant actual privacy
behaviour. Table 7-6 shows that only; gender,ggron of the transfer method and the participants’
stated behavioural intention had a statisticaliygicant relationship with actual behaviour, with

stated behavioural intention being the best sipgelictor.
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Figure 7-8 Correlation between Privacy Variables ad Actual Behaviour
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Table 7-6 Variables in Multiple Linear RegressiorModel of Acceptable Number of Actual Scenarios

Variable Standardized Beta t Sig.
Constant 12.355 .000
Privacy Invasion .018 486 .627
Income Level .043 1.181 .238
Education Level .040 1.108 .268
Gender -.077 -2.156 .031
Reward -.026 -.661 .509
Data Sensitivity -.005 -.132 .895
Data Holder -.016 -.372 .710
Transfer Method .103 2541 011
Privacy Concern .021 .560 .575
Stated Behaviour 161 4.209 .000
Greece .021 473 .637
Netherlands -.070 -1.623  .105
Austria .027 .592 .554
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In Chapters 5 and 6 it was shown that two-way autons played a significant role in improving the
ability to predict a future user’s level of privacgncern and stated behavioural intention,
respectively. It is therefore likely that consiagrithem will also help improve the ability to
accurately predict a future ITS user’s actual bahav Unfortunately, it is not practical to look a
every two-way interaction and the potential imgacould have on an individual's actual privacy
behaviour. Instead, backwards stepwise likelih@dit logistic regression has been used to model
the combined effect of using all the variables dssed so far in this chapter and their two-way
interactions to predict if a participant would aadty disclose their personal information in allébrof
the privacy scenarios set out earlier in this oliapAs with the previous logistic regressionsyats

not possible to include two-way interaction involgiincome level as there were too many missing

values.

By simply predicting that every participant wouldaose their personal information in all three of
the real life situation, you would be correct 52.8#the time. By using the binary logistic regieas
model shown in Table 7-7, which has a Cox & SnéN&ue of 0.345 and a Nagelkerk&\Rlue of
0.460 you, would be correct 76.0% of the time. Rérvalue of 0.460 is fairly high for behavioural
research such as this, and suggests that the moctaints for roughly 46% of the variance in a
participant’s actual privacy behaviour. If the mbdias used to predict the actual behaviour ofyever
citizen within Europe, an improvement in accurat2®.7% will be very significant (circa 155

million extra correct predictions).

Table 7-7 shows although the hypotheses relatirgp@articipant’s level of concern and the
perception of three of the privacy variables prouadupported when considered in isolation, when
their two way interactions were considered in thgadtic regression model, the participants
demographics, their general level of privacy concéreir perception of all of the privacy variables
and their stated behavioural intention all addetthéoaccuracy of the model. Although roughly half
of the variance in the participants’ actual behawis still unaccounted for, it is still fair toyséhat

the participants were at least to some degree ptiegto act rationally and trying to weigh up the
reward on offer against the potential costs ofld@ng their personal information. However, thetfa
that half of the variance is still unaccounteddoggests that the participants are acting withastla
small amount of irrationality. However, the impemwent in the ability to correctly predict a future
ITS user’s stated privacy intention because ofriteraction between the stated variable is high

enough to support Hypothesis 12 within the researctel.

H12: A user’s actual behaviour will primarily beriked from their stated behavioural intention,
demographics, general level of primary concern arichde-off between their perceptions of the

reward on offer against the risk associated witkcanario. -SUPPORTED
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Table 7-7 Variables in Binary Logistic Model of Actial Privacy Scenarios

Variables Wald df Sig.
Income Level 14.629 4 .006
Education 9.973 4 .041
Age 14528 5 .013
Concern Level 11.419 3 .010
Perception of Reward 13.664 3 .003
Perception of Data Holder 8.310 3 .040
Country * Level of Concern 19.413 9 .022
Country * Perception of Reward 19.271 9 .023
Country * Sensitivity of Data 19.713 9 .020
Country * Perception of Data Holder 23.301 9 .006
Country * Perception of Transfer Method 22.044 9 .009
Education * Level of Concern 21.266 12 .047
Education * Perception of Transfer Method 23.346 12 .025
Level of Concern * Perception of Reward 17.272 9 .045
Level of Concern * Sensitivity of Data 18.788 9 .027
Country * Education 39.418 12 .000
Country * Experience of Invasion 7.375 3 .061
Country * Minority 6.352 3 .096
Education * Behavioural Intention 15.434 4 .004

Behavioural Intention * Perception of Transfer Madt 10.130 3 .017

7.7.Summary

The analysis of the actual behaviour questionsimitie European questionnaire has shown support
for some of the hypotheses set out in the resaaottel but not others. The results added weight to
the theory that a person’s demographics would énfte their actual privacy behaviour and supported
Hypothesis 8. In particular, the results showexd the British were the most willing to discloseith
personal information and the Greeks were the ldady to do so. It also found that younger the
participant is, the more likely they were to disgdheir information. This supports the findings of
previous research highlight in the literature rewv{€&ox et al. 2000 and Wallis 2007). Contrary to
what was expected from the literature review, hawvgthe results of the European survey suggest
that people with a high income and/or high leve¢déication are more willing to disclose their

personal information than those with lower incorard education levels.
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The results of the European survey also went agsimse of the findings in the literature review and
found that there was no correlation between agpant’'s general level of privacy concern and their
actual privacy behaviour. It had been expectetittimse participants that expressed a high level of
privacy concern would be more likely to withholegthpersonal information, but analysis of the
results showed that the relationship between tlevlwiables was statistically insignificant.

Hypothesis 9 is therefore not supported.

It was also discovered that three of the privaayaldes (the reward on offer, how sensitive the
information was and who the information was goimghad no direct impact on a person’s actual
privacy behaviour, disproving Hypotheses 10a-ticalgh the logistic regression model did show that
when each of these variables was combined witthenetriable (such as the participant’s country)
they added to the predicting ability of the moddlpothesis 10d, however, was supported, because
the results showed that the relationship betweertetrel of trust a user had in the transfer metadi
their actual behaviour in the three privacy scenass statistically significant. This is a notethgr
result because most of the privacy-related workhha been conducted to date within the
transportation field has been centred around makiedTS communications as secure as possible.
The results of the European survey indicate thatvtiork could play a crucial role in improving the

penetration rate of future ITS.

Another significant result discovered in this cleaptas that there is a direct link between a
participant’s stated behavioural intention andrthetual behaviour. Not only does this support
Hypothesis 11, but the results also show that fanrerpeople are likely to trade their personal
information in real life than when faced with a byipetical scenario. For future ITS, this means tha
likely uptake rate of a technology is probably gpin be higher than a survey of stated intentions
would suggest. The results also showed that ordyige of 4-23% of people who state they would
disclose information would not in reality, compatedh range of 54-83% for people answering ‘no’

to the stated intention question changing theirdmmreality.
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The final hypothesis tested in this chapter wasdtypsis 12, which predicted that a future ITS sser’
actual behaviour will primarily be derived from thstated behavioural intention, demographics,
general level of primary concern and a trade-offvieen their perceptions of the reward on offer
against the risk associated with a scenario. Wibigas not possible to test this for a future |Tt&®
indication from the three real life scenarios weet 2 combination of the afore mentioned variables
would account for approximately 46% of the variaimcthe participants actual privacy behaviour and
would allow predictions about the acceptabilityaafcenario to be made with approximately 76%
accuracy. Although this supports Hypothesis 1alsb adds weight to some of the theories stated in
the literature review which suggest that future Us®r's will not be capable of acting completely

rationally, but would possibly act in a predictabhational manner instead.

Another interesting discovery to note are the ginties and differences in the factors that were
shown to impact the participants stated behaviaotehtion with regards to the hypothetical ITS
scenarios and their actual behaviour in the réablienarios. The first similarity is that in bagses
young highly educated, high-income British peoplrevthe most likely to exchange their personal
information. The results of the stated intentiolegtions showed that the Dutch stated they would
give away the least amount of information, butdality, the Greeks disclosed the least but the marg
was minimal. Both cases found that the generall lefsprivacy concern and the perception of the
reward on offer had no direct relationship with gaticipants’ privacy decision-making, but do add

to the accuracy of the logistic regression moddismcombined with other variables.

The three privacy cost variables were found to aad&ect relationship to the participants’ stated
behavioural intention, whilst analysis of the reeénarios showed that only the participants’
perception of the transfer method had a direct ehpa their actual behaviour. Another disparity
between the participants’ stated and actual bebawas that more variables and their two-way
interactions were found to improve the logisticressgion model for actual behaviour. This suggests
that factors which did not improve the regressiadels for a participant’s stated behaviour such as
the participant’s age, income level and percepbiothie reward on offer actually play a significant

role in helping to predict the outcome of a ref@ $icenario.
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8. Will Privacy be a Barrier to Future ITS?
8.1.Introduction

This chapter will bring together everything thas lieeen discussed in this thesis so far and
specifically address the question ‘Will Privacyd8arrier to Future ITS?’. It will do this by firs
looking at the outcomes of the research model. lifike between privacy concern, behavioural
intention and actual behaviour will then be disedlssThe Chapter then moves on to address the
individual factors that could impact the accepigbif a future ITS, before highlighting the gaps i
knowledge that this research has been able toTfiis knowledge is then used to pinpoint futur& IT
that might be deemed unacceptable in privacy temissuggest methods for reducing their privacy
impact. The final sections of this chapter thevkiat the limitations of this research and arpas i
which future research could help to further develafeeper understanding of human privacy

decision-making in regards to future ITS.

8.2.Research Model OQutcome

Chapters 5 to 7 tested the research model develoggldapter 3 by analysing the results of the
European survey which sought to investigate theedyidg influencing factors of a person’s
behaviour when faced with a privacy scenario. @&l and Figure 8-1 shows whether the results of
the European survey supported the hypotheses nsguirtzof the research model in Chapter 3. The
first thing that becomes clear by looking at thexsary of the European survey results is that dsuser
level of general concern is not directly linkediwtbeir perception of the privacy variables, their
stated behavioural intention or most importantlitiactual privacy behaviour. Whilst this was
unexpected it does support the consensus thaughhe future ITS user could be concerned about

disclosing their personal information they mighll sisclose their personal information anyway.

It should be noted that although there was no tliirgc between the level of concern and the
participant’s actual behaviour, the inclusion gfaaticipant’s level of concern and its interactioith
other variables improved the level of accuracyhefltogisitic Regression model for actual behaviour
in Chapter 7. This means that if a user’s levadafcern is known, predictions about their likely
future behaviour will be more accurate. As weltlasimpact of the level of a user’s concern, nbt al
of the hypotheses made in the research model #&b@impact of a future ITS user’s perceptions of
the privacy variables would have on actual behaweere supported. A direct link was only found
between the survey participants’ perception of Beaure the transfer methods were and there actual
behaviour. This was surprising because all ottha privacy variables were found to be signifibant

link with the participant’s stated behavioural imtien.
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Table 8-1 Table Showing Whether the Results of th&uropean Survey Support the Research Model

Hypotheses

Hypothesis Supported Comments

H1: A user’s level of privacy concern will be YES Some demographics and their two-way
impacted by their demographics. interactions proved significant.

H2: A user’s perception of the four privacy YES Some demographics proved significant for all
variables will be impacted by their four privacy variables.

demographics.

H3: A user’s perception of the three privacy NO The level of concern was not significant
cost variables will be linked to the user’s connected with any of the privacy cost
general level of privacy concern. variables.

H4: A user's stated behavioural intention will YES Some demographics proved significant.

be impacted by their demographics.

H5: A user’s stated behavioural intention will NO
be impacted by their general level of privacy
concern.

H6: A user’s stated behavioural intention will MIXED
be impacted by their perceptions of the privacy
variables

H7: A user's stated behavioural intention will YES
primarily be derived from their demographics,
general level of primary concern and a trade-off
between their perceptions of the reward on offer
against the risk associated with a scenario.

H8: A user’s actual behaviour will be impacted YES
by their demographics.

H9: A user’s actual behaviour will be impacted NO
by their general level of privacy concern.

be MIXED

impacted by their perception of the privacy

H10: A wuser's actual behaviour will
variables

H11: A wuser's actual behaviour will be YES
impacted by their stated behavioural intention.

H12: A user’s actual behaviour will primarily YES
be derived from their stated behavioural

intention, demographics, general level of
primary concern and a trade-off between their
perceptions of the reward on offer against the

risk associated with a scenario.

The level of concern was not significant.

The perception of the reward has no
significance but all of the privacy cost variables
are significant.

The variables and their two-way interactions
account for 33.3% of the variance in the

participant’s stated behaviour intention.

Some demographics proved significant.

The level of concern was not significant.

All but transfer method No

The stated behavioural intention proved very

significant.

The variables and their two-way interactions

account for 46.0% of the variance in the

participant’s actual privacy behaviour.
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Figure 8-1 Supported Research Model Relationships
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Whilst the participants’ perceived value of the aggvon offer was not directly linked to either thei
stated behavioural intention or their actual privhehaviour, the logistic regression model used in
Chapter 7 did actually find that these variablesiddeed add to the accuracy of the model. One
limitation of this research is that no null rewavds offered in the privacy scenarios which couldeha
impacted the outcomes of this research. It ig@sting to note the fact that all of the privacgtco
variables are shown to influence a person’s stagddvioural intention. This is especially
noteworthy as the most useful predictor of actedldviour was shown to be the participant’s stated

behavioural intention.
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What the results of the European survey also shearlg is how a future ITS user’'s demographic
background is likely to play a significant roleshaping not only their actual privacy behaviour but
also their level of concern, perceptions of thegmy variables and their stated behavioural inbenti

all of which in turn have been shown to help prediperson’s actual behaviour. It was shown that
the impact of some of the demographic variables,(ggnder and experience) was consistent across
the different privacy stages; elderly females whd Bxperience previous privacy invasions had a
higher level of privacy concern, stated that theynid their personal information more sensitive,
found both the future data holder and transfer nutass secure and were more likely to state that
they will act in a privacy preserving manner, wigasesome demographics such as; cultural

background, income and education levels variedsadtte different privacy stages.

8.3. The Links between Concern, Behavioural Intentiott Antual Behaviour

As discussed in the previous section, the resiiliseoEuropean survey further highlighted the
disconnect that was observed in previous reseétehet al. 2007 and Berendt et al. 2004) between
an individual’'s privacy concern and the actual ac behaviour. The impact of this for future ITS
developers is that they need to be less worriedtals®ers expressing a high level of privacy concern
but instead should focus on whether potential &itigers state whether they would use their future
ITS or not.

This is because the results of the European suraey shown that there was a very significant link
between a participant’s stated behavioural intengiod their actual privacy behaviour. It was
actually the case that the participants were nikedylto disclose their personal information inlrea
life than their stated behavioural intention sugees This again supported the findings of the
literature review and suggests that the uptakefofume ITS in reality will be higher than a survefy
stated intentions would suggest. These resultssilew the importance of future ITS developers
addressing the factors that impact the user'sastabaviour as it is very unlikely that a futuresIT
user will state they will disclose their persomdbrmation and then in reality withhold it. Itadso a
lot easier for future ITS developers to measurgsap of future ITS users’ stated behaviour in

relation to their future system than their actugthdviour.
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8.4. What Will Impact the Acceptability of a Future ITisPrivacy Terms

The results of the literature review and Europeamey have shown the main factors that will
influence a future ITS user’s stated and actuahbelur are their demographics, cultural background
and their perception of the privacy cost variabl€his section will look at each of these factand a

discuss how they could impact the acceptability &fture ITS.

8.4.1Demographics of users

A future ITS user’s demographics are likely to hawgnificant influence on their privacy decision-
making. This research has shown that age, gemdeme and education levels all have an influence
on how willing a future ITS user will be to actyadlisclose their personal information. Young highl
educated, high earning males were shown to be tis¢ likely to find future ITS privacy scenarios
acceptable, whereas elderly, less educated femiles low income were shown to be the least.
Whilst some ITS developers might be developingesyistthat they intend a whole population to use,
others may be targeting more focused groups. Mipédation of the demographic variance means
that a system that was designed for, and deemegtatde by, tech savvy young males might not be
deemed acceptable by elderly females with littleegdence of using the new technologies. If this
system is then rolled out for intended use by alevpopulation the voluntary uptake rate will be
significantly lower than if the system was desigmétth elderly females in mind. If the system
required a high penetration rate to operate effibjehen this could be the difference between the

new ITS being a success or a failure.

8.4.2Cultural background of users

This research has shown that a future ITS useltaralibackground is likely to have a substantial
impact on their willingness to disclose their peadnformation. The standout result is that
participants from the UK were the most willing ie@ose their personal information in both the
behavioural intention and actual behaviour scesarinterestingly the United Kingdom participants
contradicted this by also being the most conceaoerhtry of the four sampled. This further
highlights the severity of the disconnect that exietween a future ITS user saying that they are
concerned about privacy and then actually withimgdheir information when faced with a privacy

scenario.
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The next observation that can be made is that thitetUKingdom has the highest score out of the
four countries in Hofstede’s individualism dimensi®@9)(Hofstede 2001). The majority of the
evidence from previous research on this topic sstggbat countries with a high level of
individualism will be more willing to share theiegsonal information. Whilst the results for the
United Kingdom support these findings, the fact tha participants from the Netherlands
(Individualism =80) were the nation least willingdisclose their personal information in the actual
behaviour scenarios and the second least likelyarbehavioural intention scenarios suggests that

other factors may also be influencing the culturgdact on privacy.

The link between the results of the European suavelythe Privacy International Privacy Policy
Index (Privacy International 2007) could also offierlue to why different cultures act differently
when faced with the same privacy scenario. TheaByi International survey ranks the countries in
the following order in terms of having the mostasive government policies; the United Kingdom,
the Netherlands, Austria and then Greece. Thesdtseeplicate the willingness of participantaifro
each country to disclose their personal informaitotihe actual privacy scenarios, with the
participants from the United Kingdom being the mailing and the participants from Greece the
least. This phenomenon is also backs up the thworypoted in the literature review that the reason
why road pricing was deemed acceptable in LondéembuHong Kong was due to the fact that

citizens in London were already used to being nooed by a large amount of CCTV cameras.

The results of the behavioural intention scenathias focused specifically on future ITS do not
support this trend (although the British were agh@énmost willing to disclose their personal
information) as the Greek sample was the second wilisig group of participants. One potential
reason for this is that these questions relatedsjpecific industry (transport) whereas the Privacy

International survey was focus on a more macrd.leve

It is likely that both a country’s cultural dimenas and its current level of state surveillancé wil
influence the privacy behaviour of its citizensowiver, it could be debated that the privacy vietvs
the public will influence the state’s level of irsran, especially in a democratic country. What is
clear though is that future ITS user’s from diff@reultural backgrounds could act very differently
when faced with a privacy scenario. Bearing thimind, future ITS developers will need to adjust
the privacy requirements of their proposed systdepending on which country the technology is
being launched in. If it is planned for a futuf&Slsystem to be implemented across the whole of the
European Union then the developers would be wigedas on the privacy demands of the Dutch and

Greek public and not the British.
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8.4.3Sensitivity of the data required

It has been shown that the sensitivity of the dat@ired by a future ITS greatly influenced the
participants’ stated behavioural intention withaeto future ITS. Surprisingly though data
sensitivity was not shown to have a direct inflieena the acceptability of the actual privacy
scenarios used in the European survey. The paatits’ perception of how sensitive different types
of information could be split into three distinirs. Highly sensitive data included embarrassing
secrets, financial data and medical records. &astlsensitive tier included local weather condgjo
musical preferences and the participants’ natignalfhe most critical data types for future ITS,
driving behaviour and location history, were batltie middle tier. This tier was different froneth
other two because the participants had very mixeds/on the sensitivity of the data with some

finding these data types highly sensitive, whilleens found it not sensitive at all.

The different impact data sensitivity had on bebakal intention and actual behaviour shows that the
participants were influenced by different factotsaen they were faced with a real and hypothetical
privacy scenario. Considering that the participamére more likely to disclose their personal
information in the actual scenarios, this could mgmat in reality they cared less about how seresiti
the information they were giving away was thanrts&ted behaviour would suggest. However, a
future ITS developer should still attempt to uselgrast sensitive data wherever possible to rethece
number of individual who will state they will nose their ITS, (even though in reality the resufts o

this research suggest that data sensitivity maypeatitical).

8.4.4L evel of trust in the new data holder

As with data sensitivity, the results of this resbshave shown that the perceptions of how safe a
participant’s personal information is in hands afigus different data holders can be split inteéhr
distinct tiers. The unsecure category includeangfers, journalists and criminals. The middle
category includes work colleagues, the governmedtpasivate companies. The most secure data
holders were perceived to be family, friends andica and legal professionals. Again, most future
ITS would use data holders who fall into the midciéegory as they will be operated either by

governments or private companies.
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Again, in a similar manner to data sensitivity, kiael of trust in the data holder was shown toehav
large influence on stated behaviour but to havdirext influence on the actual behaviour scenarios
in the European survey. This further highlightat tharticipants must use a different thought preces
when faced with real and hypothetical scenariokhofigh it may not prove to be critical in reality,
ITS developers may want to consider getting a lpgaflessional, or someone who will face real and
substantial consequences if any abuses occumkaalter the personal information, especially if a

high penetration rate is required.

8.4.5L evel of trust in transfer method

Unlike for data sensitivity and the level of tristhe data holder, there were not any distincstie

the perceived safety of different transfer methddstead, all of the different transfer methodaraip
from a private face to face meeting were perceteduk roughly as secure as one another. This is
particularly interesting because virtually all bétresearch that has been conducted into privacy
within the transportation field has gone into makihe transfer method as technologically secure as
possible. Yet the participants found it very difficto differentiate between the level of security

provide by a message sent by physical mail andssage sent over a wired internet connection.

Another difference between the perception of thadfer method and the perceptions of data
sensitivity and the future data holder is thataisvehown to influence both behavioural intentiod an
actual behaviour. For ITS developers this insgghtld be crucial as this is that only factor thatsw
shown to directly impact actual behaviour that thaye control over. This is also the area in which
the most privacy research effort has gone intosanidng as this is successfully portrayed to future
ITS users’, using secure transfer methods showd hgositive impact on improving the penetration

rate of future ITS.

8.5. Reducing privacy impact

From looking at the main influencers of privacy idemm-making highlighted in the previous section,
a future ITS developer can address several keycespea future ITS that could improve a future
user’s willingness to disclose their personal infation. Other than targeting users from specific
demographic and cultural backgrounds who would beerhkely to disclose their personal
information (young British males), the main wayuéufe ITS developer can influence the user’s

willingness is by addressing the privacy cost \aes.
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This research has shown that the cost variablethitlyreatest effect on a user’s actual behavidur w
be their perception of how secure the transfer ateis.  You only having to look at the financial
industry and e-banking in particular, to see tletgbe are willing to transfer even the most sevssiti

of information (financial data) to fairly untrusteidta holders (private company) because they
perceive the method of transfer to be secure. KEligo ensuring that the transfer method is
perceived as being secure is to not only makedh@minication as technologically secure as
possible, but to also make future users awaresbfjow secure the transfer methods are. Essegntiall
it does not matter how secure a transfer methadgyts if future users are not told about it besa

they will presume the worst (Malhotra et al. 2004).

One method that could potentially help future I''lSéns understand exactly how secure the transfer
method is, is to get an independent body to test$erure your system is and to compare it not only
to other ITS but also more common privacy scenariébilst some privacy audits do exist (Warren
and Charlesworth 2012) these are aimed more atirgghat current regulations are being met than
informing the end user in a clear, concise andiguianner. Some research though has looked at
using ‘privacy nutrition labels’ to highlight kepformation to users (Kelley et al. 2010). New cars
already get a Euro NCAP safety rating to help imfalrivers just how safe different types of vehicles
are (Euro NCAP 2013). It is therefore feasible thatmilar rating system could be used to rate how

secure your personal information is with future ITS

Whilst the results of the European survey did hotsthat a user's perception of the data sengitivit
and how much they trusted the new data holder lradtdmpact on the participants’ actual
behaviour, they did show that they had a signifidgapact on a participant’s stated behavioural
intention with regards to future ITS. A participarstated behavioural intention was then shown to
be strongly linked with their actual behaviour. eféfore if a future ITS developer alters these two
cost variables, it is likely that they will alsde the willingness of future users to discloserthe

personal information.

As a consequence, where possible future ITS degedpm addition to improving future users’
perception of the transfer method, should alsalusdeast sensitive data possible and the mogettus
data holder. In order to use the least sensitata dossible future ITS developers may be forced to
downgrade the reward they are offering as a residiwever, the results of this research and rekearc
within the field of behavioural economics (Kahnenaauma Tversky 1979) suggest that when faced

with an actual decision, the perception of the gasiables will outweigh the reward.
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8.6. New Knowledge

The first new thing that this research learnt virad tnost of the demographic influences that had bee
discovered in previous research in other fieldssappo have the same effect in the transportation
field, except for the influence of education leaatl income level. A participants willingness to
disclose information to future ITS was shown ta@ase as these two variables increase, which is the
opposite of what was expected. One possible exjamtor this is that educated high earners
sampled have had more exposure to existing IT8usdo their previous positive experiences they

are less concerned about future ITS.

It has also been shown by this research that aeflitis user’s cultural background will have a
dramatic effect on their privacy behaviour in riglatto future transport technologies. Citizengriro
the Netherlands were shown to be the most privaeygoving and citizens from the United Kingdom
the most willing to disclose their personal infotioa of the four culturally diverse countries that
were sampled. This research also showed thatieefuser’s stated level of privacy concern will dav

little impact on their actual willingness to ustuture ITS.

In addition, the results found that there was tetkhce between stated and actual behaviour. dt wa
shown that in real life users were potentially mionpacted by irrationality and heuristics, as they
were more willing to give away more informationnhtheir stated behavioural intention would
suggest. Potentially the most significant newifigdrom this research was that the most powerful
tool ITS developers have for improving the williregs of future ITS users to disclose their personal
information is by reducing the perception of theethprivacy cost variables. The perception of the
transfer method was shown to be particularly ctudiadirect contrast, it was shown that improving
the reward on offer in a scenario would potentitiye little impact on the overall acceptability of

the technology.

In summary, the two key strides forward that tleisearch are; firstly identifying the most likely
demographic groups to reject future ITS due togmywfears (elderly, less educated, low earning
Dutch women) and; secondly, highlighting that tleg kariables that future ITS developers can alter
to reduce the privacy impact of their technologiesthe future ITS users’ perceptions of the psiva
cost variables (the type of data used, which daldens the information is given to and most

influentially the method used to transfer the infiation).
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8.7. Limitations

Whilst this has research has taken strides forwaterms of improving the knowledge of how
privacy will impact future ITS, there are still serfimitations to this research. The most substhnti
limitation of this research is that it has onlyked at the ‘what’ and not the ‘why’ with regardsthe
factors that will influence future ITS users’ proyadecision-making. In particular this researdleth
to look in any detalil at ‘why’ the survey particrga’ level of trust varied not only with their
demographics but also different data holders atster methods. In a similar way, the impact
social norms and other heuristics had on the paatit’'s perception of the privacy variables andrthe

stated and actual privacy behaviour was not exglore

Although knowing the ‘why’ would add significanttg existing knowledge, this research prioritised
identifying ‘what’ variables influenced privacy dsion-making over developing a detailed
understanding of ‘why’ these variables influenceggry decision-making. To develop a detailed
understanding of ‘why’, every variable that waswhdo influence privacy decision-making would
have been too large a scope for this particularepdd research but it would definitely have added t

existing knowledge at the disposal of future IT Salepers.

In addition to concentrating on the ‘what’ thererevpotentially also some limitations with the
methodology used. It was argued in Chapter 4abdlis research model had been derived from
existing literature that quantitative data wouldy® the most useful for interrogating the research
model. This is likely to be an accurate judgentmritif this research had also conducted some
qualitative research it would have added not onlthe understanding of ‘why’ the factors identified
influenced privacy decision-making but would alswé verified that the research had covered all of
the potential influencing factors. Some qualitattlata could also have helped future ITS developers
identify exactly what they would need to do to regldata sensitivity and increase trust in the data

holder and transfer method.

Another potential limitation of the methodology dde this research was that it was not possible to
use exactly the same questionnaire distributiomotein each country. This was caused by a
combination of not gaining access to appropriatédimgdists in all of the countries except the UK

and weather conditions during the Dutch surveyerBwith differences in the questionnaire,
distribution methods the differences in the demplgiadistributions of each countries sample was
small due to the multi-modal distribution and taegeting on demographic groups to balance out each

countries sample.
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Although it limited the differences in demographgioups sampled in each country, the use of the
multi-modal distribution did mean that in some loé tountries a high proportion of the participants
expressing their views did so through the usedfrielogy. As discussed in the Methodology
Chapter (Chapter 4) it was not ideal to have paditts expressing views on whether privacy
concerns would prevent them from using future tetifies through technology. However, it was
also decided that it was better to get a samplelptpn that represented the demographics of the
wider country and potential miss some of the viewgeople too concerned about privacy to use

technology than to have large demographic grougsing.

With regards to the questionnaire that was disteitbhuin hindsight, there were potentially a cougile
limitations to its design. Firstly, none of thegarios offered ‘no reward’ in return for the pagant
disclosing their personal information. In theialidesign phase it was thought that the difference
the value of the rewards offered in the various ld@over a wide enough range to see the impact the
reward offered in a privacy scenario had on privdegision-making. However, this was not the case
and no link was found between the reward beingeffand a participant’s likeliness to find a
scenario acceptable. Without having a scenarerioff ‘no reward’ this research was unable assess
if there was a difference in the acceptability m@fte scenario offering ‘no reward’ and one offgrn
reward. Theories from the field of behaviouralrmmics such as prospect theory (Kahnemann and
Tversky 1979) suggest that whilst any reward iseboe¢han no reward, the increase in the impact of
the reward value diminishes as the value of thareéincreases, so it may be the case that as fong a
a future ITS offers some form of reward the acuadlie of that reward will not have a significant
impact on the acceptability of the technology. drtiinately from this research it is not possible to

draw any conclusions on this.

The second change that would be made to the qoeatre design in hindsight is that the three
general scenarios would be replaced with threéddudiTS scenarios. The three test scenarios could
then be used to not only explore then link betwstated and actual behaviour but also to compare the
participants stated behaviour in scenarios reldtrigansport and general life. By having seven
instead of four ITS related scenarios it would hbgen possible to explore whether different strands
of ITS would be more likely to be acceptable tafatITS users than others. For example it would
have been interesting to see whether ITS useditonated travel pricing generated more concerns
than systems that are focused on creating realttaffec information, as the real life examples
explored in Chapter 2 would suggest. InsteadfahelTS scenarios used remained more high level
and generic in an attempt to ensure that a widgerah different privacy variables that could bedise

in real future ITS were investigated.
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The final limitation of this research was thatoutd have explored further whether future ITS users
would be likely to express any irrational yet prtdble behaviour with regards to the future
technologies. The binary logistic regression maseld to predict the participants’ actual behaviour
(Table 7-7) showed that the variables exploredhénresearch model only accounted for
approximately 46% of the variance in answers. @ltfh for research of this nature this is a fairly
high value, it still means that just over half leétvariance in a participants’ privacy decision-mgk

is still unaccounted for. The literature reviewGhapter 3 suggested that it was very unlikely that
future ITS users would act in an entirely ratioaatl hence completely predictable nature due to
nature of humans having bounded rationality (Aq@804 and Simon 1982). This is something that
this research could have potentially explored frrthy either conducting some physical experiments
to see whether any trends of irrational privacyawdur became apparent or by attempting to directly
apply heuristics proven in the field of behaviowwebnomics to the field of privacy within the corite
future ITS.

8.8. Recommendations for further work

Whilst this research has taken strides forwardeipihg identify the most critical aspects of priyac
decision-making in relation to future ITS, there atill areas that future research could addréke.
scope for future research revolves around obseradtgal behaviour and testing the possible
improvements. This research was unable to wittiesparticipants’ actual behaviour in relation to
future ITS, therefore it is likely that new knowgglwould be gained from observing actual
behaviour. At the very least, it would test thatommes of this research, with respect to partiitgpa
being more willing to disclose their personal imh@tion in real life than their stated behaviour and

privacy concerns suggest.

In general, more research can look into the “whsgexts of the influencing factors of privacy
decision-making and how they relate to ITS. Thisamething that this research has not attempted to
address and whilst the factors that influence sk human decision-making have been explored
within the transport field they have not been ergadbin any depth in relation to privacy. By

observing participants’ actual behaviour, it woalslo be easier to accurately examine the influence
of irrational decision-making. It will also be isle to test the extent to which acceptabilitgsat

can be improved in real life by altering the priya@ariables, which is something that this research

suggests could be crucial.
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In particular, it would be interesting to investigdow a privacy version of the Euro NCAP rating
could be used to increase a user’s perceptionedirimsfer method and in turn improve their
willingness to disclose personal information. @inal factor that this research failed to investiga
that would add to existing knowledge, is the impaaiffering no reward in return for a user’s
personal information. This research found that’agkd not find the type of reward offered critica

when faced with a privacy scenario but it did rest the impact of not offering a reward.

8.9. Will privacy be a barrier?

In answer to the question ‘Will Privacy Barriersrlii the Uptake of Future Intelligent Transport
Systems?’, this research suggests that every ful&evill have some users who refuse to disclose
their personal information. This means that thepalsory implementation of these systems will
ensure that some members of public will travel weds freedom than they did before the ITS was
implemented, which as Cruickshanks and Watersohl(PBighlight, means that the privacy fears
highlighted at the very beginning of this thesisda chance of coming to fruition, so making the us

of an ITS system compulsory for everyone shouldymded where ever possible.

With regards to non-compulsory systems, the angwast so simple and will rely heavily on the
uptake rate required for the future ITS to be sssftg in practical and economic terms. The chance
of privacy being a barrier to future ITS will ine®e significantly with the uptake rate requiredtfer
system to operate. For example, if a hypothetredfic management system needs at least 90% of
road users to be disclosing their location atiedées for its algorithms to function correctly, thiers
likely that privacy will be a barrier to its sucséd launch. On the other hand if a hypotheticdéty
system only requires 5% of total road users toigetheir local weather conditions periodicallysthi

research suggests that privacy will not act asaebdo its successful uptake.

With the appropriate consideration during the desigge of a future ITS, a developer should be able
to significantly reduce the privacy impact of ateys. Whether the penetration rates for a non-
compulsory system will be high enough for the 16®¢ sustainable will depend primarily on the
demographics of the target audience and their pgoteof how secure the method for transferring
their personal information is. Secondary factaesli&ely to include how sensitive the requiredadat

is and the level of trust the future users’ havthamnew data holder. The reward offered by the

system is likely to have little impact on whetheers will find the technology acceptable or not.
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9. Conclusions

9.1. Introduction

The main conclusion from this research is thatgmwhas the potential to be a barrier to the uptdke
some future ITS. However, by appropriately manggire privacy cost variables present in a future
ITS (the transfer method, the type of data requénedi who the information is going to) a future ITS

developer should be able to ensure that enougs asemwilling to disclose their personal informatio
that the system would be viable. It is also faisay that this research managed to meet the alm an

objectives set at the outset of the research grojec

9.2. Aim

The overall aim of this research was to better tstdad the factors influencing privacy decision-
making and the impact they will have on the sucoé$gture ITS. From the combined results of the
literature review and the European survey thisdedimitely been achieved. In particular, this
research found that the major factors influenciriggey decision-making are the demographic and

cultural background of the user, combined withabst privacy variables present in a particular ITS.

9.3. Objectives

Objective 1:  Understand ‘Privacy’ and human @ci decision-making

This research found that the term ‘privacy’ is céempand very hard to define. As a consequence,
this work concentrated less on defining privacy amte on investigating the factors that would

influence actual privacy decision-making. The kagtors that influenced privacy decision-making
were found to be the demographic and cultural backgl of the ITS user, combined with the cost

privacy variables.

Objective 2:  Compare existing, proposed and hyioddd TS paying particular attention to their

benefits and the level of personal information thexyuire.

It was discovered that the benefits offered andythe of information required by existing and fugur
ITS varied significantly. This is clearly shownTiable 2-1 and Section 2.6. For future ITS systems
the range of benefits offered by a new systemamily be limited by the developer’s imagination,

ability and the type of information they are aldeobtain about current transport conditions.
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Objective 3:  Understand the factors that will catleelevel of personal information required by a

future transport technology to become unacceptable.

This research found that regardless of a futureu3&’s demographic and cultural background and
the reward on offer, if they perceive the transfiethod as unsecure, the data required as sensitivit

and the new data holder as untrustworthy, therfutiuee system will be deemed unacceptable.

Objective 4:  Understand whether views on the aat#@tievel of intrusion vary from person to

person throughout the European Union member statelsdiscover what the influencing factors are.

It was discovered that the acceptable level otisitm will vary significantly from person to person
throughout the European Union. In particular isvgaown that young, British, highly educated, high
earning males are the most likely to disclose thersonal information to a future ITS, whereas,
elderly, Dutch, uneducated, low earning femalesld/be the most likely group of users to find a

future transport technology unacceptable.

Objective 5:  Draw conclusions about whether diffieid S in their current, proposed and

hypothetical forms will be deemed acceptable ivdry’ terms.

It was shown that when faced with an actual priveagnario, future ITS users will be more willing to
disclose their personal information than both theiel of concern and stated behavioural intention
would suggest. As a consequence, it is likely timdy systems that require sensitive data, arangivi

it to untrusted data holders and not using secarster methods will be deemed unacceptable.

Objective 6:  For technologies that are deemed wpable, improvements will be suggested.

In order for all ITS to improve their uptake/peragion rates, this research has made the followayg k
recommendation. That ITS developers concentratmproving the perception of how secure the
transfer method is. To achieve this, developeosilshnot underestimate the importance of a good
publicity campaign. Acceptability rates will albe increased if the least sensitive information tha
will allow the system to operate is used and & thformation is then only given to trusted data

holders only.
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Appendix A

/ PART D - About You & Your Choices \

Southampton
D1. Your Choices and Experiences |/ Nearctis St Engmgﬁng
A) Do you use loyalty cards (Nectar Card, Tesco Club Card, Air Miles Card etc.) n- B~ praf = nd the Environment
B) Do you use a Hotmail/Gmail inter net email accownt? D YES D NO
i€} Do you regularly use internet search engines (Google, Yahoo etc.)? :l YES |:| NO
D) Is your telephone number listed as being ex-directory? '—| YES |_| NO 'WEB ACCESS CODE: GB-0123
E} Do you read a companies privacy policy before you use their service? D YES D NO
F) Have you ever checked the data, credit chedking agencies (Experian etc) hold on you? [Tves [ Ino 20 May 2010
G) Do you fully understand what your legal rights with regards to privacy are? D YES rl NO Mr J Smith
H) Have you ever experienced an invasion of your privacy? If so please can you describe ithelow | | YES |:| NO Z.L;nm;dut rrn s
| Lancashire
BA1 2DF

| Dear Mr Smith

I} Is there anything else that has influenced yours views on privacy?

We are writing to ask for your participation in the International Privacy Survey, This s an
| important survey of citizens of the European Union and will help ensure that future
| technologies and policies will meet your privacy demands.

D2. Privacy Overview The University of Southampton has chosen you for this survey as part of a random sample of

. — people selected from the edited electoral register. Your response is invaluable to the success

A) Are you concerned about threals to your personal privacy today? D\'ES |_| O of the investigation, as the more responses we gain, the more likely we will be to satisfy your
privacy needs.

B) Do you strongly agree that business organisations seek excessive amounts of personal .
information from consumers? | YES '—| NO

) Do You) s Honaly aare that Tederat aove ke Vb —i Please complete the enclosed survey and return it using the pre-paid envelope, also en-

| YES |:| NO closed. Alternatively, you can complete the survey online at www.privacy.soton.ac.uk, by

D} Do you believe that you have lost all control over circulation of your personal data? ves | | no entering the access code at the top of this page.
D3. Information about Completing the questionnaire will take a maximum of 15 minutes. Please do take the time to
These final questions are completely optional but would greatly assist our reseanch, Please abo remember that all of the amswers respond; responding will serfously improve the accuracy of our results and will mean that
¥ou give us will be kept with complete confidentiality and analysis of your results will be done anonymousy. your privacy preferences being represented in future technologies and policies.

A) What is your employment status? Student Employed Retired u jployed Dther
A ¥ |:| D |:| - |:| = For more information on our research and for answers to frequently asked questions, please

B} What is your anntal heusehold income? £0-20k [ | £20-40k [ | £40-60¢ [ | o8k [ |esoks [ ] Visit oL website at. www.dntemational priva cysivey.com.

C) What is your ethnicity? (e.g. White Britih /Indian/ Black Caribbean/ Chinesse etc) |

D) Whatsexare you?  MALE [ | FEMALE [ | E How old are you? | Thank you for your help. We look forward to hearing from you.
F) Do you have childrer?  YES u NO || ©) What is your martial status? | o incariti.

H) What is your highest level of education? None |:| GcsemumD Alevel |:| Undergraduate mem |:|
D4. Further Information

A) Would you like to be considered for a further interview for which you will be rewarded with a £20 gift voucher Scott Cruickshanks

from either amazon or MBS? If so please can you provide us with either a contact number of email address below. School of Civil Engineering and the Environment
University of Southampton

| Highfield
Southampton

hank you very much for your time please now return UL
this survey in the freepost envelope provided

Data Protection Act 1998. The information you provide will only be used 1o increase the understanding of people’s
views on privacy. All of your answers will be processed anonymously and with complete confidentiality.
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/ PART A - Rewards, Consequences and Risks \ How SAFE do you think the following methods for exchanging private information are?

Al. Rewards 5 - Wery Safe, 4 - Safe, 3 - Average, 2 - Ursafe, 1 - Very Unsafe
For each of the following scenarios, please select which improvement you feel is the BEST and WORST Correspondence via postal mail | Face to face conversation on busy train |
For example, from the following options - £1 million, No Reward, £100 and Status - | may reply: '£1 mil-
lion is my BEST improvement and No Reward is my WORST fmprovement’, Conversation on mabile phone | Information sent by email |
- ? [ % 7 2\ e ? Q\ Informat fon sent by text message | Face to face conversation in a private place |
Scenario1 g 2 Scenario 2 E g Scenario 3 ﬁ % Scenario 4 E’ ] Scenario 5 E E Using social networking sites | Conversation on landline telephone |
~ - &
£100 OO sparetime () O [engoyment (O O |ramily sarery () ()] |Famity safery () () TR
Ejoyment () (O [status O] |No Revaard () (Y [status OO |e100 e 8
oy r
Rk LEE \:) Q EArIY SKfty 9 O i O O Own Safety O O e e O O A} Would you give the details of everything that you purchase to a private company by postal e
(0w Safety Og (o nevara \)g pave e Og}, {mmcmog vji Og mail in return for a financial gain? [lves [ Ino
B) Would you opt in to letting the government listen in on all of your private phone calls in -
D/ A\ 2 2\ sy ;
(Scenar?oﬁ E = — E E?\ —— E 5 ES— ﬁ § Scenatio i E‘ ‘i return for an increase in the safety of you and your family? |_| YES L | NO
4 C) 4 oo €} Would you send your credit card details via email to book a room at a hotel to receive a T
ownsafety () ()| [spare Time () ()] [status OO [vorewars (O O leroo OO discount? [lves (o
Reduced €02 () ()] [MoReward () ()] [Enjoyment () ()] |Reduced coz (3 ()] [NoReward () () D) Would you tell a legal professional working in a prison the location of a family member via =
Family Safety O o Enjoyment O O Spare Time O O tats O O lown Safety O O his work landline telephone in retum for a large amount of money? YES _ . NO
Enjoyment (") g Reduced CO2 () O \Own Safety () g £100 O () \Family safety () g E) Would you tell a joumnalist in a private meeting your embarrassing secrets.in return for a S
A& 7\ N rise in your social standing? [Tves [ o
AZ. Consequences F) Would you tell the government by text message exactly where you plan to trave if it
For each of the following scenarios, please select your BEST and WORST comseguences reduced your travel time? |:| YES 1|
\ \ \ ( '\ G} Would you tell a stranger your travel plars via a sodial networking site if it improved the —
(Scenamﬂ E § Scenario 2 E ? (Sca'l.arlol ¥ § Scenario 4 ¥ § Scenario 5 E § safety of you and your family during the journey? D YES || NO
cemis i H} Would you tell a work colleague your address on a busy train in order to reduce your carbon
Death O Of [prisen O O] |Motning QO fnmvenience () O [prison ol® emissions? [lves Llno
c100Fine () O [Bankuptey () ()] [Death O Q)| [prokentes (O )| [Bankruptey (3 () 1) Would you do something with a high risk of personal injury in return for enjoyment (eg.
inconverience () ()| [Brokentee () ()| [Prison O O)| pankruptey () (O] |pearn OO0 driving fast, sky diving, contact sports etc)? [Tves [ | no
leil.taﬂoa‘l ) g Nothing Og £100 Fine Og Humi liation O g Qr_ﬂkmLeg Og J) Would you tell your dangerous secrets to a doctor via a mobile phone if you thought it -
would improve your health? | |ves | | no
— aﬁ-_\ é\ i 2\ i i-\ ( = oé\ K) Would you tell a stranger your travel plans anonymously via a social networking site if it
Scenario 6 g3 Scenario 7 E g Scenario 8 E a Scenario 9 E E Scenario 10 g 32 improved the safety of you and your family during the journey? YES D NO
£100 Fine O O e O O Humiliation O O Bankruptcy O C Death O @ L) If your whereabouts was made public at all times would you stop travelling to certain
rumitiation () O] |e1oorne (OO [pankruptey (O )] incomvenience () O [rotning (O O places: [1yes [ no
Incorvenience QOQML@ 30| [prison () | [nothing (OO |sroken ez ) )
Nothing rison i g E100 Fine  ( Death 3y \Humitiation g PART C - Improvements
o OO0 OQlewme  OQwe O bumtsn O
A3. Risks ‘Which of the following improvemnents would you like implemented please tick a MAXIMUM OF THREE boxes
How SAFE do you think your personal information fs in the hands of the following eroups? l:‘ Organisaticns making you more aware of exactly what your data will be used for and how it will be protected
5.- Viery Safe, 4 - Safe, 3 - Average, 2 - Unsafe, 1 - Very Unsafe uﬁrgarisaﬂons making it easier for you to change errors in the data they hold on you
|:| Better security to stop Improper fextemal access to your stored personal data
Family | Journalist |
[:I.ﬂ. betver legal framework that punishes organisations that use your data for something that you have not authorised
(The: Goveriment | strange: | U Organi sations minimising the volume of perscnal data they collect
Medical Professional | Close Friend | u Organisaticns giving you more control over exactly what your personal data is used for
Criminal | Private Company |
Legal Professional | Work Colleague |
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Appendix B — English Version of European Survey
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/ PART D - About You & Your Choices \

D1. Your Choices and Experiences

A) Do you use loyalty cards {Nectar Card, Tesco Club Card, Air Miles Card etc. ) W= N
B} Have you ever purchased anything with a credit card on the intemet? LJ YES UNO
C) Have you been through / Would you be willing to go through airport security? :‘ YES D MO
% s your telephone number listed as being ex-directony? :I YES D NO
E) Do youread a companies privacy policy before you use their service? ,: YES D NO
F) Have you ever checked the data, credit checking agencies (Experian etc. ) hold on you? [ves [wo
G) Do you fully understand what your legal rights with regards to privacy are? YES :| NO
H) Have you ever experienced an invasion of your privacy? If so please can you describe it below :I YES jNO

I} Is there anything else that has influenced yours views on privacy?

D2. Information about
These final questions are completely optional but would greatly assist our research. Please also remember that all of the answers

yau give us will be kept with complete confidentiality and analysis of your results will be done anonymausly.
A) What is your employment status? Student |_ Employed [ | Retired l: Unemployed l: Other :‘
B) What is your annual household income? £0-20K [ £20-40K :| £40-60K l: £60-B0K |: EBOK+ :|
C) Do you hold a valid drivers license? YES :| NO |:[

E) Do you have any children? YES D NO D

D) What is your gender?

F) What s your highest level of education? None [ GCSE/ O Level DA Level D Undergraduate : Postgraduate | ]
G} What is your ethnicity? {e.g. White British/Indian/ Black Caribbean/Chinese etc.) |
H) How old are you? |
G) What is your martial status? |
D3. Further Information

A) Would you like to be considered for a further interview for which you will be rewarded with a £20 gift voucher
from either amazon or M&S? If so please can you provide me with either a contact number of email address below.

Thank you very much for your time please now return
this survey in the freepost envelope provided

Data Protection Act 1998. The infarmation you provide will only be used to increase the understanding of people’s
wiews on privacy. All of your answers will be processed anonymously and with complete confidentiality.

— UNIVERSITY OF
Nearctis Southampton
\ _,; o " School rrf(.'isilIFanineering

- and the Environment

«F2s wf3e
«Fll
«F5n
«Fln
«F7s
«FBn

'WEB ACCESS CODE: «F1=

14th March 2011
Dear «F2= «F3=

I am writing to ask for your assistance with some research that will form a major element of
my postgraduate studies. My research s being funded by the EU Commission as part of the
NEARCTIS project and will help ensure that future technologies and policies will meet your
privacy demands. More information about my research is available at

www. internationalprivacysurvey.com.

You have been chasen for this survey as part of a random sample of people that will
represent the diverse views held across the European Union. Therefore your resporse is
invaluable to the success of the investigation, as the more responses | gain, the more
accurate the conclisions will be.

Please complete the enclosed survey and return it using the pre-paid envelope, also
enclosed. Alternatively, you can complete the survey online at
www. internationalprivacysurvey.com, by entering the access code at the top of this page.

Completing the questionnaire will take a maximum of 15 minutes. Please do take the time to
respond.

Thank you for your help. | look forward to hearing from you.

Yours sincerely,

Scott Cruickshanks

Postgraduate Student

School of Civil Engineering and the Environment
University of Southampton

Highfield

Southampton

S017 184

Scott Cruickshanks
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Appendix B

PART A - Rewards, Trust and Privacy

A1. Factors
‘When deciding on a mode of travel how IMPORTANT are the following factors?
Please give a SCORE OUT OF 10where a 10 = Extremely Important and 0 = Mot Important At All

Travel Time | Impact on the Envirenment
The Safety of You and Your Family | Enjoyment
Cost | Impact on your Image (What others will think)
Convenience | Reliability
A2. Types of Information
How PROTECTIVE are you of the following types of i ion?

Please give a SCORE OUT OF 10 where a 10 = Extremely Protective and 0 = Not Protective At All

The Weather Conditions where you are Your Driving Behaviour {Speed, Distance etc)

Your Current / Past Locations Your Musical Preferences
Your Ethnicity

Your Purchase History
Your Medical Record

Your Income Level

Your Embarrassing Secrets
A3, Trust — People
How SAFE do you think your personal information is in the hands of the following groups?
Please give a SCORE OUT OF 10 where a 10 = Extremely 5afe and 0 = Hot Safe At All

I
Your Bank Details |
I
I

Family | Journalist

The Government | Stranger
Medical Professional | Close Friend
Criminal | Private Company
Legal Professional | Wark Colleague

A4, Trust — Technologies

How SAFE do you think your personal information is in the hands of the following groups?

Please give a SCORE OUT OF 10 where a 10 = Extremely Safe and 0 = Not Safe At All
Comrespondence via postal mail |
Conversation on mobile phone

Face to face conversation on busy train
Information sent by email
Face to face conversation in a private place

Using social networking sites Conversation on landline telephone

Information sent by text message |
AS. Privacy Overview
Please give a SCORE OUT OF 10 where a 10 = Fully Agree and 0 = Do NOT Agree At All
A) You are concerned about threats to your personal privacy.
B) Commercial organisations seek excessive amounts of information from consumers.

C) Federal governments invade on citizens privacy.

D) You have lost all control over circulation of your personal data.

PART B - Trade-offs

/ B1. Scenarios \

Please answer YES or NO to the following questions

A} Would you give the details of everything that you purchase to a private company by email
in return for a financial gain?

B} During a car joumney would you tell a company the road and weather conditions in your
location via a wireless network if it would help to reduce your impact on the environment?

[Jves [ |no
[Jves " no
[]ves [ |no

Llves [ Ino
E} Would you tell a journalist in a private meeting your musical preferences in return for a rise
in your social standing? [Jves [ ]no
F)} Would you tell the government by text message exactly where you plan to travel if it
reduced your travel time? |:| YES :‘ NO
G) During a car journey would you tell a stranger your location over a wireless network if it
improved the safety of you and your family during the journey? |:| YES :l NO
[lves [1wo
(Jves [Jwo

[]Yves [ Mo
[ Jyes [wo
[Jves [ |no

€) Would you send your credit card details over an internet connection to a private company
to book a room at a hotel in order to receive a discount?

D} Would you tell a close friend your embarrassing secrets in a letter sent by postal mail if you
‘thousht it would bring you a lot of enjoyment?

H) Would you allow a security guard to search you and your luggage if it might improve your
safety?

1} Would you let a private company know about your driving behaviour (speed at which you
travel, how far you travel etc) if it reduced your insurance premiums?

J) Would you tell your medical conditions to a random doctor via a mobile phone if you
thousht it could improve your health?

K) During a car journey would you tell a stranger your location anonymously over a wireless
network if it improved the safety of you and your family during the joumey?

L} If your whereabouts was made public at all times would you stop travelling to certain
places?

PART C - Improvements

C1. Preferred Improvements
‘Which of the following improvements would you like implemented please tick a MAXIMUM OF THREE boxes

[: Organisations giving you more information about what your data will be used for and how it will be protected

I_j Organisations making it easier for you to change errors in the data they hold on you

[: Better security to stop improper/external access to your stored personal data

E A better legal fr: rk that puni o that use your data for something that you have not authorised
I: Organisations minimising the volume of persenal data they collect

[ Onganisations giving you more control over exactly what your personal data is used for
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/

A1, 01 mpoocwmKEG EMAOYEC KOl EJMEIPIES OO
A) Xpnowiomoie (i kdpreg emiBpdBeuong (m.x. Kdpra Carrefour-Mapivimoukog, Travelair Club
Olympic Airk;

BJExETE KAVEL TOTE KAMOID Qyopd LE MOTWTIK] KdpTa péow adiktiou;

) Exen mepdoct/ Sa foaotoy npoBupoc va MEpGoETE Eoa and EAeyxo acpodpopiou;

A) Exe e EMALEEl 0 TAL@WVIKGG 0O apLBUIoC va pn BplokeTal oTov TNABPLVIKS KOTdhoyo;

E) AwBdlete v molukd WpooTaciag npocwmkimy SeSopfvev Twv  ETApEWY TPV

MEPOZ A - IXeTIKG PE E0GG KAl TIG EMAOYEG 0aG

N

[Inar [ Joxi
[ Inar [ Joxi
[ na |_lmu
[Inar | fox

XPNOWONOUIOE TE TIC UTNPECIE] TOUS; MNAI DU)H
IT) ‘Exete eAfyEe moté Ta dedopéva mou Satnpolv oL @opeic moTwTikol eAEyxou (TopEeciag
KTA) yia £040C; MAI |:| ox1

Z) 'ExeTe mAipn ywmon Ty vopKiv cag Suauspdmov oxeTkd pe v npootocic v
WRos@ITIEY SeSopwov; DNM |:|mn
H) ‘Exouv moté poBdAct om mposwmikd oag dedopéva; Edv val, mopokahs neplypdyere v

EyMElpia oug MNAI D‘DJII.

) Ymdpxel kin dAo to omoio Exel SlopopPLoEL TNV dTIoW oag yia Y SusTikomTa;

42, MAnpogpopieg

OL MapOKETw EPWTHOE EVOL TRoaIpENKES ahhd Ba BonBoloay otny épeuva. Log SoBeBausvoupe oL n avaiuon Ba

yivel avwvupa kal Ba tnpnBel To andppnTo Twy TPOCWMKEY 0ag TANPOEOPLEY.

Al Mot €lvan n emayyeApaTike oo KaTdo man; Madnic/ Gormic |_|Emm;qu; |_| Euvmgioinoe| [vepyec _m|_|

B) Motd £ivarl To ETAHOLO DIKOYEVELOKS Bag ElooBnua; o-mmoc|_| 20-40.000€ |: 40-60.000€ D w-w.moiu BO0D0VE u
Nt [T OXI —|

ANAPAT || rynaikA |

I} Exete GinAwpa odiynong

4) Motd eival to piko cag;

E) ExeTe madid; [ _| O){||:|
IT) To eminedo mg exknaide voric oag; Kaviva Dhmpmnxﬁ sxnaifevan Dn:mzu : NpomTuxaxd Dszmumé :l
Z) Mo elvan n eBvikdmod oag; |
H) Néoo xpovay glote; |
|

@) Mowd eival n oLKOYE VELOKS) Cag KaTdoTarn;

A3. NepioodTepe TAnpowopieg
A) Ba emBupoloate va AGBLTE (€ pog oe pa ouvEveeuEn yia my onois Ba aviapewpBelte pe Swpoemrayr 25 cupa and
™ amazon fj Ta MarksiSpenser; Edv to emBupsite, mopokoAl ONUEUSOTE TOvV TNAEQLVIKG oo aplBud f mv
nAEKTpOVLKT) oog SiElBuvorn.

Euxaplotw méapa oAl yia Tov xpdvo oag, mapakai ta-
XUSPOUNROTE TO EpWIMNHATOAGYIO PESO OTO PAKEAD TV
mponAnpwpEywy TEAwWY mou TapaidBare.

UNIVERSITY OF

Nearctis, Southampton
\ T o, sodofCulEngineeting

Afwonipe/n Kipie/a

Iag ypaypw yia va Inmjow m BodBEla oag oxXeTIKA PE A Epewva, 1) onold anoreAel onpaviiko
Tpfpa Twy pETANTUXIGKWY pou omoudav. H Epeuvd pou xpripatodoteltar and v Eupwmdikn
Emitponm wg pépog tou mpoypdpparog MEARCTIS wa Ba Swogakiost ont o peAAOVILKEG
TEXVOMOYIEG KOl MOMTKEC B aVIQmOKPIVOVIOL OTIC GNOITCEIS GG Yid TV MPOCTOCHD Twv
npoowmkay oac Sedopevwy. Mepioootepec TANPoOQOopIES oXETKA PE TNV Epeuva eival SiabEoipeg
oy ioTeoehlGa: www.internationalprivacysurvey. com.

‘Exete emtheyel ywa quuiy v Epeuva amd fva tuxaio Geiypa atopwy, 1o onoio Ba
avVIITpOsWITELCEL TIG SIOQOPETIKES andweL; Tou enkpatoly oty Eupwnatkr Evwon. Na auto to
hiyo, n andvinon ocag eivan kalpag onpaciog yia Ty emtuxia g Epeuvag, kabmg OoEg
neploadtepeg anavioe oulhexBolv, thoo mio akpiBn Ba eival ta tehika anotehéopara.

NapakaAw cupmANPWoTE 10 EPWINPATOAGYIO KAl EMOTPEYTE TO XONOLHOTOWOVLAS TO PAKEND TwV
mponAnpwpiviy  TeEAGv mou eowkheletal. EvaAMAKTIKG, pNOpEiTE VO OUPMANPWOETE TO
epwinparchiyio Sadikwakd omv nhexktpovikn SiedBuvan www.internationalprivacysurvey.com,
elodyoviag tov kwdikd npooBaang nou Ba Bpeite oto ndve pEpog autng oelidag.

H oupmdnpwon tou epwrinpatchoyiou dev Ba  dlapkécer mepwodtepo and 15 Aentd.
Ba oot napakaholoa va SLaBECETE QUTO TO XPOVO YIA VA TO TURTIANDUCETE.

Tag euxapiote yia tn BofiBeia oog kat Ba nepipEve Ty andvinan oag.
Me Tupr,

Scott Cruickshanks

Yrowpog SakTwp

MoAutex velo Kpimg

Turipa Mnxaviesy Napaywyhc kal Aoiknong
MoAuTex velolmokn

73100 Xawa
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Mépocg A - EmBpdBeuaon, Euymotoouvn kat [diwtikétnra \ / MEPOE B - AvraMaypata

/m EmBpaBeuan \

n1 Ievapa

‘Orav ano@aoifETe Tov Tpomo PE Tov onolo 6o wEdiweE, noso ZHMANTIKOI £ival oo TopaKdTe TapayovIES; n e NAL'f 00 orie nd paidtos

Mapakahs BoBpehoyiore oe kKhipaka and 0 éwg 10 dnou 10=1Gaitepa onpavriks kal 0= KaBélou onpavrikd

- E - - A) Ba divare mANpopepiEg yia Ti ayopis oag EvavTl oucovopkol opiXous of a [Surikn eTapeia
mer;mﬁtﬂlou' o | Olcmlftmu:um weEpLBadRov | E00 NAEKTPOVIKON Taeud iou; DM |— oxl
H Gk} cac ao@Aheid kat TG OKOYEVEL 0ag | Aoowibaon | B} Kawd ) didpkew evog ofikod mEidiol 8a divare mAnpogople of o etolpein oxeTkd pe Tov
To kooTog | 01 EMMTEGEL, TN TPOSLTIKY 0OG EKOVA | dpdpo kal TIC KawpkES SuvBikeg amyv TonoBesia mou BplokeorE Eow aoUpparou Swrlou, Edv _
A2, Timot TAnpo@opitY autd oag BonBolor va PEOETE TIC £ M GELC GOC OTO TEPIBAAACY; _|NAL D oxl
. . : : : ) Ba dlvare W oToxEln ME MOMATKAG 00¢ kdprag o pa Wt evapela péow Sadikrdou ywo
Méoo NPOZEKTIKD] elote drav oag Intodv Tig napakdte mhnpogopleg VI KOVETE HpdTnon Spatiou o EEvoloxeio pe aviaAhaypa EKTTGon oTn T); |:| MAI |:| ox1
Mapakaie BoByokoynore ot khipaka and 0 éwe 10 dnou 10=18waitepa nposek Tikog kol 0= Kaldhou TPOoERTIKGE ) 8a : S & oaC pUCTU OF KEMOIOV KGR 0GC GO |ECW YPATTOD
Tig kaipikg ouveiiieg om Béon mou Bplokeote | Tnv ofitki) oac oupmEp upopd (ToxUTNTA, aNGCTAcn KTA) I Taxubpopeiou, £dv moredare or autd Ba oag frave va wBETE kahiTepa; |_|""| |:|‘0)<l
Tic Twpivic/ nponyolpevee Bioeic soc | Tig pousiié ¢ oag mpoTAcE I E} Ba mmrm oL pa Lamfnxﬂ ouvoplkio gr Snpooioypdeo TIC POUCLKES 0OC TROTIHACEL,
= = ikl - | sty I £dv aurd BonBoloe Ty kovvevikn oag katatlwon; |_| NAI DD}(I
0 OTOIXELD ToU T k0L o0 Adyaplagpol v EBhKOTITE oa A . 5 ! ;
i i . il » 5 i " Q‘m < ) IT) Ba EvpEMOVOTE Pl KpaTia) umnpecia péow ypammol pnvipatog Moy akpiBu okomedeTe va
To eweddnud oog | To LOTOPIKG Twy ayopsy oog I TofBEWETE, £av autd Ba pelwve To Xpdvo Takidiol cac; |:| HAI u oxl
T MpOGEMKG 505 PHIGTIKGE | To |OTPLKG COG 1OTOPIKG I 2) Kotd tn Sidpkein evic ofikol Tafibiol Ba amokahimmare of kdmowow dyvioto T 8éon oag
A3. Ediio: VAV . piow aolppatou Siktliou, v autd BeAtiwve Tnv copdAnid Tn Sua) oO0g KOl TNG CLKOYEVEID oag %
i Kard T Sidpreid Tou Tofidio; |_| HAl H ‘oxl
Noso AZDAAEIE vopifeTs 6TL Cival 6l MPOcw MKES 0a¢ TAPOHOPIES G XE HIO TEY TAPIKGTE GUaHuwY: = : 3 ; 3 3
: S : 2 : H) Ba emrpénare of fvav @poupd oopaisiog vo WAEE EGAC Kol TIC aTOOKEUES OGC, B0V OUTH
Nopakais BoBpokoyhotk oe khipaka and 0 £wg 10 dmou 10=AndAura aopakeic kal 0= KoBékou acpaleig u e o Emilaoet il A e sl - DM Ltm
Okoyiveln | Anposioypdpog I €} Ba EMTPENCGTE OF Pua (HUTIKN ETOPELD I Yvwpifel Ty odiki oog oUNTIEpLEOPG (TOXUTNTE PE
e | A I ;r;v:.onda tofiBetere, nooo pokmd tafibedere, kTA), edv autd peluve To KEoToG Twy copalioTpuy |:| - [_ -
L ) | havnecpiios I I} Ba MyomE TO [GTPIKG 0O LOTOPIKG Of OMOLOSANOTE OTPpG pow KIVITOU THAEguvou, £V
EykAnpatiag | IBwonkn etapeia I Bewpoloare orl Ba BonBoloe Ty uyela cag; u NAl ’: OXl|
T | FuvadeApos I 1A) Katd tn Sudpkea evic ofikol Tafifiol Ba anokaAUTITATE QVWVUPE OF KATOLOV GyWsaTo TN

Bion ooc ow cgouppatou Sknbou, £dv auto BeAtiwve Ty copdkow TN GG 0ag Kal TG

A4, Epmotooivr-Texvohoyia olwoyEvia oag kard m Sidpkeia tou Tofidiol; |_I Ml DD}(I
Néao AZDAAEIE voplfere 011 £ival o gag TApoYoples ota XEpLa Twy Tapakd T opdduy; IB) Edrv Srapwesg dnpoas Goviay nhnpopople yia Tig Tonoealec mou Bpiokeote, a oag anérpens
Napa ki BoBuokoyhote oe kAipaxa and 0 éwe 10 dmou 10=AndAuta aopaleic kol 0= Kaddhou aopaieic and To v TE EMOKENTETE; |:| MAI |__| ol

Avtanokplon piow Taxudpopciou Tuffitnon of yepd o tpaivo

: : : ; : : MEPOZT - BeAtiwoeig
TuLfTnon PEcm KIVNTOU TNALED VOU ANQaToAr NAEKTpOVIKOU TaxudpopEeiou pE owm
evalpparou SIKTiou

Minpogpopiec mou oTEAvovTal piot ypa ol | ZIuliitnon of 1wtk TonoBeoia

M. EmBupntéc BeAtimoeig

Nouég and Tig akdhoule ¢ BeATiwaoeg Ba EMBUPOLaaTE va E@appooToly; Napa Kok onpeusote fug TPELE emhoyEc.
hOSEES |_| 01 opyaviopol va 00g TOpEXOUY TEPIGOOTEREG MANPOPOPIEC OXETIKG IE TN XPoN Kol Tov TPOTID TROOTOOiAC Twy
Amootoh AEKTpoVIKoD Toudpopeiou péo dedopévev oog.

e |_|01 Py ol va oag ieuKohl v SlopBwote Tuxdv AdBn oTa OTONELD, Tou SLOTNPOUY OXCTIKG PE E0GC.

AS. IBwTkéTnTa |_| Meyahimepn aspddein orn Soguialn Twy TpocwmKaw ooc Biocwv dcdopivov amd avappootn/e Ewrepii
Napakaks BoBuokayiomr e khipaka ané 0 éwe 10 dmou 10=Xuimp wves anohuta kol 0= Aev oupipuvs kKaBoAou npdoBasn.

A) Avnouseds yur Tig ameiéc kaTd g Bl TIkAC pou Zuic. | |:| KahiTepo vopikd nAQiown mou g pel TN Xphon Twy STOLEY 00C and opyaviIopols xmpic T ouykaTdbes oog.
| |:| Ot opyoviopol va PEWWOOUV TOV 0YKO TwY Tpocw MKy Sedopiwey mou sulidyouy.
| |:| O1 opyaviopol v 00¢ TEpExouy TEPOOOTEPD CALYXO OXETIKG pE TNV aKpiBi xphon Twy mpotwmkay Sedoptvay
I

Tulijmon péow omale poll T Puvou

B) Ou epmopikol epyavicpol avalntody unepBolikd nokdé g mAnpogopies and Toug karavahwtéc,
T} H kuBépvnon eoBdrer otn WueTikn Dwl Ty ToAMTHY,
A Exs XAOEL ToV EAEYX0 TG S1OXE PLOTIC TV NPpOSWMKGY pou Sedojgvay.

oag.
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/ PART D - Over Uzelf & Uw Keuzes \

. Uw Keuzes en Ervaringen
A) Gebruikt u bepaalde ldanten-/loyaliteitskaarten? (Albert Heijn Bonus Kaart, Air Miles, etc. ) '_] JA [_' MEE

B) Heeft u ooit iets online aekocht met een credit card? [ ]a [ Inee
C) Bent u/Zou u ooit door luchthaven security (gejgaan? :I JA |: WEE
D) Is uw telefocnnummer geregistreerd als een privénummer? '—| JA r MEE
E} Leest uhet privacybeleid van een bedrijf vooraleer u hun diensten gebruikt? |_| Ja |_| MNEE
F} Heeft u ooit data opgevraagd die bedrijven gespecialiseerd in kredietswaardigheidschecks

(Experian etc.} over u heef? |:| JA DNEE
G) Begrijpt u volledig wat uw juridische rechten zijn met betrelding tot uw privacy? [ JA |:| MEE
H) Heeft u ooit een inbreuk op uw privacy ervaren? Zo ja, geef hierover een korte )
beschri jving: J JA J MEE

1) Is er nog iets anders dat uw kijk op privacy heeft beinvioed?

D2, Informatie over uzelf

Deze laatste vragen zijn volledig vrijblijvend, maar zouden een grote hulp zijn voor mijn onderzoek. |k wil u eraan hednneren
dat alle antwoorden die u geeft volledig anoniem verwerkt en vertrouwe lijk behandeld worden.

studemD Werkend jhﬁpﬂ'mﬂ'll:“h'kmekend D Anders:l

B) Wat is uw jaarlijis huishoudelijk inkomen? € 0-20K [_J £ 20-40K u £ 40-60K |_ € 60-80K |_| £ 80K+ J

A) Wat is uw arbeidssituatie?

C} Bent uin het bezit van een rijbewijs? JA I:l MNEE I:‘
D) ‘Wat is uw geslacht? MAN D VROUW D
E} Heeft u kinderen? JA _J NEE |_]

F) Wat is uw opleidingsniveau? Geen D VMBO D H.wo;vwoD Bachelor |: Master /PhD / Post-doc J
G} Wat is uw etniciteit? (e.g. Blank/(Noord-)Afrikaans/Aziatisch/ etc.) |
H) Wat is uw lesftijd? |
I} Wat is uw burgerlijke stand? |
D3. Verdere informatie

A) Bent u beschikbaar voor een eventueel verder interview? Hiervoor zal u een kadobon ter waarde van €25 ont-
vangen van Amazon of M&S. Zo ja, vul dan hieronder uw telefoonnummer of e-mailadres in.

Ontzettend bedankt voor uw tijd! Gelieve deze enquéte terug te
sturen in de bijgesloten enveloppe. Een postzegel is niet vereist.

3 Neorctis Southampton
T U D e I ft A .- School of Civil Engineering
— and the Environment

ONLIME TOEGAMGSCODE: WNL-001
7 maart 2012
Beste heer/mevrouw,

Ik schrijf u met de vraag om mee te doen aan een onderzoek dat deel uitmaakt van mijn
promotieonderzoek. Mijn onderzoek is gefinancierd door de Europiese Commissie als onder-
deel van het NEARCTIS project en zal ertoe bijdragen dat toekomstig beleid en technologie-
En aan uw privacy eisen zullen voldoen. Meer informatie over mijn onderzoek kan u vinden
op www.internationalprivacysurvey. com.

Door mee te doen aan deze enquéte maakt u deel uit van een willekeurige steekproef
van mensen, die de verschillende opvattingen in de Europese Unie vertegenwoordigen.
Daarom zijn uw medewerking en uw antwoarden van onschatbare waarde voor het
succes van dit onderzoek. Des te meer reacties ik kan verzamelen, des te nauwkeuriger
de conclisies van dit onderzoek zullen zijn.

Vul de bijgevoegde enquéte in en stuur deze terug in de bijeevoecde enveloppe. Een post-
zegel is niet vereist. Als alternatief kan u de enguéte online invullen op

www_international privacysurvey. com met behulp van de toegangscode die u bovenaan de-
ze pagina vindt.

Het invullen van deze enquéte zal maximaal 15 minuten duren. Neem alstublieft uw tijd om
alle vragen te beantwoorden.

Bedankt voor uw hulp.

Met vriendelijke groet,

Scott Cruickshanks

Postgraduate Student

School of Civil Engineering and the Environment
University of Southampton

Highfield

Southampton

5017 1BJ
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PART A - Beloning, Vertrouwen en Privacy \ / PART B - Scenarios

Al. Factoren 2
B1. Scenarios
‘Wanneer u kiest voor een vervoersmethode, hoe BELANGRIJK zijn de volgende factoren? Antwoord met JA of MEE op de volgende vragen

Geef een SCORE OP 10 (10 = enorm belangrijk en 0 = totaal niet belangrijk)
| A) Zou u een privebedrijf details over al uw aankopen versturen via e-mail in ruil voor een

Reistijd | Impact op het milieu financiéle tegemoetkoming? D A D MEE
Veiligheid van u en uw familie | Plezier | B) Zou u tijdens een aul:.t_:r‘it_ge-gevens OvEer de weg en weersm'nsm:ndigheden op mtw_locaﬂe
Kosten | Impact op uw imago (Wat anderen zouden denken ) | ::ﬂrsnn;r:;:?r it s S T i I:] JA D NEE
AZ. Types van Informatie C} Zou u de gegevens van uw credit card via internet naar een privébedrijf versturen om een
Hoe BERSCHERMEND bent u over de volgende types van informatie? hoeliamerte iveken sl udasmmes koding izt | IS JE=E

D) Zouu een génant geheim vertellen aan een goede vriend in een brief verzonden met de

Geef een SCORE OP 10 (10 = enorm beschermend en 0 = totaal niet beschermend | post als u denkt dat dat u plezier zou sct en?

DJA |_|NEE

De weersomstandigheden van uw huidige locatie | Uw rijgedrag (snelheid, afstanden, etc) |

E) Zouu uw muzikale voorkeur vertellen aan een joumnalist tijdens een privéontmoeting als
Uw huidige of vorige locaties I Uw muzikale voorkeur I dat uw sociale status zou verhogen? JA u NEE
Uw bankgegevens I Uw etniciteit I F) Zouu de overheid via SMS vertellen waar u exact naar toe wil reizen als dat de reistijd zou
Uw inkomen I Uw aankoopgeschiedenis I eETH i enet A |:| NEE
Uw génante geheimen I Uw medisch dossier I G) Zou utijdens een autorit gegevens over uw locatie vesturen naar een onbekende als dat de

veiligheid van u en uw familie zou verbeteren tijdens de rit? Ij JA |:| MEE

A3, Vertrouwen — Mensen

H} Zou ueen beveiligingsheambte toelaten uen uw bagage te doorzoeken als dat uw
Hoe VEILIG denkt u dat persoonlijke informatie is in de handen van de volgende veiligheid zou verbeteren? JA |_I NEE

groepen? Geef een SCORE OP 10 (10 = enorm veilig en 0 = totaal niet veilig) 1} Zou u een privébedrijf toegang geven tot uw rijgedrag (snelheid, reisafstand,etc) als dat uw

Famdie | kit | verzekeringspremie zou verminderen? JA |:| NEE
Dhe ot vl I Orbelcende I J) Zouu uw medische aandoeningen wertell.en aan een willekeurige dokter via een mobiele
telefoon als u denkt dat dat uw gezondheid zou verbeteren? JA NEE
Medisch professional (vb. Dokter, verpleegster,...) I Goede vriend I I: I_I
o y " K) Zou utijdens een autorit uw locatie anoniem versturen naar een onbekende via een
Crimineel | Privebedrijf | draadloos network als dat de veiligheid van u en uw familie zou verbeteren tijdens de rit? W[
Juridisch professional (vb. Advocaat, notaris,...) I Collega I L} Als uw verblijfplaats ten allen tijde publiek zou worden gemaakt, zou u dan stoppen met
A4, Vertrouwen — Technologie o i naar sommige plaatsen te reizen? A NEE
Hoe VEILIG denkt u dat persoonlijke informatie, verstuurd met de volgende l:] |:|

communicatiemiddelen, is? Geef een SCORE OP 10 (10 = encrm veiligen 0 =
totaal niet veilig)

PART C - Verbeteringen

Correspondentie via brieven Face-to-face conversatie op een druk bezette trein
C1. Verbeteringen

Informatie verzonden via e-mail Welke van de volgende verbeteringen zou u graag geimplementeerd zien? Kruis MAXIMAAL DRIE opties aan.

Conversatie via een mobiele telefoon

Gebruik van sociale netwerk sites

| I
I I
Informatie verzonden met een SMS | Face-to-face conversatie op een private plaats I
| Conversatie via een vaste telefoonlijn |

|:| Organisaties geven meer informatie over waarvoor Ze uw gegevens gebruiken en hoe uw gegevens zullen worden
AS. Privacy Overzicht beschermd.

Geef een SCORE OP 10 (10 = helemaal akkoord, 0 = helemaal niet akkoord) D Organisaties maken het makkelijker om fouten in de gegevens die ze over u heeft te veranderen.

|:| Betere beveiliging om onbevoegde/externe toegang tot uw opgeslagen persoonlijke gegevens te verhinderen.

A) U bent bezorgd over uw persoonlijke privacy. D Een beter juridisch kader om organisaties te straffen die uw gegevens gebruiken voor fets waarvoor u geen
B) Commerciéle organisaties vergaren grote hoeveelheden informatie over consumenten. toestemming heeft gegeven.

C) Federale overheden schenden de privacy van burgers.

D Organisaties minimaliseren het volume aan persoonlijke gegevens die ze verzamelen.

I:I Organisaties geven u meer controle over waarvoor uw gegevens exact worden gebruikt.

D) U bent alle controle verloren over de verspreiding van uw persoconlijke informatie.
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Appendix E — Austrian Version of European Survey
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Appendix E

Internationale Umfrage uber
Datenschutz

Uberblick

Thr Code

Wenn Sie einen Code erhalten haben, geben Sie ihn bitte hier ein?

Thre Nationalitat
Was ist IThre Nationalit&t?

—selectone - -

—TEIL A - Datenschutz Uberblick

Bitte geben Sie eine Note von 0 bis 10 , wobei 10 = vollkommen einverstanden
und 0 = nicht einverstanden entspricht

1) Sind Sie heutzutage um Thre Privatsphare besorgt?
e0el1e28€3p405068768&980 10

2) Suchen QOrganisationen (iberm&Bige Informationen von den Konsumenten?
PP 1©283 6064050607 889010

3) Dringen Bundesregierungen in die Privatsphére der Blirger ein?
e0@ele2e€3040506600876886&90 10

4) Haben Sie die gesamte Kontrolle tiber Weitergabe Threr persotnlichen Daten
verloren?

poegleesodesece/es809010

MNachste

Internationale Umfrage iiber
Datenschutz

Belohnungen und Konsequenzen

—A1l Belohnungen

Bei der Entscheidung lber eine Art des Reisens, wie wichtig sind die folgenden
Faktoren?

Bitte geben Sie sine Note von 0 bis 10, wobei 10 = extrem wichtig und 0 =
itherhaupt nicht wichtig entspricht
Reisezeit

D0®1@e2e3040650D007€©86@9 6 10

Auswirkungen auf die Umwelt
Po0@ele2o30d4e5e607©86092010

Die Sicherheit von IThnen und Ihrer Familie
D0© 1020304050007 @809 010

Fahrspass
2001620390405 0607 0809810

Kosten
5 0@l1e28304050607 2880810

Auswirkungen auf IThr Ansehen (was denken andere Uber Sie)
go00l1026638ed405060 7280910
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L
—A2 Arten von Informationen

Wie fiirsorglich gehen Sie mit den folgenden Arten von Informationen um? Risiken

Bitte geben Sie eine Note von 0 bis 10, wobei 10 = extrem fiirsorglich und 0 =
iiberhaupt nicht fiirsorglich entspricht

—A3 Vertrauen - Leute

Wie sicher betrachten Sie Ihre personlichen Informationen in den Hénden der
Die Wetterbedingungen Thres jetzigen Standortes folgenden Personengruppen?

®@0@©l1e2e0304058607028298 10
Bitte geben Sie eine Note von 0 bis 10, wobei 10 = extrem sicher und 0 =
Ihr Fahrverhalten (Geschwindigkeit, Entfernung, etc.) iiberhaupt nicht sicher entspricht

2020182203 046065060708090 10

Familie
Thr jetziger / voriger Standorte ©00106203040656607 08090 10
00O 1P2HD30405D607H© 880960 10

Journalisten
Thre Musikpréferenzen e0©186203846502687880©9 8610
g0el1®208304865060 . .
Die Regierung

Ihre Bank- / Kreditkarten Details ©001©6203040506070809 910
0619203040506 07©8009@ 10
Fremde

Ihre Abstammung ©00106203040506070809010
0102830405860 0 7208098610 Medizinische Fachkrafte
©0010203040

w
(=]
~
[e=]
[

Y=}

Héhe Ihres Einkommens w
®0C1©20304050607 0809010 it Frenie
@0©1©20304€5H0607 0869310
Thre Einkaufsstatistik
©e0©01©283064685606679809 8610 {rimineiia

pO0G®1©203064065806007 @869 10
Thre peinlichen Geheimnisse
&@0@8ele28030486586878©88696 10 Privatgesellschaften
®0©81©203848568687 8869610
Ihre Krankenakte
0019203040506 0798690 10 Juristische Fachkréfte
E0B1820304858607 080

Arbeitskollegen

e0o@el1lez29384€85860788389 810

Scott Cruickshanks 215



Appendix E

Scott Cruickshanks 216



Appendix E

Scott Cruickshanks 217



Appendix E

Scott Cruickshanks 218



Appendix F

Appendix F — Level of Concern Split by Country andOther Demographics

Observed Minus Expected Number of Females by ConceCluster and Country
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Observed Minus Expected Number of People with Houseld Income Under £/€20000 by Concern

Cluster and Country

==K =fll=Greece—+— Netherlands=>¢=Austria

I

N

:\\\ /A\ Wia

o

/ N

T

-~

with Household Income Under £/€20000

-6

Observed Minus Expected Number of People

-8

N
NNV

0-25% Concern
Cluster

25-50% Concern 50-75% Concern 75-100% Concern
Cluster Cluster Cluster

Observed Minus Expected Number of University Educatd Participants by Concern Cluster and Country

=¢=UK =fll=Greece == Netherlands =>¢=Austria

/\

/) N\~

8
>
=
n 6
)
=
c
D
ks 4
ol
28
ES
3]
28 .
e g
3]
s
X = 0
w o
[ =]
5 O
cu
= -2
-
)
>
—
)
2 4
o £
-6

0-25% Concern Cluster 25-50% Concern Cluster 50-7%¥%c€rn Cluster 75-100% Concern Cluster

Scott Cruickshanks

220



Appendix F

Observed Minus Expected Number of Participants Age®ver 55 by Concern Cluster and Country

8
" —4—UK —@i—Greece —#—Netherlands =< Austria
g A
: 6 / \
©
3
o 4
; / \
]
o »
E W 2
ki N\
33 0 .
o
g3 \
5 <
L -2
2]
=)
=
. \)\
5 -4
(O]
bt
: \
8 -6
(@)

-8
0-25% Concern Cluster 25-50% Concern Cluster 50-79¥%c€rn Cluster 75-100% Concern Cluster

Scott Cruickshanks 221



Appendix F

Scott Cruickshanks 222



Appendix G

Appendix G — Perception of Individual Rewards
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Appendix H

Appendix H — Sensitivity of Individual Data Types
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Appendix |

Appendix | — Trust in Individual Data Holders
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Appendix J

Appendix J — Trust in Individual Transfer Methods
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Appendix K

Appendix K — Dendogram of Number of Acceptable ITSScenarios
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